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RULES  AND  REGULATIONS 


Title  32 — National  Defense 

CHAPTER  I— OFFICE  OF  THE  SECRETARY 
OF  DEFENSE 

SUBCHAPTER  D— SECURITY 

PART  159— INFORMATION  SECURITY 

PROGRAM  REGULATION 

This  Part  159  governing  the  classifica¬ 
tion,  downgrading,  declassification  and 
safeguarding  of  classified  information 
is  issued  under  the  authority  of  and 
pursuant  to  Secretary  of  Defense  DoD 
Directive  520C.1,  “DoD  Information 
Security  Program,”  June  1,  1972 

(§  159.100(a)).  This  Part  159,  revised 
as  set  forth  below,  supersedes  and  can¬ 
cels  Part  159  dated  July  15,  1972  (37 
FR  15655).  This  revision  has  been  ap¬ 
proved  by  the  Interagency  Classification 
Review  Committee  as  required  by  Execu¬ 
tive  Order  11652  and  the  National  Secu¬ 
rity  Council  Directive  issued  pursuant 
thereto.  The  majority  of  the  changes  are 
editorial  in  nature.  There  are,  however, 
several  progressive  and  substantive 
changes  which  have  been  developed.  The 
more  significant  changes  are:  Section 
159.105  imposes  more  restrictive  guide¬ 
lines  for  the  designation  of  original 
classification  authorities;  §  159.203.5  re¬ 
quires  that  when  a  security  classification 
guide  or  revision  thereof  is  published 
which  exempts  certain  information  from 
the  General  Declassification  Schedule, 
the  Top  Secret  classification  authority 
who  approved,  authorized  or  sanctioned 
such  exemption  will  be  identified  on  the 
guide;  §  159.301-1  is  designed  to  auto¬ 
matically  downgrade  certain  old  mate¬ 
rial  at  12  year  intervals  which  would 
otherwise  be  frozen  at  the  original 
classification  level  under  the  provision 
of  the  Executive  Order;  §  159.304-2  is 
revised  to  accelerate  the  declassification 
of  information  placed  in  exemption 
category  3  pursuant  to  E.O.  11652.  As 
modified,  this  paragraph  provides  for 
the  automatic  declassification  of  infor¬ 
mation  on  scientific  and  technical  mat¬ 
ters,  installations,  programs,  etc.,  at  the 
end  of  15  calendar  years  vs.  the  30 
years  prescribed  under  the  previous  pro¬ 
visions;  §  159.306-3  provides  guidelines 
for  the  declassification  of  certain  cate¬ 
gories  of  encrypted  messages  in  order 
to  expedite  the  declassification  process: 
Subpart — Transmission  establishes  DoD 
policy  and  procedures  for  the  hand¬ 
carrying  of  classified  material  through 
airline  and  anti-hijacking  inspection 
points;  and  §  159.1500,  Appendix  A,  has 
been  revised  to  reflect  the  current  desig¬ 
nations  of  original  Top  Secret  classifica¬ 
tion  authorities. 

(seal!  Terence  E.  McClary, 

Asistant  Secretary  of  Defense. 

May  8. 1974. 
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See. 

159.1500  Appendix  A— Original  clas¬ 

sification  authorities  (See 
§  159.105). 

159.1500- 1  Appendix  B — Equivalent  foreign 

security  classifications  (See 
§§  159.401-8  and  159.1100-1). 

159.1500- 2  Appendix  C — General  Account¬ 

ing  Office  officials  authorized  to 
certify  security  clearances  (See 
§  159.700-«(c). 

159.1500- 3  Appendix  D — Instructions  gov¬ 

erning  use  of  code  words,  nick¬ 
names  and  exercise  terms  (See 
§  159.701-10). 

159.1500- 4  Appendix  E — Component  Imple¬ 

mentations  of  DoD  issuances.1 

Authority:  EO  11652  of  March  8,  1972,  37 
FR  5209,  March  10,  1972;  National  Security 
Council  Directive  of  May  17.  1972  Governing 
the  Classification,  Downgrading,  Declassifica¬ 
tion  and  Safeguarding  of  National  Security 
Information.  37  FR  10053,  May  19,  1972;  sec. 
301,  80  Stat.  379;  (5  U.S.C.  301) . 
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References 
§  159.100  References. 

(a)  DoD  Directive  5200.1,  “DoD  Infor¬ 
mation  Security  Program,’’  June  1, 1972.1 

(b)  Executive  Order  11652,  “Classifi¬ 
cation  and  Declassification  of  National 
Security  Information  and  Material,” 
dated  March  8, 1972  (  37  FR  5209,  Mar.  10, 
1972). 

(c)  National  Security  Council  “Direc¬ 
tive  Governing  the  Classification,  Down¬ 
grading,  Declassification  and  Safeguard¬ 
ing  of  National  Security  Information,” 
dated  May  17, 1972  (37  FR  10053,  May  19, 
1972). 

(d)  DoD  Directive  5230.9,  “Clearance 
of  Department  of  Defense  Public  Infor¬ 
mation,”  dated  December  24,  1966.1 

(e)  DoD  Directive  C-5200.5,  “Com¬ 
munications  Security  (U) ,”  dated  April 
13,  1971.1 

(f)  DoD  Instruction  5200.22,  “Report¬ 
ing  of  Security  and  Criminal  Violations,” 
dated  November  8,  1973.1 

(g)  DoD  Directive  5210.50,  “Investiga¬ 
tion  of  and  Disciplinary  Action  Con¬ 
nected  with  Unauthorized  Disclosure  of 
Classified  Defense  Information,”  dated 
April  29,  1966.1 

(h)  DoD  Directive  5210.8,  “Policy  on 
Investigation  and  Clearance  of  DoD  Per¬ 
sonnel  for  Access  to  Classified  Defense 
Information,”  dated  February  15,  1962 
(Reprint  March  1, 1966)  .* 

(i)  DoD  Directive  5400.4,  “Provision  of 
Information  to  Congress,”  dated  Febru¬ 
ary  20. 1971.1 

(j )  DoD  Directive  7650.1,  “General  Ac¬ 
counting  Office  Comprehensive  Audits,” 
dated  July  9, 1958.1 

(k)  DoD  Directive  5220.22,  “DoD  In¬ 
dustrial  Security  Program,”  dated 
July  30, 1965.1 

(l)  DoD  Directive  5230.11,  “Disclosure 
of  Classified  Military  Information  to  For- 


1  Piled  as  part  of  the  original  Copies  avail¬ 
able  from  UB.  Naval  Publication  and  Forma 
Center,  6801  Tabor  Avenue,  Philadelphia,  PA 
19120. 
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eign  Governments  and  International  Or¬ 
ganizations,”  dated  June  19, 1973.1 

(m)  DoD  Directive  5200.15,  “Controll¬ 
ing  the  Dissemination  and  Use  of  Intelli¬ 
gence  and  Intelligence  Information  Pro¬ 
duced  by  Members  of  the  Intelligence 
Community,”  dated  July  26, 1962.* 

(n)  DoD  Directive  5210.2,  “Access  to 
and  Dissemination  of  Restricted  Data,” 
dated  October  18, 1968.1 

(o)  DoD  Instruction  C-5210.21,  “Im¬ 
plementation  of  NATO  Security  Proce¬ 
dure  (U) ,"  dated  December  17,  1973.* 

(p)  DoD  Instruction  C-5210.35,  “Im¬ 
plementation  of  CENTO  Security  Regu¬ 
lation  (U) ,”  dated  June  5, 1968.* 

(q)  DoD  Instruction  5210.54,  “Imple¬ 
mentation  of  SEATO  Security  Manual 
(U) ,”  dated  September  27, 1967.* 

(r)  DoD  Directive  5400.7,  “Availability 
to  the  Public  of  DoD  Information,”  dated 
June  23, 1967.1 

(s)  DoD  Instruction  7230.7,  “User 
Charges”,  dated  July  18, 1973.1 

(t)  DoD  Directive  5220.6,  “Industrial 
Personnel  Security  Clearance  Program,” 
dated  December  7, 1966.1 

(u)  Joint  Army-Navy-Air  Force  Pub¬ 
lication  (JANAP)  #119  December  1970 
and  #299  September  1971. 

(v)  Allied  Communication  Publica¬ 
tions  (ACP)  #119A  August  1970. 

(w)  National  Security  Agency  KAG 
I-D  December  1967. 

(x)  DoD  Directive  S-5200.17,  “The 
Security,  Use  and  Dissemination  of  Com¬ 
munications  Intelligence  (COMINT) 
(U),”  dated  January  26,  1965.* 

(y)  DoD  Directive  5535.2,  “Secrecy  of 
Certain  Inventories  and  Withholding  of 
Patent;  Delegation  of  Authority  to  Sec¬ 
retaries  of  Army,  Navy,  and  Air  Force,” 
dated  September  30, 1966.1 

(z)  DoD  Directive  5200.12,  “Security 
Measures,  Approval  and  Sponsorship  for 
Scientific  and  Technical  Meetings  In¬ 
volving  Disclosure  of  Classified  Informa¬ 
tion,”  March  7, 1967.* 

(aa)  DoD  Directive  5000.7,  “Official 
Temporary  Duty  Travel  Abroad,”  dated 
January  14, 1972.1 

(bb)  DoD  5220.22-R,  “DoD  Industrial 
Security  Regulation”.1 

Purpose  and  Applicability 
§  150.101  Purpose. 

To  insure  that  official  information  of 
the  Department  of  Defense  relating  to 
National  Security  (as  used  hereafter,  a 
collective  term  encompassing  both  na¬ 
tional  defense  and  foreign  relations  of 
the  United  States)  is  protected,  but  only 
to  the  extent  and  for  such  period  as  is 
necessary,  this  regulation  establishes  the 
bases  for  identification  for  Information 
to  be  protected;  prescribes  a  progressive 
system  for  classification,  downgrading 
and  declassification ;  prescribes  safe¬ 
guarding  policies  and  procedures  to  be 
followed;  and  establishes  a  monitoring 
system  to  insure  the  effectiveness  of  the 
Information  Security  Program  through¬ 
out  the  Department  of  Defense. 

*  Classified  document.  Not  Available  to  the 
public. 


§  159.101-1  Applicability. 

This  regulation  governs  the  Depart¬ 
ment  of  Defense  Information  Security 
Program  and  takes  precedent  over  all  de¬ 
partmental  publications  affecting  that 
program.  In  accordance  with  the  pro¬ 
visions  of  §  159.100  (b)  and  (c) ,  it 
establishes  for  uniform  application 
throughout  the  Department  of  Defense, 
the  policies,  standards,  criteria  and  pro¬ 
cedures  for  the  security  classification, 
downgrading,  declassification  and  safe¬ 
guarding  of  official  information  or  mate¬ 
rial  originated,  produced  or  handled  by, 
or  under  the  sponsorship  of,  the  Depart¬ 
ment  of  Defense  or  components  thereof- 

§  159.101—2  Non-government  opera¬ 
tions. 

Except  as  otherwise  provided  herein, 
the  provisions  of  this  regulation  shall  be 
made  applicable  by  contract,  or  other 
legally  binding  instrument,  to  operations 
of  non-government  personnel  entrusted 
with  classified  information. 

§  159.101—3  Combat  operations. 

The  provisions  of  this  regulation  with 
regard  to  accountability,  dissemination, 
transmission,  or  safekeeping  of  classified 
information  or  material  may  be  modified 
as  necessary  to  meet  local  conditions  by 
military  commanders  in  connection  with 
combat  or  combat-related  operations. 
Classified  Information  or  material 
should  be  introduced  into  forward  com¬ 
bat  areas  or  zones  only  to  the  extent 
essential  to  accomplishment  of  the  mili¬ 
tary  mission.  When  so  introduced,  the 
appropriate  military  commander  shall 
provide  the  degree  of  protection  pre¬ 
scribed  by  this  regulation  for  the  classi¬ 
fication  involved  as  nearly  as  the  cir¬ 
cumstances  permit. 

§  159.101—4  Atomic  Energy  Act. 

Nothing  in  this  regulation  shall  super¬ 
sede  any  requirements  made  by  or  under 
the  Atomic  Energy  Act  of  August  30, 
1954,  as  amended.  “Restricted  Data,” 
and  material  designated  as  “Formerly 
Restricted  Data,”  shall  be  handled,  pro¬ 
tected,  classified,  downgraded  and  de¬ 
classified  in  conformity  with  the  provi¬ 
sions  of  the  Atomic  Energy  Act  of  1954, 
as  amended,  and  the  regulations  of  the 
Atomic  Energy  Commission. 

§  159.101—5  Exceptions. 

(a)  For  material  under  his  special 
cognizance,  the  Director,  National 
Security  Agency,  shall  prescribe  for  the 
internal  handling  of  such  material  such 
special  procedures  as  may  be  necessary 
to  conform  to  policies  and  standards 
prescribed  for  NSA  by  higher  authority 
outside  the  DoD.  Other  (collateral)  ma¬ 
terials  brought  into  areas  under  his 
special  cognizance  may  be  handled  in 
the  same  manner  as  special  materials, 
in  lieu  of  the  requirements  of  this  regu¬ 
lation.  When  returned  to  normal  chan¬ 
nels  such  materials  shall  be  subject  to 
the  controls  of  this  regulation.  Including 
maintaining  Records  of  Destruction  as 
required  by  §  159.900-2. 
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(b)  Provisions  for  security,  use  and 
dissemination  of  Communications  In¬ 
telligence  (COMINT)  are  governed  by 
DoD  Directive  S-5200.17,  9  159.100(x). 

Definitions 
§  159.102  Definitions. 

As  used  herein,  the  following  terms  and 
meanings  shall  be  applicable: 

§  159.102—1  Classification. 

The  determination  that  official  infor¬ 
mation  requires,  in  the  Interests  of  na¬ 
tional  security,  a  specific  degree  of  pro¬ 
tection  against  unauthorized  disclosure, 
coupled  with  a  designation  signifying 
that  such  a  determination  has  been 
made. 

§  159.102—2  Classified  information. 

Official  information  which  has  been 
determined  to  require,  in  the  interests 
of  national  security,  protection  against 
unauthorized  disclosure  and  which  has 
been  so  designated. 

§  159.102-3  Classifier. 

An  individual  who  either: 

(a)  Determines  that  official  informa¬ 
tion,  not  known  by  him  to  be  already 
classified,  currently  requires,  in  the  inter¬ 
ests  of  national  security,  a  specific  degree 
of  protection  against  unauthorized  dis¬ 
closure  and  having  the  authority  to  do  so, 
designates  that  official  information  as 
Top  Secret,  Secret  or  Confidential ;  or 

(b)  Determines  that  official  informa¬ 
tion  is  in  substance  the  same  as  informa¬ 
tion  known  by  him  to  be  already  classi¬ 
fied  by  the  government  as  Top  Secret, 
Secret  or  Confidential  and  designates  it 
accordingly. 

§  159.102—4  Component. 

The  Office  of  the  Secretary  of  Defense, 
the  Military  Departments,  the  Organiza¬ 
tion  of  the  Joint  Chiefs  of  Staff,  the  uni¬ 
fied  and  specified  commands,  and  the 
Defense  Agencies. 

§  159.102—5  Compromise. 

The  known  or  suspected  exposure  of 
classified  information  or  material  to  an 
unauthorized  person. 

§  159.102—6  Custodian. 

An  individual  who  has  possession  of  or 
is  otherwise  charged  with  the  responsi¬ 
bility  for  safeguarding  and  accounting 
for  classified  information. 

§  159.102—7  Declassifieation. 

The  determination  that  classified  in¬ 
formation  no  longer  requires,  in  the  in¬ 
terests  of  national  security,  any  degree 
of  protection  against  unauthorized  dis¬ 
closure,  coupled  with  a  removal  or  can¬ 
cellation  of  the  classification  designation. 

§  159.102-8  Document. 

Any  recorded  information  regardless  of 
its  physical  form  or  characteristics,  in¬ 
cluding,  without  limitation,  written  or 
printed  material;  data  processing  cards 
and  tapes;  maps,  charts;  paintings; 
drawings;  engravings;  sketches;  work¬ 
ing  notes  and  papers;  reproductions  of 
such  things  by  any  means  or  process ;  and 
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sound,  voice  or  electronic  recordings  in 
any  form. 

§  159.102—9  Downgrade. 

To  determine  that  classified  informa¬ 
tion  requires,  in  the  interests  of  national 
security,  a  lower  degree  of  protection 
against  unauthorized  disclosure  than 
currently  provided,  coupled  with  a 
changing  of  the  classification  designation 
to  reflect  such  lower  degree. 

§  159.102—10  Formerly  Restricted  Data. 

Information  removed  from  the  Re¬ 
stricted  Data  category  upon  determina¬ 
tion  jointly  by  the  Atomic  Energy  Com¬ 
mission  and  Department  of  Defense  that 
such  information  relates  primarily  to  the 
military  utilization  of  atomic  weapons 
and  that  such  information  can  be  ade¬ 
quately  safeguarded  as  classified  de¬ 
fense  information.  Such  information  is, 
however,  treated  the  same  as  Restricted 
Data  for  purposes  of  foreign  dissemina¬ 
tion. 

§  159.102—11  Information. 

Knowledge  which  can  be  communi¬ 
cated  by  any  means. 

§  159.102-12  Material. 

Any  document,  product  or  substance 
on  or  in  which  information  may  be  re¬ 
corded  or  embodied. 

§  159.102—13  Official  information. 

Information  which  is  owned  by,  pro¬ 
duced  for  or  by,  or  is  subject  to  the  con-- 
trol  of  the  United  States  Government. 

§  159.102—14  Original  classification  au¬ 
thority. 

Original  classification  authority  is  the 
authority  to  make  original  classifications 
vested  specifically  and  in  writing  in  an 
official  of  the  Government  as  the  incum¬ 
bent  of  an  office  and  in  the  official  spe¬ 
cifically  and  in  writing  designated  to  act 
in  the  absence  of  the  incumbent. 

§  159.102—15  Restricted  Data. 

All  data  (information)  covering  (a) 
design,  manufacturing  or  utilization  of 
atomic  weapons;  (b)  the  production  of 
special  nuclear  material;  or  (c)  the  use 
of  special  nuclear  material  in  the  pro¬ 
duction  of  energy,  but  not  to  include 
data  declassified  or  removed  from  the 
Restricted  Data  category  pursuant  to 
section  142  of  the  Atomic  Energy  Act. 
(See  section  lly.  Atomic  Energy  Act  of 
1954,  as  amended,  and  “Formerly  Re¬ 
stricted  Data.”) 

§  159.102-16  Upgrade. 

To  determine  that  certain  classified 
information  requires,  in  the  interests  of 
national  security,  a  higher  degree  of  pro¬ 
tection  against  unauthorized  disclosure 
than  currently  provided,  coupled  with  a 
changing  of  the  classification  designation 
to  reflect  such  higher  degree. 

§  159.102—17  United  States  and  its  tec.- 
ritories. 

The  fifty  States,  the  District  of  Colum¬ 
bia;  the  Commonwealth  of  Puerto  Rico; 
the  Territories  of  Guam,  American  Sa¬ 
moa,  and  the  Virgin  Islands;  the  Trust 


REGISTER,  VOL.  39,  NO.  101 — THURSDAY,  MAY 


Territory  of  the  Pacific  Islands;  the  Ca¬ 
rnal  Zone;  and  the  Possessions,  Midway 
and  Wake  Islands. 

Policies 

§  159.103  Classification. 

(a)  Basic  policy.  The  introduction  to 
Executive  Order  11652  states  in  part: 

The  interests  of  the  United  States  and  its 
citizens  are  best  served  by  making  infor¬ 
mation  regarding  the  affairs  of  Government 
readily  available  to  the  public.  This  concept 
of  an  informed  citizenry  is  reflected  in  the 
Freedom  of  Information  Act  and  in  the 
current  public  information  policies  of  the 
executive  branch. 

Within  the  Federal  Government  there  is 
some  official  information  and  material  which, 
because  it  bears  directly  on  the  effectiveness 
of  our  national  defense  and  the  conduct  of 
our  foreign  relations,  must  be  subject  to 
some  constraints  for  the  security  of  our 
Nation  and  the  safety  of  our  people  and  our 
allies.  To  protect  against  actions  hostile  to 
the  United  States,  of  both  overt  and  covert 
nature,  it  is  essential  that  such  official  in¬ 
formation  and  material  be  given  only  lim¬ 
ited  dissemination. 

Consistent  with  the  foregoing,  the  use 
and  application  of  security  classification 
shall  be  limited  to  only  that  information 
which  is  truly  essential  to  national  se¬ 
curity  because  it  provides  the  United 
States  with:  (1)  A  military  or  defense 
advantage  over  any  foreign  nation  or 
group  of  nations,  or  (2)  a  favorable  for¬ 
eign  relations  posture  or  (3)  a  defense 
posture  capable  of  successfully  resisting 
hostile  or  destructive  action  from  within 
or  without,  overt  or  covert;  which  could 
be  damaged,  minimized  or  lost  by  the 
unauthorized  disclosure  or  use  of  the 
information. 

(b)  Resolution  of  doubts.  Unnecessary 
classification  and  higher  than  necessary 
classification  shall  be  scrupulously 
avoided.  Any  substantial  doubts  as  to 
which  of  two  levels  of  security  classifica¬ 
tion  is  appropriate,  or  as  to  whether  cer¬ 
tain  information  or  material  should  be 
classified  at  all,  should  be  resolved  in 
favor  of  the  less  restrictive  treatment. 

(c)  Improper  classification.  Classifi¬ 
cation  shall  apply  only  to  official  infor¬ 
mation  requiring  protection  in  the  in¬ 
terests  of  national  security.  It  may  not 
be  used  for  the  purpose  of  concealing 
administrative  error  or  inefficiency,  to 
prevent  personal  or  departmental  em¬ 
barrassment,  to  restrain  competition  or 
independent  initiative,  or  to  prevent  for 
any  other  reason  the  release  of  official 
information  which  does  not  require  pro¬ 
tection  in  the  interests  of  national 
security. 

§  159.103—1  Regrading  and  declassifi¬ 
cation. 

In  order  to  preserve  the  effectiveness 
and  integrity  of  the  Information  Se¬ 
curity  Program,  assigned  classifications 
shall  be  responsive  at  all  times  to  the 
current  needs  of  national  security.  Clas¬ 
sification,  when  determined  to  be  re¬ 
quired,  shall  be  retained  for  the  mini¬ 
mum  length  of  time  considering  the  de¬ 
gree  of  sensitivity,  cost  and  probability 
of  compromise.  When  classified  Infor¬ 
mation  Is  determined  in  the  interests 
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of  national  security  to  require  a  differ¬ 
ent  level  of  protection  than  that  pres¬ 
ently  assigned,  or  no  longer  to  require 
any  such  protection,  it  shall  be  regarded 
or  declassified. 

§  159.103-2  Safeguarding. 

Official  information  or  material  clas¬ 
sified  under  the  provisions  of  this  regu¬ 
lation  shall  be  afforded  the  level  of  pro¬ 
tection  against  unauthorized  disclosure 
commensurate  with  the  level  of  classifi¬ 
cation  assigned  under  the  varying  con¬ 
ditions  which  may  arise  in  connection 
with  its  use,  dissemination,  storage, 
movement  or  transmission,  and  destruc¬ 
tion. 

Security  Classification  Categories 
§  159.104  General. 

Official  Information  or  material  which 
requires  protection  against  unauthorized 
disclosure  In  the  Interests  of  national 
security  shall  be  classified  in  one  of 
three  categories,  namely,  “Top  Secret”, 
“Secret",  or  “Confidential”,  depending 
upon  the  degree  of  its  significance  to 
national  security.  No  other  categories 
shall  be  used  to  Identify  official  informa¬ 
tion  or  material  as  requiring  protection 
in  the  Interests  of  national  security,  ex¬ 
cept  as  otherwise  expressly  provided  by 
statute. 

§  159.104-1  “Top  Secret”. 

“Top  Secret”  refers  to  that  national 
security  Information  or  material  which 
requires  the  highest  degree  of  protection. 
The  test  for  assigning  “Top  Secret” 
classification  shall  be  whether  its  un¬ 
authorized  disclosure  could  reasonably 
be  expected  to  cause  exceptionally  grave 
damage  to  the  national  security.  Ex¬ 
amples  of  “exceptionally  grave  damage” 
Include  armed  hostilities  against  the 
United  States  or  its  allies;  disruption  of 
foreign  relations  vitally  affecting  the 
national  security;  the  compromise  of 
vital  national  defense  plans  or  complex 
cryptologic  and  communications  intelli¬ 
gence  systems;  the  revelation  of  sensi¬ 
tive  intelligence  operations;  and  the  dis¬ 
closure  of  scientific  or  technological  de¬ 
velopments  vital  to  national  security. 
This  classification  shall  be  used  with  the 
utmost  restraint. 

§  159.104-2  “Secret”. 

“Secret”  refers  to  that  national 
security  Information  or  material  which 
requires  a  substantial  degree  of  pro¬ 
tection.  The  test  for  assigning  “Secret" 
classification  shall  be  whether  its  un¬ 
authorized  disclosure  could  reasonably 
be  expected  to  cause  serious  damage  to 
the  national  security.  Examples  of 
“serious  damage”  include  disruption  of 
foreign  relations  significantly  affecting 
the  national  security;  significant  im¬ 
pairment  of  a  program  or  policy  directly 
related  to  the  national  security;  revela¬ 
tion  of  significant  military  plans  or  in¬ 
telligence  operations;  and  compromise 
of  significant  scientific  or  technological 
developments  relating  to  national  secu¬ 
rity.  The  classification  “Secret”  shall  be 
sparingly  used. 


§  159.104-3  “Confidential”. 

“Confidential”  refers  to  that  national 
security  information  or  material  which 
requires  protection.  The  test  for  assign¬ 
ing  “Confidential”  classification  shall  be 
whether  its  unauthorized  disclosure 
could  reasonably  be  expected  to  cause 
damage  to  the  national  security. 

Authority  To  Classify,  Downgrade 
and  Declassify 

§  159.105  Original  classification  author¬ 
ity. 

(a)  Original  classification  authority  is 
authority  to  make  determinations  that 
official  information  currently  requires,  in 
the  interests  of  national  security,  a  spe¬ 
cific  degree  of  protection  against  unau¬ 
thorized  disclosure.  This  authority  shall 
be  restricted  solely  to  those  officials  spe¬ 
cifically  designated  in  writing  pursuant 
to  this  regulation.  It  is  vested  in  the  in¬ 
cumbent  of  the  designated  position  and 
in  the  individual  designated  in  writing  by 
the  incumbent  to  act  in  his  absence.  The 
exercise  of  this  authority  is  personal  to 
these  officials  and  may  not  be  delegated 
by  them  or  used  by  anyone  acting  for 
them  or  in  their  names.  It  is  limited  to 
classification  only  at  the  level  authorized 
or  below.  Designations  of  this  authority 
shall  be  limited  to  the  minimum  number 
absolutely  required  for  efficient  admin¬ 
istration,  and  to  those  officials  whose 
duties  and  responsibilities  involve  the 
origination  and  evaluation  of  infor¬ 
mation  warranting  classification  at  the 
level  stated  in  the  designation.  Adminis¬ 
trative  convenience  alone  is  not  a  valid 
base  for  requesting  or  granting  this  au¬ 
thority.  A  stated  need  to  grant  exemp¬ 
tions  from  the  General  Declassification 
Scheduled  (5  159.302)  is  not  by  Itself  a 
valid  basis  for  designating  Top  Secret 
original  classification  authority. 

(b)  A  determination  that  a  designa¬ 
tion  is  absolutely  required  shall  not  be 
recommended  or  made  until  after  the  of¬ 
ficials  responsible  for  the  recommenda¬ 
tion  and  for  the  designation  have  con¬ 
sidered  all  of  the  following  factors  and 
resolved  all  of  them  in  favor  of  the 
designation. 

(1)  The  normal  course  of  operations 
or  mission  of  the  organization  is  such  as 
to  result  in  the  origination  of  official  in¬ 
formation  warranting  classification. 

(2)  There  is  a  substantial  degree  of 
local  autonomy  in  operations  or  mission 
as  distinguished  from  a  relatively  de¬ 
tailed  dependence  upon  higher  level  com¬ 
mand  or  supervisory  guidance. 

(3)  There  is  adequate  knowledge  by 
the  originating  level  to  make  sound  clas¬ 
sification  determinations  as  distin¬ 
guished  from  having  to  seek  such  knowl¬ 
edge  from  a  higher  level  of  command  or 
supervision. 

(4)  There  Is  a  valid  reason  why  al¬ 
ready  designated  classification  authori¬ 
ties  in  the  originator’s  channel  of  com¬ 
mand  or  supervision  have  not  issued  or 
cannot  issue  classification  guidance  suffi¬ 
cient  to  meet  the  originator’s  normal 
needs. 


(c)  Each  request  and  recommendation 
for  designation  of  one  or  more  original 
classification  authorities  shall  meet  the 
following  minimum  requirements: 

(1)  Each  position  involved  shall  be 
identified  by  title  and  organization. 

(2)  Each  position  involved  shall  be 
measured  against  the  factors  stated  in 
paragraph  (b)  of  this  section  and  shall 
be  the  subject  of  a  favorable  resolution 
of  those  factors. 

(3)  The  request  and  recommendation 
shall  be  addressed,  through  established 
channels,  to  the  Secretary  of  Defense,  the 
Secretary  of  the  appropriate  Military 
Department,  the  appropriate  Top  Secret 
classification  authority  shown  by  an  as¬ 
terisk  in  the  listing  of  Top  Secret  classifi¬ 
cation  authorities  in  Appendix  A  of  this 
regulation  (§  159.1500),  or  to  the  appro¬ 
priate  Secret  classification  authority  in 
the  channel  of  command  or  supervision 
of  the  requester/ recommender. 

(4)  The  request  and  recommendation 
shall  be  in  writing  and  personally  signed 
by  the  commander  or  supervisor,  or  his 
deputy,  of  the  office  or  organization  in¬ 
volved  or  state  explicitly  that  the  request 
and  recommendation  is  approved  by  him. 

(d)  Each  designation  of  an  original 
classification  authority  shall  be  in  writ¬ 
ing  and  personally  signed  by  the  desig¬ 
nating  official. 

(e)  Under  the  provisions  of  9  159.1301, 
the  Assistant  Secretary  of  Defense 
(Comptroller),  acting  In  behalf  of  the 
Secretary  of  Defense,  is  authorized  to 
cancel,  or  direct  the  cancellation  of,  any 
designation  within  the  Department  of 
Defense  which  he  determines  was  not 
made  in  compliance  with  this  regulation. 

(f)  Pursuant  to  section  2  of  reference 
in  §  159.100(b),  original  classification 
authority  may  be  exercised  by  the 
following: 

(1)  For  Top  Secret.  The  officials  desig¬ 
nated  in  or  pursuant  to  part  1  of  Ap¬ 
pendix  A  (S  159.100). 

(2)  For  Secret.  The  officials  designated 
in  or  pursuant  to  parts  1  and  2  of  Ap¬ 
pendix  A  (5  159.100). 

(3)  For  Confidential.  Hie  officials  des¬ 
ignated  in  or  pursuant  to  parts  1,  2  and  3 
of  Appendix  A  (9  159.100) . 

§  159.105—1  Record  and  report  require¬ 
ments. 

Records  and  reports  of  designations  of 
original  classification  authority  shall  be 
maintained  and  submitted  as  follows: 

(a)  Top  Secret  listings.  A  current  list¬ 
ing  by  title  and  organization  of  officials 
designated  to  exercise  original  Top  Se¬ 
cret  classification  authority  shall  be  kept 
as  follows: 

(1)  The  Office  of  the  Assistant  Secre¬ 
tary  of  Defense  (Comptroller)  for  (i)  the 
Office  of  the  Secretary  of  Defense;  (il) 
the  Organization  of  the  Joint  Chiefs  of 
Staff;  (iii)  the  Headquarters  of  each  Uni¬ 
fied  and  Specified  Command  and  the 
Headquarters  of  Subordinate  Joint  Com¬ 
mands;  and  (lv)  the  Defense  Agencies. 

(2)  The  Offices  of  the  Secretaries  of 
the  Military  Departments  for  the  offi¬ 
cials  of  their  respective  departments, 
excluding  officials  from  their  respective 
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departments  who  are  serving  in  Head¬ 
quarters  elements  of  Unified  and  Spec¬ 
ified  Commands  and  Headquarters  of 
Joint  Commands  subordinate  thereto. 

(b)  Secret  and  Confidential  listings.  A 
current  listing  by  title  and  organization 
of  officials  designated  to  exercise  orig¬ 
inal  Secret  and  Confidential  classifica¬ 
tion  authority  shall  be  kept  as  follows: 

(1)  The  Office  of  the  Assistant  Secre¬ 
tary  of  Defense  (Comptroller),  for  the 
Office  of  the  Secretary  of  Defense. 

(2)  The  offices  of  the  Secretaries  of 
the  Military  Departments  for  the  officials 
of  their  respective  departments,  exclud¬ 
ing  officials  from  their  respective  depart¬ 
ments  who  are  serving  in  Headquarters 
dements  of  Unified  and  Specified  Com¬ 
mands  and  Headquarters  elements  of 
Joint  Commands  subordinate  thereto. 

(3)  The  Director,  Joint  Staff,  for  the 
Organization  of  the  Joint  Chiefs  of  Staff. 

(4)  The  Commanders-in-Chief  of  the 
Unified  and  Specified  Commands,  for 
their  respective  Headquarters  and  the 
Headquarters  of  Subordinate  Joint  Com¬ 
mands. 

(5)  The  Directors  of  the  Defense 
Agencies,  for  their  respective  Agencies. 

(c)  The  offices  which  maintain  listings 
of  designated  original  classification  au¬ 
thorities  as  above  prescribed  shall  sub¬ 
mit  to  the  Deputy  Assistant  Secretary  of 
Defense  (Security  Policy)  quarterly  con¬ 
solidated  reports  of  all  changes  in  such 
listings  which  have  occurred  during  the 
reporting  quarter.  Such  reports  shall  be 
submitted  so  as  to  reach  the  Office  of  the 
Deputy  Assistant  Secretary  of  Defense 
(Security  Policy)  no  later  than  the  10th 
working  day  of  the  month  following  the 
close  of  the  quarter.  Reports  Control 
Symbol  DD-A  (Q)  1183  has  been  assigned 
to  these  reports.  Also  see  S  159.1303. 

§  159.105-2  Currency  of  designations. 

Designations  of  original  classification 
authorities  shall  be  kept  current  by  writ¬ 
ten  action  of  the  officials  authorized  to 
make  such  designations. 

8  159.105-3  Downgrading  and  declassi¬ 
fication  authority. 

Original  classification  authorities  or 
higher  officials  in  the  same  chain  of  com¬ 
mand  or  supervisory  responsibility  are 
authorized  to  downgrade  or  declassify 
information  classified  by  the  original 
classifier.  In  addition,  to  the  maximum 
extent  practicable,  heads  of  Department 
of  Defense  components  shall  establish 
procedures  by  which  officials  are  desig¬ 
nated  at  headquarters  level  who  are  au¬ 
thorized  to  downgrade  and  declassify 
information  under  the  classification 
jurisdiction  of  any  subordinate  offices  or 
echelons  and  to  resolve  conflicts  or 
doubts  as  to  the  classifications  that  are 
appropriate  as  of  a  current  date. 

Subpart — Classification 

Classification  Responsibilities 
§  159.200  Accountability  of  classifiers. 

Each  classifier  shall  be  held  account¬ 
able  for  the  propriety  of  the  classifica¬ 
tions  assigned  by  him,  whether  in  the 
exercise  of  original  classification  author¬ 


ity  or  in  the  determination  and  applica¬ 
tion  of  classifications  assigned  in  source 
documents  or  as  prescribed  by  applicable 
classification  guidance,  and  shall  main¬ 
tain  adequate  records  to  support  his  ac¬ 
tions.  Such  records  could  take  the  form  of 
an  approved  security  classification  guide 
or  a  notation  on  the  record  copy  of  the 
classified  document  indicating  the  source 
of  the  classification  or,  if  an  original  clas¬ 
sification,  a  brief  justification  for  the 
classification  determination.  In  any  case, 
the  classifier  is  required  to  maintain  a 
record  to  show  the  basis  for  classifica¬ 
tion  or  by  which  the  chain  of  classifica¬ 
tion  authority  can  be  traced  to  an  origi¬ 
nal  classification  authority  who  can 
justify  the  initial  classification  deter¬ 
mination,  should  an  occasion  demand 
such  action.  (See  also  §  159.302.)  An 
official  with  the  requisite  classification 
authority  who  classifies  a  document  or 
other  material  and  who  identifies  him¬ 
self  thereon  as  the  classifier,  is  and  con¬ 
tinues  to  be,  the  accountable  classifier 
even  though  the  document  or  material 
is  finally  approved  or  signed  at  a  higher 
level  in  the  same  organization. 

§  159.200—1  Classification  review. 

(a)  When  an  official  signs  or  finally  ap¬ 
proves  a  document  or  other  material  al¬ 
ready  marked  to  reflect  a  particular  level 
of  classification,  he  shall  review  the  in¬ 
formation  contained  therein  to  deter¬ 
mine  if  the  classification  marklng(s)  is 
(are)  appropriate.  If,  in  his  judgment, 
the  classification  marking(s)  is  (are)  not 
supportable,  he  shall  cause  such  mark¬ 
ing^)  to  be  removed  or  changed  as  ap¬ 
propriate  to  reflect  accurately  the  classi¬ 
fication  of  the  information  involved  prior 
to  Issuance. 

(b)  A  higher  level  official  through  or  to 
whom  a  document  or  other  material 
passes  for  signature  or  final  approval 
becomes  jointly  responsible  with  the  ac¬ 
countable  classifier  for  the  classifica¬ 
tion^)  assigned.  In  any  particular  orga¬ 
nization  a  determination  as  to  whether 
the  higher  level  official  wishes  to  have 
his  subordinates  who  have  requisite  clas¬ 
sification  authority  to  be  shown  as  the 
accountable  classifier  is  a  matter  for  in¬ 
ternal  management  to  decide. 

§  159.200-2  Classification  planning. 

(a)  Advance  classification  planning  is 
an  essential  part  of  the  development  of 
any  plan,  operation,  program,  research 
and  development  project,  or  procurement 
action  in  which  security  is  a  major  fac¬ 
tor,  or  which  involves  classified  informa¬ 
tion.  The  classification  aspects  must  be 
considered  from  the  beginning  to  assure 
adequate  protection  for  the  information 
and  for  the  activity  itself,  and  to  elimi¬ 
nate  impediments  to  the  execution  or  im¬ 
plementation  of  the  plan,  operations 
order,  program,  project,  or  procurement 
action. 

(b)  The  commander  or  official  charged 
with  the  development  of  any  plan,  pro¬ 
gram  or  project,  In  which  classification  is 
a  factor,  shall  Include  therein,  under  a 
clearly  identifiable  title  or  heading,  a 
classification  guide  covering  the  Infor¬ 


mation  involved  in  that  effort  or  a  clas¬ 
sification  plan,  prepared  by  qualified 
personnel  who  have  at  hand  the  neces¬ 
sary  knowledge  and  technical  intelli¬ 
gence  to  make  reasonable  determinations 
covering  the  following: 

(1)  Isolation  and  identification  of 
items  of  information  involved  in  the  ef¬ 
fort  which  require  classification. 

(2)  Classification  guidance  specifying 
the  levels  of  classification  to  be  applied 
to  identified  items  of  information  and 
material  developed  in  connection  with 
the  plan,  program  or  project. 

(3)  A  schedule  for  phased  downgrad¬ 
ing  and  declassification  covering  each 
item  of  classified  information  and  ma¬ 
terial.  If  the  information  is  of  a  nature 
which  is  exempted  from  the  General  De- 
classification  Schedule  (see  §  159.302-1), 
a  statement  shall  be  included  indicating 
which  of  the  four  exemption  categories 
is  applicable  and,  unless  impossible,  a 
date  or  event  on  which  declassification 
will  occur. 

(4)  Provision  for  periodic  review  to 
determine  the  currency  and  accuracy  of 
the  classification,  downgrading,  and  de- 
classification  guidance  provided. 

§  159.200-3  Recipient  of  classified  in- 
formation  or  material. 

If  the  recipient  of  classified  informa¬ 
tion  or  material  has  reason  to  believe 
that  it  should  not  be  classified  or  that 
current  security  considerations  justify  a 
change  in  the  assigned  classification,  he 
shall  make  such  changes  If  he  Is  author¬ 
ized  to  do  so.  If  not  so  authorized,  he 
shall  promptly  submit  the  matter  to  the 
appropriate  classifier  with  his  recom¬ 
mendations  and  reasons  therefor.  Pend¬ 
ing  final  determination,  the  material 
shall  be  safeguarded  as  required  for  its 
assigned  or  proposed  classification, 
whichever  is  higher,  until  the  classifica¬ 
tion  is  changed  or  otherwise  verified.  The 
responsible  classifying  authority  shall  act 
on  such  recommendations  within  thirty 
(30)  days  of  receipt. 

Identification  of  Classifier 
§  159.201  Identification  of  classifier. 

(a)  Information  or  material  classified 
under  this  regulation  shall  indicate  on 
its  face,  in  the  case  of  documents,  or 
by  notice  or  other  means.  In  the  case 
of  material,  the  identity  of  the  classi¬ 
fier.  Such  identification  shall  be  shown 
on  the  “Classified  by”  line  of  the  nota¬ 
tions  authorized  under  9  159.403-1.  Clear 
and  complete  identification  Is  construed 
to  mean  that  the  description  standing 
alone  shall  be  sufficient  to  identify  a 
particular  official,  source  document  or 
classification  guide,  as  the  case  may  be. 
Identification  of  a  source  document  or 
guide  will  Include  the  date  thereof  and 
the  title  and  organization  of  the  original 
classifier  when  known. 

(1)  If  all  of  the  information  In  the 
document  or  other  material  Is  classified 
as  an  act  of  original  classification,  the 
official  with  requisite  classification  au¬ 
thority  who  made  the  classification  de¬ 
termination  shall  be  identified  on  the 
face  of  the  document  in  the  “Classified 


FEDERAL  REGISTER,  VOL.  39,  NO.  101— THURSDAY,  MAY  23,  1974 


18234 


RULES  AND  REGULATIONS 


by”  space  by  his  title  and  position  in 
his  organization. 

(2)  If  all  of  the  classified  information 
contained  in  a  document  Is  classified  be¬ 
cause  of  classification  imposed  by  a  single 
outside  source,  for  example,  a  source 
document  or  classification  guide,  and  no 
original  classification  is  involved,  the 
“Classified  by"  line  will  Identify  the 
source  document  or  guide  including  its 
date,  and  also  the  official  title  and  orga¬ 
nization  of  the  original  classifier  when 
known. 

(3)  If  the  classified  information  con¬ 
tained  in  a  document  or  other  material 
is  classified  because  of  classifications  im¬ 
posed  by  more  than  one  outside  source 
document,  classification  guide  or  combi¬ 
nation  thereof,  the  official  title  and  posi¬ 
tion  of  the  signer  or  final  approver  of  the 
new. document  or  other  material  shall 
be  shown  in  the  “Classified  by”  space. 

(4)  If  a  particular  official  with  requi¬ 
site  classification  authority  has  been  des¬ 
ignated  by  the  head  of  an  organization 
to  be  the  approver  of  the  security  classi¬ 
fication  assigned  to  all  classified  material 
leaving  the  organization,  the  official  title 
and  position  of  that  designated  official 
shall  be  shown  in  the  “Classified  by” 
space. 

(b)  In  all  of  the  situations  in  para¬ 
graph  (a)  (1)  through  (4)  of  this  sec¬ 
tion,  the  official  responsible  for  com¬ 
pleting  the  “Classified  by”  line  in  the 
stamp  shall  establish  and  retain  ade¬ 
quate  records  to  support  his  action. 

(c)  Guidance  concerning  the  identi¬ 
fication  of  classifier  on  electrically 
transmitted  messages  is  contained  in 
S  159.401-7. 

Classification  Principles,  Criteria 
and  Considerations 

§  159.202  Balanced  judgment  require¬ 
ment. 

Classification  is  a  balanced  judgment. 
There  must  be  a  positive  basis  for  classi¬ 
fication,  but  both  advantages  and  dis¬ 
advantages  to  classifying  must  be  con¬ 
sidered.  Determination  to  classify  shall 
not  be  made  and  a  classification  mark¬ 
ing  shall  not  be  applied  until  after  full 
consideration  of  both  aspects.  All  sections 
of  this  subpart  (S§  159.202-159.202-15) 
must  be  considered  before  a  classifica¬ 
tion  determination  is  made  or  a  classifi¬ 
cation  marking  is  applied. 

§  159.202—1  Identification  of  specific 
information. 

Classification  determinations  must  be 
preceded  by  an  exact  Identification  of 
each  item  of  information  which  may 
require  security  protection  in  the  inter¬ 
ests  of  national  security.  This  process 
Involves  identification  of  that  specific 
Information  which  comprises  the  basis 
for  the  particular  national  advantage 
or  advantages  which,  if  the  Information 
were  compromised,  would  or  could  be 
damaged,  minimized,  or  lost,  thereby 
adversely  affecting  the  national  security. 

§  159.202-2  Reasons  for  classification. 

An  evaluation  of  information  forms 
the  base  for  classification.  A  document 


or  other  material  is  classified  either:  (a) 
Because  of  the  information  it  contains 
which  may  be  ascertained  by  study, 
analysis,  observation  or  use  of  it;  or  (b) 
because  of  the  information  it  may  reveal 
when  associated  with  other  information, 
including  that  which  the  classifier  knows 
already  has  been  officially  released  into 
the  public  domain. 

§  159.202—3  Specific  classifying  criteria. 

A  determination  to  classify  shall  be 
made  only  when  one  or  more  of  the 
following  considerations  are  present  and 
the  unauthorized  disclosure  of  the  infor¬ 
mation  could  reasonably  be  expected  to 
cause  a  degree  of  harm  to  the  national 
security : 

(a)  The  information  provides  the 
United  States,  in  comparison  with  other 
nations,  with  a  scientific,  engineering, 
technical,  operational,  Intelligence,  stra¬ 
tegic  or  tactical  advantage  directly 
related  to  the  national  security. 

(b)  Disclosure  of  the  information 
would  weaken  the  position  of  the  United 
States  in  the  discussion,  avoidance  or 
peaceful  resolution  of  potential  or  exist¬ 
ing  international  differences  which 
could  otherwise  generate  a  military 
threat  to  the  United  States  or  its  mutual 
security  arrangements,  create  or  in¬ 
crease  international  tensions  contrary 
to  the  national  security  of  the  United 
States,  result  in  a  disruption  in  foreign 
relations,  or  lead  to  hostile  political  or 
military  action  against  the  United 
States  or  its  allies,  thereby  adversely 
affecting  the  national  security. 

(c)  Disclosure  of  the  information 
would  weaken  the  ability  of  the  United 
States  to  wage  war  or  defend  itself 
successfully,  limit  the  effectiveness  of 
the  armed  forces,  or  make  the  United 
States  vulnerable  to  attack. 

(d)  There  is  sound  reason  to  believe 
that  other  nations  do  not  know  that  the 
United  States  has,  or  is  capable  of  ob¬ 
taining,  certain  information  or  material 
which  is  important  to  the  national 
security  of  the  United  States  vis-a-vis 
those  nations. 

(e)  There  is  sound  reason  to  believe 
that  knowledge  of  the  information 
would:  (1)  Provide  a  foreign  nation 
with  an  insight  into  the  war  potential 
or  the  war  or  defense  plans  or  posture 
of  the  United  States;  (2)  allow  a  for¬ 
eign  nation  to  develop,  improve  or  refine 
a  similar  item  of  war  potential;  (3)  pro¬ 
vide  a  foreign  nation  with  a  base  upon 
which  to  develop  effective  countermeas¬ 
ures;  (4)  weaken  or  nullify  the  effective¬ 
ness  of  a  def raise  or  military  plan,  opera¬ 
tion,  project  or  activity  which  is  vital 
to  the  national  security. 

§  159.202—4  Dissemination  considera¬ 
tions. 

The  degree  of  intended  or  anticipated 
dissemination  and  use  of  material,  and 
whether  the  end  purpose  to  be  served 
renders  effective  security  control  imprac¬ 
tical,  are  factors  which  must  be  consid¬ 
ered.  These  factors  do  not  necessarily 
preclude  classification,  but  they  do  force 
consideration  of  the  extent  to  which 


classification  under  such  circumstances 
may  degrade  the  classification  system  by 
attempting  to  impose  security  control  in 
impractical  situations.  Determinations 
significantly  dependent  upon  these  fac¬ 
tors  shall  not  be  made  below  the  level  of 
the  official  having  original  classification 
authority  over  the  particular  plan,  pro¬ 
gram,  project  or  item. 

§  159.202—5  Net  national  advantage. 

In  exceptional  circumstances  involving 
scientific  and  technical  information  or 
material,  it  may  be  necessary  to  weigh 
the  benefits  which  would  accrue  to  the 
United  States  generally  from  the  unclas¬ 
sified  use  by  other  United  States  govern¬ 
ment  agencies  or  commercial  interests  of 
information  which  is  classified  or  other¬ 
wise  classifiable  under  this  regulation, 
against  the  advantage  which  would  be 
gained  or  retained  by  classificaton  or 
continued  classification  of  the  informa¬ 
tion.  When  a  net  advantage  to  the  United 
States  resulting  from  unclassified  Use 
distinctly  can  be  ascertained  beyond  a 
reasonable  doubt,  that  factor  should  be 
considered  in  reaching  the  classification 
determination  which  is  to  be  made  by  a 
designated  classification  authority  hav¬ 
ing  classification  jurisdiction  over  the  in¬ 
formation  involved. 

§  159.202-6  Lead  time  advantage. 

Unlike  §  159.202-5,  this  paragraph 
concerns  situations  in  which  obtaining 
or  maintaining  a  national  defense  lead 
time  advantage  is  essential. 

(a)  Lead  time  is  the  interval  between 
the  acquisition  of  knowledge  by  or  on  be¬ 
half  of  the  Government  of  the  United 
States  and  the  time  when  the  Govern¬ 
ment  of  the  United  States  believes  that 
the  same  knowledge  is  known  to,  or  rea¬ 
sonably  could  be  known  to,  the  private 
community  in  the  United  States  or  to 
other  nations  through  the  application  of 
their  own  resources. 

(b)  The  United  States  as  a  nation  may  - 
have  a  sufficient  edge  on  a  sufficiently 
broad  basis  of  technical  competence  over 
other  nations  that  an  essential  national 
defense  lead  time  advantage  might  be  ob¬ 
tained  or  maintained  through  an  open 
race  with  other  nations. 

(c)  If  it  is  reasonably  believed  that  an 
essential  national  defense  lead  time  ad¬ 
vantage  can  be  obtained  or  maintained 
as  well  or  better  through  reliance  upon 
the  total  available  U.S.  technological 
base,  open  circulation,  after  public  re¬ 
lease  approval,  will  be  preferred  to  secu¬ 
rity  classification. 

(d)  If  it  is  reasonably  believed  that  an 
essential  national  defense  lead  time  ad¬ 
vantage  which  could  be  obtained  or 
maintained  through  security  classifica¬ 
tion  more  than  likely  would  be  lost 
through  open  circulation  after  public  re¬ 
lease  approval,  the  determination  will 
be  to  use  security  classification. 

§  159.202—7  Cost  factor. 

Co6t  alone  is  not  a  positive  basis  for 
classification.  Cost  may  be  a  reason  for 
not  classifying  under  certain  conditions 
as  shown  below. 
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(a)  If  cost  resulting  from  classifica¬ 
tion  in  terms  of  time,  money  or  person¬ 
nel  becomes  a  critical  factor  and  actu¬ 
ally  might  impede  or  prevent  attainment 
of  the  desired  mission  or  objective  of  the 
program,  project  or  operation,  it  will  be 
necessary  to  consider: 

(1)  Value  to  national  defense  of  ac¬ 
complishing  the  desired  mission  or  ob¬ 
jective. 

(2)  Risk  attendant  upon  non-classifi¬ 
cation  of  certain  information  in  order  to 
attain  the  desired  goal. 

(3)  Maximum  extent  to  which  classi¬ 
fication  can  be  employed  without  actu¬ 
ally  impeding  attainment  of  the  goal. 

(b)  Whenever  officials  responsible  for 
carrying  out  a  program,  project  or  op¬ 
eration  consider  that  the  cost  factor  re¬ 
sulting  from  classification  may  impede 
or  prevent  attainment  of  the  desired  mis¬ 
sion  or  objective,  the  matter  shall  be 
referred,  with  appropriate  explanations 
and  recommendations,  to  the  original 
classifying  authority  for  the  program, 
project  or  operation. 

(c)  Pinal  determination  of  the  effect 
of  the  cost  factor  on  classification  under 
circumstances  set  forth  in  paragraph  (b) 
of  this  section,  shall  be  made  only  at 
or  above  the  level  of  the  original  classi¬ 
fying  authority  for  the  program,  project 
or  operation. 

§  159.202—8  Classifying  research  data. 

Ordinarily,  except  for  information 
which  meets  the  definition  of  Restricted 
Data,  basic  scientific  research  or  results 
thereof  shall  not  be  classified.  However, 
classification  would  be  appropriate  if  the 
information  concerns  an  unusually  sig¬ 
nificant  scientific  “breakthrough”  and 
there  is  sound  reason  to  believe  it  is  not 
known  or  within  the  state-of-the-art  of 
other  nations,  and  it  supplies  the  United 
States  with  the  advantage  directly  re¬ 
lated  to  national  security. 

§  159.202—9  Classifying  documents. 

Each  document  shall  be  classified  on 
the  basis  of  the  information  it  contains 
or  reveals.  The  fact  that  a  document 
makes  reference  to  a  classified  document 
is  not  a  basis  for  classification  unless 
the  reference,  standing  alone,  reveals 
classified  information.  The  overall  clas¬ 
sification  of  a  document,  file,  or  group 
of  physically  connected  documents  shall 
be  at  least  as  high  as  that  of  the  most 
highly  classified  component.  Each  com¬ 
ponent,  however,  shall  be  classified  in¬ 
dividually  on  its  own  merits.  The  subject 
or  title  of  a  classified  document  should 
normally  be  unclassified  for  ready  ref¬ 
erence.  When  the  information  revealed 
by  a  subject  or  title  warrants  classifica¬ 
tion  protection,  an  unclassified  short  ti¬ 
tle  should  be  added  for  reference 
purposes. 

§  159.202—10  Classifying  material  other 
than  documents. 

(a)  Items  of  equipment  or  other  phys¬ 
ical  objects  may  be  classified  only  when 
classified  Information  may  be  derived 
from  them  by  visual  observation  of  in¬ 
ternal  or  external  appearance,  structure, 
operation,  test,  application  or  use.  The 
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overall  classification  assigned  to  equip¬ 
ment  or  physical  objects  shall  be  at  least 
as  high  as  the  highest  classification  of 
any  of  the  items  of  information  revealed 
by  the  equipment  or  objects. 

(b)  In  every  instance  when  classifica¬ 
tion  of  an  item  of  equipment  or  other 
physical  object  is  determined  to  be  war¬ 
ranted,  such  determination  must  be 
based  on  a  finding  that  there  is  at  least 
one  aspect  of  the  item  or  object  which 
affords  the  United  States  a  national  de¬ 
fense  advantage.  If  mere  knowledge  of 
the  existence  of  the  item  of  equipment  or 
physical  object  would  compromise  or 
nullify  its  national  defense  advantage, 
its  existence  would  warrant  classification. 

§  159.202—11  State-of-the-art  and  intel¬ 
ligence. 

Classification  requires  consideration  of 
the  information  available  from  intelli¬ 
gence  sources  concerning  the  extent  to 
which  the  same  or  similar  information  is 
known  or  is  available  to  others.  It  is  also 
important  to  consider  whether  it  is 
known,  publicly  or  internationally,  that 
the  United  States  has  the  information  or 
even  is  interested  in  the  subject  matter. 
The  state-of-the-art  in  other  nations  is 
a  vital  factor  requiring  consideration. 

§  159.202—12  Effect  of  open  publica¬ 
tion. 

Appearance  in  public  domain  of  in¬ 
formation  currently  classified  or  being 
considered  for  classification  does  not  pre¬ 
clude  initial  or  continued  classification; 
however,  such  disclosures  require  imme¬ 
diate  re-evaluation  of  the  information  to 
determine  whether  the  publication  has  so 
compromised  the  information  that  down¬ 
grading  or  declassification  is  warranted. 
Similar  consideration  must  be  given  to 
related  items  of  informatiofi  in  all  pro¬ 
grams,  projects  or  items  incorporating  or 
pertaining  to  the  compromised  items  of 
information.  In  these  cases,  if  the  release 
is  shown  to  have  been  made  or  authorized 
by  an  official  Government  source,  classi¬ 
fication  of  clearly  identified  items  shall 
no  longer  be  continued.  However,  holders 
should  continue  classification  until  ad¬ 
vised  to  the  contrary  by  a  competent 
Government  authority.  Under  no  circum¬ 
stances  may  a  compilation  of  official  pub¬ 
lic  releases  be  classified. 

§  159.202—13  Re-evaluation  of  classifi¬ 
cation  because  of  compromise. 

Specific  classified  information  sub¬ 
jected  to  compromise  or  possible  compro¬ 
mise  and  information  related  thereto 
shall  be  re-evaluated  and  acted  upon  as 
follows: 

(a)  The  original  classifying  authority, 
upon  learning  that  a  compromise  or  pos¬ 
sible  compromise  of  specific  classified 
information  has  occurred,  shall: 

(1)  Re-evaluate  the  information  in¬ 
volved  and  determined  whether:  (i)  The 
classification  should  be  continued  with¬ 
out  changing  the  specific  information 
involved;  (ii)  the  specific  information,  or 
parts  thereof,  should  be  modified  to  min¬ 
imize  or  nullify  the  effects  of  the  reported 
compromise  and  the  classification  re¬ 
tained;  (iii)  immediate  downgrading  is 
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appropriate;  (iv)  the  original  schedule 
specified  for  downgrading  the  informa¬ 
tion  involved  should  be  changed  to  reflect 
an  earlier  downgrading  time;  or  (v)  de- 
classification  is  warranted. 

(2)  When  such  determination  is  within 
paragraph  (a)(1)  (ii),  (iii),  (iv),  or  (v) 
of  this  section  give  prompt  notice  thereof 
to  all  holders  of  such  information. 

(b)  Upon  learning  that  a  compromise 
or  possible  compromise  of  specific  classi¬ 
fied  information  has  occurred,  any  of¬ 
ficial  having  original  classification  juris¬ 
diction  over  related  information  shall 
reevaluate  the  related  information  and 
determine  whether  one  of  the  courses  of 
action  enumerated  in  paragraph  (a)(1) 
of  this  section  should  be  taken  or,  in  lieu 
thereof,  upgrading  of  the  related  infor¬ 
mation  is  warranted.  When  such  a  deter¬ 
mination  is  within  paragraph  (a)(1)  (ii) , 
(iii),  (iv),  or  (v)  of  this  section  or  that 
upgrading  of  the  related  items  is  war¬ 
ranted,  prompt  notice  of  the  determina¬ 
tion  shall  be  given  to  all  holders  of  the 
related  information.  (See  Subpart — 
Compromise  of  Classified  Information.) 

§  159.202—14  Compilation  of  informa¬ 
tion. 

The  general  rule  is  that  a  compilation 
of  unclassified  items  shall  not  be  classi¬ 
fied.  In  rare  and  unusual  circumstances, 
however,  classification  may  be  required  if 
the  combination  of  unclassified  items  to¬ 
gether  provides  an  added  factor  which 
warrants  classification.  Classification  on 
this  basis  shall  be  used  sparingly.  (See 
also  §§  159,202-12  and  159.401-3.) 

§  159.202—15  Extracts  of  information. 

Information  or  material  extracted 
from  a  classified  source  will  be  classified, 
or  not  classified,  as  the  case  may  be,  in 
accordance  with  the  classification  mark¬ 
ings  shown  in  the  source.  The  overall 
marking  and  internal  marking  of  the 
source  should  supply  adequate  classifica¬ 
tion  guidance  to  the  person  making  the 
extraction.  However,  if  internal  mark¬ 
ings,  as  an  exception  to  the  general  rule, 
are  lacking,  and  if  no  classification  guid¬ 
ance  is  included  in  the  source  and  no  ref¬ 
erence  is  made  to  an  applicable  classifica¬ 
tion  guide  which  is  available  for  use  by 
the  person  making  the  extraction,  the  ex¬ 
tracted  information  or  material  will  be 
classified  to  correspond  to  the  overall 
marking  of  the  source,  or  in  accordance 
with  guidance  specifically  sought  and  re¬ 
ceived  from  the  classifier  of  the  source 
material. 

Classification  Guides 
§  159.203  General. 

A  classification  guide,  based  upon  clas¬ 
sification  determinations  made  by  appro¬ 
priate  classification  authorities,  shall  be 
issued  for  each  system,  program  or  proj¬ 
ect.  Successive  operating  echelons  shall 
prescribe  any  further  detailed  supple¬ 
mental  guides  deemed  essential  to  assure 
accurate,  uniform  and  consistent  classi¬ 
fication. 

§  159.203—1  Multiservice  interest. 

For  each  system,  program,  project  or 
item  involving  or  being  used  by  more 
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than  one  component  of  the  Department 
of  Defense,  (&)  the  component  in  the  Of¬ 
fice  of  the  Secretary  of  Defense  which  as¬ 
sumes  or  is  expressly  designated  to  ex¬ 
ercise  overall  cognizance  or  (b)  the  De¬ 
partment  of  Defense  component  which 
is  expressly  designated  to  serve  as  the  ex¬ 
ecutive  or  administrative  agent  for  de¬ 
velopment  and  administration  of  the  par¬ 
ticular  effort  shall  be  responsible  for  as¬ 
suring  the  issuance  of  an  appropriate 
classification  guide  for  the  particular  sys¬ 
tem,  program,  project  or  item. 

§  159.203—2  Other  multiserviee  interest 
cases. 

The  Assistant  Secretary  of  Defense 
(Comptroller)  shall  develop,  in  coordina¬ 
tion  with  the  designated  senior  official 
(§  159.1302-1,  §  159.1302-2)  of  each  In¬ 
terested  Department  of  Defense  compo¬ 
nent,  and  issue  appropriate  classification 
guides  covering: 

(a)  General  subject  matters  which  will 
be  involved  In  individual  systems  or 
equipments  and  for  which  it  is  deemed 
essential  to  establish  proper  bases  for 
uniform,  consistent  classification  assign¬ 
ments. 

(b)  Any  system,  program,  project  or 
item  of  multiservice  interest  not  covered 
in  §  159.203-1. 

§  159.203—3  Research,  development, 
test  and  evaluation  programs. 

Each  system  and  equipment  develop¬ 
ment  program  which  involves  Research, 
Development,  Test  and  Evaluation  (RDT 
&E)  of  technical  information  shall  be 
supported  by  a  program  security  classi¬ 
fication  guide  which  is  both  meaningful 
and  timely.  For  all  active  programs  of 
this  kind,  the  following  rules  apply: 

(a)  For  each  such  program  covered  by 
an  approved  Development  Concept  Paper 
(DCP)  or  Program  Memorandum  (PM) , 
initial  basic  security  classification  guid¬ 
ance  shall  be  developed  and  submitted 
with  the  proposed  DCP  or  PM  to  the 
Director,  Defense  Research  and  Engi¬ 
neering,  for  approval  of  the  proposed  se¬ 
curity  classifications  applicable  to  tech¬ 
nical  characteristics  of  the  system  or 
equipment.  A  detailed  security  classifica¬ 
tion  guide  shall  be  developed  and  Issued 
in  accordance  with  the  policies  and  pro¬ 
cedures  established  by  this  regulation  as 
nearly  contemporaneously  as  practicable 
with  the  granting  of  approval  of  the 
DCP  or  PM. 

(b)  A  recommended  master  security 
classification  guide  for  each  such  pro¬ 
gram  falling  below  the  DCP  or  PM  thres¬ 
hold  shall  be  approved  at  the  level  of  the 
Assistant  Secretary  (R&D)  of  the  Mili¬ 
tary  Departments,  the  Assistant  to  the 
Chairman,  Joint  Chiefs  of  Staff,  or  the 
Deputy  Directors  of  the  Defense  Agen¬ 
cies,  or  their  respective  designees. 

§  159.203—4  Project  phases. 

Whenever  feasible,  classification  guides 
shall  cover,  phase  by  phase,  the  tran¬ 
sition  from  research  through  develop¬ 
ment,  test  and  evaluation,  procurement, 
production,  service  use  and  obsolescence, 
with  changes  made  in  assigned  classifi¬ 
cations  which  are  appropriate  to  chang¬ 


ing  sensitivity  of  the  Information  ln- 
voled.  Classifications  shall  be  specific  as 
to  the  system  or  item  concerned. 

§  159.203—5  Review  of  classification 
guides. 

Classification  guides,  Including  Con¬ 
tract  Security  Classification  Specifica¬ 
tions  (DD  Form  254) ,  shall  be  reviewed 
by  the  originator  for  currency  and  ac¬ 
curacy  not  less  than  once  each  year. 
Changes  shall  be  in  strict  conformance 
with  the  provisions  of  this  regulation 
and  shall  be  issued  promptly  to  all  hold¬ 
ers.  In  this  connection,  information  and 
material  previously  identified  in  a  pre- 
June  1972  classification  guide  as  Group 
1,  2  or  3  under  Executive  Order  10501 
shall  be  reevaluated  and  shall  be  In¬ 
cluded  in  any  new  or  revised  post- June 
1972  classification  guide  as  ADS,  GDS  or 
exempt  from  GDS  under  the  provisions 
of  Subpart — downgrading  and  declassifi¬ 
cation  of  this  regulation'  In  no  case 
shall  information  or  material  be  desig¬ 
nated  as  “Excluded”  from  the  GDS  in 
a  new  or  revised  classification  guide 
which  is  developed  pursuant  to  the  pro¬ 
visions  of  this  paragraph.  All  classifica¬ 
tion  guides  which  prescribe  exemptions 
from  the  General  Declassification  Sched¬ 
ule  shall  identify  the  title  or  position  of 
the  Top  Secret  classification  authority 
who  approved,  authorized  or  sanctioned 
such  exemptions  pursuant  to  the  provi¬ 
sions  of  §  159.302.  If  no  changes  are 
made,  the  originator  shall  place  on  the 
record  copy  of  the  guide  a  notation, 
signed  by  an  appropriate  official,  attest¬ 
ing  to  the  fact  of  the  review  and  the  date 
thereof. 

§  159.203—6  Sufficiency  of  classifica¬ 
tion  guides. 

Classification  guides  must  be  suf¬ 
ficiently  detailed  to  identify  the  critical 
items  of  information  which  require 
classification  and  yet  sufficiently  flexible 
to  assure  accurate  classification  of 
documentation  and  other  material  de¬ 
veloped  at  various  levels  and  during  dif¬ 
ferent  stages  of  the  program  or  project. 
It  is  particularly  important  that  such 
guides  not  result  in  stagnation  and  over¬ 
classification  through  automatic  appli¬ 
cation  of  their  content. 

§  159.203—7  Distribution  of  guides  to 
Office,  Secretary  of  Defense. 

Except  as  determined  by  the  Secretary 
of  Defense  for  certain  categories  of  in¬ 
formation,  a  copy  of  each  classification 
guide  and  changes  thereto  shall  be  sent 
to  the  Directorate  for  Security  Review, 
Office,  Assistant  Secretary  of  Defense 
(Public  Affairs)  and  to  the  Director  of 
Information  Security,  Office,  Deputy  As¬ 
sistant  Secretary  of  Defense  (Security 
Policy),  Office,  Assistant  Secretary  of 
Defense  (Comptroller). 

Resolution  or  Conflicts 
§  159.204  General. 

When  two  .or  more  offices,  head¬ 
quarters  or  activities  disagree  concern¬ 
ing  a  classification,  declassification,  or 
regrading  action,  the  disagreement  must 
be  resolved  promptly.  Normally,  mutual 


consideration  by  the  offices,  head¬ 
quarters  or  activities  concerned  of  the 
arguments  for  and  against  classification 
will  provide  adequate  basis  for  reaching 
agreement. 

§  159.204—1  Procedures. 

If  agreement  cannot  be  reached  at 
the  operating  level,  the  matter  shall  be 
referred  for  decision  to  the  lowest  su¬ 
perior  common  to  the  disagreeing  par¬ 
ties.  If  agreement  cannot  be  reached 
at  the  major  command  (or  equivalent) 
level,  the  matter  shall  be  referred  for  de¬ 
cision  to  the  headquarters  office  having 
overall  classification  management  re¬ 
sponsibilities  for  the  component.  To 
avoid  undue  delay,  that  office  shall  also 
be  advised,  on  an  information  basis,  of 
any  disagreement  at  any  echelon  if  it 
appears  that  prompt  resolution  is  not 
likely.  This  will  permit  the  headquarters 
to  consider  direct  action  to  hasten 
resolution. 

§  159.204—2  Final  decision. 

Disagreements  between  Department  of 
Defense  component  headquarters,  if  not 
resolved  promptly,  shall  be  referred  to 
the  Deputy  Assistant  Secretary  of  De¬ 
fense  (Security  Policy)  (DASD(SP) )  for 
resolution.  If  appropriate,  DASD(SP) 
may  refer  the  question  to  the  DoD  In¬ 
formation  Security  Advisory  Board 
(§  159.1301-2)  for  action. 

§  159.204-3  Timing. 

Action  at  each  level  of  consideration 
on  any  disagreement  on  a  classification, 
declassification  or  regrading  problem 
shall  be  completed  as  soon  as  possible 
but  within  thirty  (30)  days.  Failure  to 
reach  decision  within  thirty  (30)  days 
shall  be  cause  for  referral  to  the  next 
higher  echelon. 

Obtaining  Classification  Evaluations 
§  159.205  Tentative  classification. 

If  a  person  not  authorized  to  classify 
originates  or  develops  Information  which 
he  believes  should  be  safeguarded  he 
shall: 

(a)  Safeguard  the  information  in  the 
manner  prescribed  for  the  intended 
classification. 

(b)  Mark  the  information  (or  cover 
sheet)  with  a  tentative  classification 
(e.g.,  “TENTATIVE  CONFIDENTIAL”). 

(c)  Forward  the  material  to  an  ap¬ 
propriate  classifying  authority  for  eval¬ 
uation  and  decision.  If  such  authority  is 
not  readily  identifiable,  the  material 
should  be  forwarded  to  a  headquarters 
activity  of  a  Department  of  Defense  com¬ 
ponent,  to  the  headquarters  office  having 
overall  classification  management  re¬ 
sponsibilities  for  a  Department  of  De¬ 
fense  component  or  to  the  Deputy  As¬ 
sistant  Secretary  of  Defense  (Security 
Policy)  (DASD(SP) ) . 

(d)  In  an  emergency  requiring  im¬ 
mediate  communication  of  the  informa¬ 
tion,  after  taking  the  action  prescribed 
by  paragraphs  (a)  and  (b)  of  this  sec¬ 
tion,  transmit  the  Information  and  then 
proceed  In  accordance  with  paragraph 

(c)  of  this  section. 
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Upon  decision  by  the  classifying  au¬ 
thority,  the  tentative  marking  shall  be 
removed.  If  a  classification  has  been  as¬ 
signed,  appropriate  markings  shall  be 
applied  as.  prescribed  by  this  regulation. 

Private  Information 
§  159.206  General. 

Although  only  official  information  may 
be  classified,  there  are  some  circum¬ 
stances  in  which  information  not  meet¬ 
ing  the  definition  in  §  159.102-13  may 
warrant  protection  in  the  interest  of 
national  security. 

§  159.206—1  Patent  Secrecy  Act. 

The  Patent  Secrecy  Act  of  1952  (35 
U.S.C.  181-188)  provides  that  the  Secre¬ 
tary  of  Defense,  among  others,  may  de¬ 
termine  that  disclosure  of  an  invention 
by  granting  of  a  patent  would  be  detri¬ 
mental  to  national  security.  DoD  Direc¬ 
tive  5535.2,  (§  159.100(y) ),  delegates 

to  th®  Secretaries  of  the  Army, 
Navy,  and  Air  Force  the  authority  to 
make  such  determinations  on  behalf  of 
the  Secretary  of  Defense.  When  such  de¬ 
termination  is  made,  the  Commissioner 
of  Patents  on  request  of  the  DoD  repre¬ 
sentative  takes  specified  actions  concern¬ 
ing  grant  of  a  patent  and  protection  of 
the  information.  A  patent  application  on 
which  a  secrecy  order  has  been  imposed 
shall  be  handled  as  follows  within  the 
Department  of  Defense : 

(a)  If  the  patent  application  contains 
official  information  which  warrants  clas¬ 
sification,  it  shall  be  assigned  a  classifi¬ 
cation  and  be  marked  and  safeguarded 
accordingly.  In  addition,  a  cover  sheet 
with  wording  as  in  §  159.206-1  (b),  shall 
be  attached. 

(b)  If  the  patent  application  does  not 
contain  official  information  which  war¬ 
rants  classification,  the  following  pro¬ 
cedures  shall  be  followed: 

(1)  A  cover  sheet  (or  cover  letter  for 
transmittal)  shall  be  placed  on  the  ap¬ 
plication  with  substantially  the  following 
language : 

The  attached  material  contains  informa¬ 
tion  on  which  secrecy  orders  have  been  issued 
by  the  United  States  Patent  Office  after 
determination  that  disclosure  would  be  detri¬ 
mental  to  national  security  (Patent  Secrecy 
Act  of  1952,  35  U.S.C.  181-188).  Its  trans¬ 
mission  or  revelation  in  any  manner  to  an 
unauthorized  person  is  prohibited  by  law. 
Handle  as  though  classified:  Confidential 
(or  such  other  classification  as  would  have 
been  assigned  had  the  patent  application 
been  official  information) . 

(2)  The  information  shall  be  withheld 
from  pubic  release;  its  dissemination 
within  the  Department  of  Defense  shall 
be  controlled;  the  applicant  shall  be  in¬ 
structed  not  to  disclose  it  to  any  unau¬ 
thorized  person ;  and  the  patent  applica¬ 
tion  (or  other  document  incorporating 
the  protected  information)  shall  be  safe¬ 
guarded  in  the  manner  prescribed  *for 
equivalent  classified  material. 

(c)  If  filing  of  &  patent  application 
with  a  foreign  government  is  approved 
under  provisions  of  the  Act  of  1952  and 
agreements  on  interchange  of  patent  in¬ 
formation  for  defense  purposes,  the 
copies  of  the  patent  application  pre¬ 


pared  for  foreign  registration  (but  only 
those  copies)  shall  be  marked  at  the 
bottom  of  each  page  as  follows: 

Withheld  under  the*  Patent  Secrecy  Act 
of  1952  (35  U.S.C.  181-188).  Handle  as: 
Confidential  (or  such  other  level  as  has  been 
determined) . 

§  159.206—2  Independent  research  and 
development. 

(a)  The  product  of  independent  re¬ 
search  and  development  shall  not  be 
classified  unless  the  product  incorpo¬ 
rates  classified  information  to  which  the 
person  or  the  company  was  given  prior 
access. 

(b)  Independent  research  and  develop¬ 
ment  may  be  government  sponsored,  or 
may  be  a  purely  private,  unsponsored  ef¬ 
fort.  Government  sponsored  independent 
research  and  development  may  be  done 
by  a  person  who  or  company  which  pre¬ 
viously  was  given  access  to  classified  in¬ 
formation.  If  no  prior  access  was  given, 
classification  is  not  permissible  unless 
the  government  first  acquires  a  proprie¬ 
tary  interest. 

(c)  In  cases  in  which  no  prior  access 
was  given  but  the  person  or  company 
conducting  the  independent  research  or 
development  believes  that  protection  may 
be  warranted  in  the  interest  of  national 
security,,  he  should  safeguard  the  infor¬ 
mation  in  accordance  with  §  159.205  and 
submit  it  to  an  appropriate  Department 
of  Defense  element  for  evaluation.  The 
Department  of  Defense  element  receiv¬ 
ing  such  a  request  for  evaluation  shall 
make  or  obtain  a  determination  whether 
a  classification  would  be  assigned  if  the 
information  were  official.  If  the  determi¬ 
nation  is  negative,  the  originator  shall 
be  advised  that  the  information  is  un¬ 
classified.  If  the  determination  is  affirma¬ 
tive,  the  Department  of  Defense  element 
shall  make  or  obtain  a  determination 
whether  an  official  proprietary  interest  in 
the  research  and  development  will  be  ac¬ 
quired.  If  such  an  interest  is  acquired, 
the  information  shall  be  assigned  proper 
classification.  If  no  such  interest  is  ac¬ 
quired,  the  originator  shall  be  informed 
that  there  is  no  basis  for  classification 
and  the  tentative  classification  shall  be 
cancelled. 

§  159.206—3  Other  private  information. 

In  any  other  instance,  for  example,  an 
unsolicited  bid,  in  which  a  firm,  organi¬ 
zation,  or  individual  submits  to  the  gov¬ 
ernment  private  information  for  deter¬ 
mination  of  classification,  the  steps 
specified  in  §  159.205  shall  be  taken. 

Upgrading 

§  159.207  Raising  to  a  higher  level  of 
classification. 

Upgrading  classified  information  to  a 
higher  level  than  previously  determined 
is  permitted  only  when  it  is  determined 
by  the  upgrading  authority  that; 

(a)  All  holders  of  the  information  are 
authorized  access  to  the  higher  classifi¬ 
cation  category; 

(b)  All  holders  of  the  information  can 
be  promptly  notified  of  the  upgrading; 
and 


(c)  Any  dissemination  to  holders  not 
authorized  access  to  the  higher  classifi¬ 
cation  category  can  be  neutralized 
through  retrieval. 

§  159.207—1  Glassification  of  informa¬ 
tion  previously  determined  to  be 
unclassified. 

Unclassified  information,  once  com¬ 
municated  as  such,  is  permitted  to  be 
classified  only  when  the  classifying  au¬ 
thority  makes  the  same  determination 
described  for  upgrading  in  §  159.207  and 
in  addition,  determines  that  control  of 
the  information  has  not  been  lost  by  such 
communication  and  can  still  be  pre¬ 
vented  from  being  lost. 

§  159.207—2  Information  released  to 
secondary  distribution  centers. 

No  attempt  shall  be  made  to  classify 
information  previously  determined  to  be 
unclassified  which  is  contained  in  docu¬ 
ments  released  to  secondary  distribu¬ 
tion  centers,  such  as  the  Defense  Docu¬ 
mentation  Center,  unless  it  is  determined 
that  no  secondary  distribution  has  been 
made  and  can  still  be  prevented.  The 
provisions  of  §  159.207-1  apply  to  this 
kind  of  material. 

§  159.207—3  Notification. 

Notification  of  upgrading  or  the  clas¬ 
sification  of  information  previously  de¬ 
termined  to  be  unclassified  shall  not  be 
given  to  holders  from  whom  retrieval  is 
accomplished. 

Industrial  Operations 

§  159.208  Classification  in  industrial 
operations. 

Classification  in  industrial  operations 
shall  be  based  strictly  on  security  classi¬ 
fication  guidance  furnished  by  the  Gov¬ 
ernment.  Industrial  management  does 
not  make  original  classification  deter¬ 
minations  but  applies  the  classification 
decisions  of  the  contracting  authority 
with  respect  to  information  and  material 
developed,  produced  or  handled  by  the 
contracting  facility  itself.  Industrial 
management  shall  designate  persons  who 
shall  have  the  responsibility  for  assuring 
that  Government  security  classification 
guidance  is  applied  accurately  and  uni¬ 
formly.  Numbers  of  persons  authorized 
to  determine  the  proper  classifications  to 
be  applied  in  accordance  with  the  gov¬ 
ernment  guidance  shall  be  limited  to  the 
minimum  consistent  with  operational 
requirements. 

Subpart — Downgrading  and 
Declassification 

General  Provisions 

§  159.300  Downgrading  and  dcclassifi* 
cation  determinations. 

When  a  classification  determination 
is  made,  it  is  necessary  to  determine  how 
long  the  classification  shall  last  in  ac¬ 
cordance  with  the  policy  expressed  in 
§  159.103-1.  Classified  information  and 
material  shall  be  downgraded  and  de¬ 
classified  as  soon  as  there  are  no  longer 
any  grounds  for  continued  classification 
within  the  classification  category  defini¬ 
tions  set  forth  in  §§  159.104 — 159.104-3 


FEDERAL  REGISTER,  VOL.  39,  NO.  101— THURSDAY,  MAY  23,  1974 


38238 


RULES  AND  REGULATIONS 


and  the  classification  principles,  criteria 
and  considerations  set  forth  in  Subpart- 
Classification  (55  159.200-159.200-3). 

§  159.300—1  Priority  consideration  of 
earliest  possible  date  or  event. 

The  Individual  exercising  original  clas¬ 
sifying  authority  shall,  to  the  maximum 
extent  practicable,  predetermine  at  the 
time  of  origination  dates  or  events  on 
which  downgrading  and  declassification 
shall  occur.  These  dates  or  events  shall 
be  as  early  as  the  national  security  will 
permit.  The  dates  of  the  General  Declas¬ 
sification  Schedule  as  set  forth  in 
§  159.301  shall  not  be  used  unless  an  Ad¬ 
vanced  Declassification  Schedule  for 
date  or  event  earlier  than  the  General 
Declassification  Schedule  cannot  be 
predetermined. 

§  159.300-2  Dates  or  events  carried  for¬ 
ward. 

Downgrading  and  declassification 
dates  or  events  predetermined  at  time  of 
origination  under  $  159.300-1,  §  159.301 
or  S  159.302  shall  be  carried  forward  and 
applied  when  the  classified  Information 
to  which  they  are  assigned  is  incorpo¬ 
rated  in  later  documents,  security  clas¬ 
sification  guides  or  material.  In  order 
to  ensure  uniformity  in  the  application 
of  this  policy  guidance,  the  following 
examples  are  cited: 

(a)  A  1973  security  classification 
guide  identifies  items  of  information 
which  are  classified  at  the  Confidential 
level  and  assigned  to  the  General  Declas¬ 
sification  Schedule  with  a  declassifica¬ 
tion  date  of  December  31,  1979.  When 
the  guide  is  re-issued  in  1974  and  the 
same  items  of  Information  are  incorpo¬ 
rated  without  change  of  classification 
status,  the  declassification  date  of  De¬ 
cember  31,  1979  is  shown  for  these  items 
in  the  reissuance. 

(b)  A  document  created  in  January 
1974  is  classified  solely  on  the  basis  that 
the  Information  used  therein  is  the  same 
as  that  contained  in  a  January  1973 
source  document  classified  at  the  Con¬ 
fidential  level.  The  source  document  is 
marked  as  prescribed  for  the  Advanced 
Declassification  Schedule  (ADS)  with 
the  declassification  date  shown  as  De¬ 
cember  31,  1975.  The  document  created 
in  January  1974  would  carry  the  same 
declassification  date  as  the  source  docu¬ 
ment — December  31, 1975. 

General  Declassification  Schedule 

§  159.301  Automatic  downgrading  and 
declassification. 

Classified  information  and  material, 
unless  downgraded  or  declassified  earlier 
under  the  provisions  of  S  159.300-1  or 
exempted  from  the  General  Declassifi¬ 
cation  Schedule  under  {§  159.302  and 
159.302-1,  shall  be  assigned  a  date  or 
event  on  which  downgrading  and  declas¬ 
sification  shall  occur  in  accordance  with 
the  prescribed  limits  of  the  General  De¬ 
classification  Schedule  outlined  below: 

(a)  Top  Secret.  Information  or  mate¬ 
rial  originally  classified  Top  Secret  shall 
be  automatically  downgraded  to  Secret 
at  the  end  of  the  second  full  calendar 


year  following  the  year  in  which  it  was 
originated,  downgraded  to  Confidential 
at  the  end  of  the  fourth  full  calendar 
year  following  the  year  in  which  it  was 
originated  and  declassified  at  the  end  of 
the  tenth  full  calendar  year  following 
the  year  in  which  it  was  originated.  For 
example,  a  document  classified  Top 
Secret  on  1  June  1972  will  automatically 
be  downgraded  to  Secret  on  31  Decem¬ 
ber  1974,  downgraded  to  Confidential  on 
31  December  1976  and  declassified  on  31 
December  1982. 

(b)  Secret.  Information  and  material 
originally  classified  Secret  shall  be  auto¬ 
matically  downgraded  to  Confidential  at 
the  end  of  the. second  full  calendar  year 
following  the  year  in  which  it  was  origi¬ 
nated  and  declassified  at  the  end  of  the 
eighth  full  calendar  year  following  the 
year  in  which  it  was  originated. 

(c)  Confidential.  Information  and  ma¬ 
terial  originally  classified  Confidential 
shall  be  automatically  declassified  at  the 
end  of  the  sixth  full  calendar  year  fol¬ 
lowing  the  year  in  which  it  was  origi¬ 
nated. 

§  159.301—1  Retroactive  application. 

Information  or  material  classified  be¬ 
fore  June  1,  1972  shall  be  treated  as  fol¬ 
lows: 

(a)  When  marked  as  Group  4  under 
Executive  Order  10501,  as  amended,  it 
shall  be  subject  to  the  General  Declassi¬ 
fication  Schedule  <1  159.301)  effective 
December  31,  1972.  The  starting  date  for 
the  General  Declassification  Schedule 
will  be  the  date  of  origin  of  the  informa¬ 
tion  or  material.  The  fact  that  Group 
4  information  or  material  is  being  de¬ 
classified  earlier  than  originally  sched¬ 
uled  dates  shall  not  prevent  it  being  re¬ 
designated  as  falling  within  an  exemp¬ 
tion  category  as  provided  for  in  58  159.- 
302  and  159.302-1.  Exemption  of  Group 
4  material  may  be  made  only  if  action 
is  taken  in  time  for  notification  thereof 
to  be  received  by  all  holders  of  the  docu¬ 
ment  prior  to  the  date  established  under 
the  General  Declassification  Schedule 
for  automatic  declassification 

(b)  Information  or  material  marked 
as  Group  1,  2  or  3  under  Executive  Order 
10501,  as  amended,  or  other  informa¬ 
tion  or  material  not  group-marked 
under  Executive  Order  10501,  shall,  ex¬ 
cept  as  provided  in  i  159.401-1  (c)  be  ex¬ 
cluded  from  (not  “exempted”  from)  the 
General  Declassification  Schedule.  With 
respect  solely  to  information  or  material 
marked  Group  3  and  which  is  under  the 
exclusive  or  final  classification  Jurisdic¬ 
tion  of  the  Department  of  Defense,  it 
shall  continue  to  be  downgraded  auto¬ 
matically  at  twelve  year  Intervals  from 
date  of  origin  until  the  classification 
level  of  Confidential  is  reached  but  not 
automatically  declassified. 

(c)  Information  or  material  described 
in  paragraph  (b)  of  this  section  shall  be 
subject  to  the  same  conditions  and 
criteria  that  apply  to  classified  informa¬ 
tion  and  material  created  on  or  after 
June  1,  1972  as  set  forth  in  58  159.303 
through  159.304-3. 


§  159.301—2  Redesignating  material  as 
exempted.  , 

If  an  original  classifier  at  any  time 
determines  that  Information  or  material 
falls  within  one  of  the  four  exempt  cate¬ 
gories  described  in  55  159.302  and  159.- 
302-1,  the  fact  that  such  information  or 
material  was  previously  placed  under 
the  General  Declassification  Schedule 
5  159.301,  or  marked  for  earlier  declas¬ 
sification  (55  159.300-1  and  159.301-1), 
shall  not  prevent  it  being  redesignated 
as  falling  within  an  exempt  category. 
This  determination  shall  be  based  on  a 
finding  either  that  the  original  down¬ 
grading  and  declassification  determina¬ 
tion  was  in  error,  or  that  the  material 
or  information,  due  to  a  change  in  cir¬ 
cumstances,  falls  within  one  of  the  four 
exempt  categories.  Upon  such  redesigna¬ 
tion,  notice  shall  be  promptly  given  to 
all  holders  of  such  information.  Such 
redesignation  may  be  made  only  when 
all  recipients  of  the  information  can  be 
notified  prior  to  the  scheduled  date  for 
declassification.  Redesignation  shall 
preserve  the  level  of  classification  in 
effect  at  the  time  of  redesignation,  sub¬ 
ject,  however  to  58  159.300  and  159.303 
through  159.304-3. 

Exemptions  From  General  Declas¬ 
sification  Schedule 

§  159.302  General  provisions. 

Certain  classified  information  or 
material  may  warrant  some  degree  of 
protection  against  unauthorized  dis¬ 
closure  for  a  period  exceeding  that  pro¬ 
vided  in  the  General  Declassification 
Schedule  in  55  159.301  through  159.301- 
2.  An  official  authorized  to  exercise  orig¬ 
inal  Top  Secret  classification  author¬ 
ity  may  exempt  from  the  General  De- 
classification  Schedule  any  level  of  clas¬ 
sified  information  or  material  originated 
by  him  or  under  his  supervision  if  it 
falls  within  one  of  the  categories  de¬ 
scribed  below.  In  each  case,  the  original 
Top  Secret  classification  authority  shall 
specify  in  writing  on  the  material  or  by 
means  of  written  policy  direction  issued 
in  advance,  the  exemption  category  be¬ 
ing  claimed  and,  unless  impossible,  shall 
specify  a  date  or  event  for  automatic  de- 
classification  of  the  information  in¬ 
volved.  The  head  of  each  component 
shall  establish  procedures  to  assure  that 
original  Top  Secret  classification  au¬ 
thorities  limit  the  use  of  this  exemption 
authority  to  the  absolute  minimum  con¬ 
sistent  with  national  security  require¬ 
ments.  When  a  document  or  other  mate¬ 
rial  is  being  prepared  and  an  exemption 
determination  is  based  upon  a  classifica¬ 
tion  guide  or  on  a  source  document,  the 
classifier’s  (see  5  159.201)  retained 
records  shall  be  maintained  in  such 
manner  as  to  enable  the  identification  of 
the  source(s)  of  the  exemption(s)  used. 
(See  also  58  159.200  and  159.304—2) 

§  159.302—1  Exemption  categories. 

Exemptions  from  the  General  Declas¬ 
sification  Schedule  are  strictly  limited  to 
information  or  material  hi  the  following 
categories  (numbered  according  to  sec¬ 
tion  5(B) ,  Executive  Order  11652) : 
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(a)  Furnished  by  foreign  governments 
or  international  organizations  and  held 
by  the  United  States  on  the  understand¬ 
ing  that  it  be  kept  in  confidence. 

(b)  Specifically  covered  by  statute,  or 
pertaining  to  cryptography,  or  disclos¬ 
ing  intelligence  sources  or  methods. 

(c)  Disclosing  a  system,  plan,  instal¬ 
lation,  project  or  specific  foreign  rela¬ 
tions  matter  the  continuing  protection 
of  which  is  essential  to  the  national 
security.  (See  f  159.304-2) 

(d>  Disclosure  would  place  a  person 
in  immediate  jeopardy. 

Mandatory  Review  of  Material  Over  10 
Years  Old 

§  159.303  Material  covered. 

All  classified  information  and  mate¬ 
rial  originated  on  or  after  June  1,  1972 
which  is  exempted  under  §5  159.302  and 
159.302-1  from  the  General  Declassifi¬ 
cation  Schedule,  and  all  classified  infor¬ 
mation- and  material  which  is  “excluded” 
from  the  General  Declassification 
Schedule  under  $  159.301-1  (b),  shall 
upon  request,  be  subject  to  mandatory 
classification  review  by  the  originating 
DoD  components  at  any  time  after  the 
expiration  of  ten  years  from  date  of 
origin. 

§  159.303—1  Processing  requirements. 

Requests  for  review  of  the  classifica¬ 
tion  of  information  or  material  ex¬ 
empted  from  the  General  Declassifica¬ 
tion  Schedule  59  159.302  and  159.302-1 
shall  be  processed  promptly,  subject  to 
the  following: 

(a)  A  U.S.  Government  Department  or 
Agency  or  a  member  of  the  public  has 
requested  revew. 

(b)  The  request  is  in  writing  and  de¬ 
scribes  the  record  with  sufficient  par¬ 
ticularity  to  enable  the  component  to 
identify  .it.  Whenever  a  request  is  de¬ 
ficient  in  the  description  of  the  record 
sought,  the  requester  should  be  asked  to 
provide  additional  identifying  informa¬ 
tion. 

(c)  The  record  can  be  obtained  with 
only  a  reasonable  amount  of  effort.  What 
is  “reasonable”  depends  on  the  amount 
of  records  sought,  their  location,  and  ac¬ 
cessibility,  and  the  time,  effort  and  re¬ 
lated  costs  required  to  identify  and  com¬ 
pile  them.  Before  denying  a  request  on 
the  grounds  that  it  is  unduly  burden¬ 
some,  the  requester  should  be  asked  to 
limit  his  request  to  records  that  are 
reasonably  obtainable. 

(d)  If,  after  taking  the  alternative 
action  prescribed  by  paragraph  (b)  or 
(c)  of  this  section,  the  request  does  not 
describe  the  records  sought  with  suffi¬ 
cient  particularity,  or  the  record  cannot 
be  obtained  with  a  reasonable  amount 
of  effort,  the  requester  shall  be  notified 
of  the  reasons  why  his  request  cannot 
be  granted. 

§  159.303—2  Submission  of  requests  for 
review. 

Requests  described  in  S  159.303  shall 
be  submitted  in  accordance  with  the 
following: 


(a)  Requests  originating  within  DoD 
shall  in  all  cases  be  submitted  directly 
to  the  DoD  element  which  originated 
the  material.  Such  cases  are  not  referred 
to  the  Departmental  Classification  Re¬ 
view  Committee  (93  159.1301-1  and 
159.1302-1) . 

(b)  For  most  expeditious  action,  re¬ 
quests  from  other  agencies  of  the  Ex¬ 
ecutive  Branch  or  from  outside  the 
Executive  Branch  should  be  submitted 
directly  to  the  DoD  element  which  origi¬ 
nated  the  material.  If  the  originating 
element  is  not  known  or  cannot  be  lo¬ 
cated,  the  requester  may  submit  the  re¬ 
quest  to  any  of  the  following: 

(1)  The  facilities  established  in  the 
Office,  Secretary  of  Defense,  the  Military 
Departments  and  the  Defense  Agencies 
under  DoD  Directive  5400.7  (3  159.100 
(r)),  to  receive  requests  for  records  un¬ 
der  the  Freedom  of  Information  Act. 
These  facilities  are  identified  in  appro¬ 
priate  sections  of  32  CFR  for  each  DoD 
component. 

(2)  The  head  of  the  DoD  component 
which  is  most  concerned  with  the  sub¬ 
ject  matter  of  the  material  requested. 

(3)  Chief,  Records  Management 
Branch,  Office,  Deputy  Assistant  Secre¬ 
tary  of  Defense  (Administration) 
(Comptroller),  Department  of  Defense. 
Washington,  D.C.  20301. 

§  159.303—3  Action  on  requests  for 
review. 

The  office  which  first  acts  upon  a  re¬ 
quest  for  review  for  declassification  shall 
immediately  acknowledge  to  the  re¬ 
quester  receipt  of  such  request  in  writing 
and  must  simultaneously  advise  the 
requester  that,  if  at  the  end  of  30  days 
from  receipt  of  the  request  no  determi¬ 
nation  has  been  made,  he  may  apply  to 
the  departmental  committee  for  a  de¬ 
termination.  If,  during  the  30  day 
processing  time,  a  determination  can  be 
made  that  additional  time  will  be  re¬ 
quired  to  process  the  request,  the  re¬ 
quester  shall  be  advised  of  the  reasons. 

(a)  If  at  the  end  of  60  days  from  re¬ 
ceipt  of  the  request  for  review  no  de¬ 
termination  has  been  made,  the  re¬ 
quester  shall  be  advised  of  his  right  of 
appeal  to  the  DoD  Classification  Review 
Committee  (5  159.1301-1). 

(b)  Information  or  material  which  no 
longer  qualifies  for  exemption  under 
93  159.302  and  159.302-1  shall  be  de¬ 
classified  and  processed  for  release  to 
the  requester  in  accordance  with  DoD 
Directive  5230.9  (5  159.100(d)). 

(c)  Information  or  material  con¬ 
tinuing  to  qualify  for  an  exemption  un¬ 
der  3  159.302-1  shall  be  marked  in  ac¬ 
cordance  with  Subpart — Marking  and 
unless  impossible,  a  date  for  automatic 
declassification  shall  be  set.  The  re¬ 
quester  shall  be  so  notified  and,  when¬ 
ever  possible,  he  shall  be  provided  with 
a  brief  statement  as  to  why  the  requested 
information  or  material  cannot  be  de¬ 
classified.  This  notice  shall  also  advise 
him  of  his  right  to  appeal  to  the 
DoD  Classification  Review  Committee 
(3  159.1301-1). 


(d)  Fair  and  equitable  fees  for  copies 
of  available  records  shall  be  established 
pursuant  to  DoD  Instruction  7230.7, 
(5  159.100(s)). 

§  159.303—4  Burden  of  proof. 

In  considering  appeals  from  denials 
of  declassification  requests,  the  DoD  and 
Military  Department  Classification  Re¬ 
view  Committees  shall  place  the  burden 
of  proof,  for  administrative  purposes,  on 
the  originating  DoD  component  to  show 
that  continued  classification  is  war¬ 
ranted. 

Fifteen  and  Thirty  Year 
Declassification  Requirements 

§  159.304  Material  covered. 

All  classified  information  or  material 
which  is  excluded  or  exempted  from  the 
General  Declassification  Schedule  under 
55  159.301  through  159.302-1  and  over 
which  the  Department  of  Defense  exer¬ 
cises  final  classification  authority  is  sub¬ 
ject  to  declassification  under  the  condi¬ 
tions  stated  below. 

§  159.304—1  Systematic  review. 

All  information  and  material  in  the 
custody  of  the  National  Archives  and 
Records  Service  which  was  classified  be¬ 
fore  the  effective  date  of  this  regulation 
and  more  than  thirty  years  old  is  to  be 
systematically  reviewed  for  declassifica¬ 
tion  by  the  Archivist  of  the  United 
States.  The  Archivist  shall  refer  to  the 
Department  of  Defense  such  material  as 
has  been  indicated  by  the  Department  of 
Defense  to  require  further  review.  In  the 
case  of  thirty  year  old  information  in  the 
custody  of  the  components  of  the  De¬ 
partment  of  Defense,  such  review  will  be 
accomplished  by  the  custodians  of  the 
respective  components.  The  Department 
of  Defense  component  having  primary 
jurisdiction  over  the  material  received 
from  the  Archivist  or  in  its  custody,  shall 
proceed  as  follows: 

(a)  Classified  information  or  material 
over  which  the  Department  of  Defense 
exercises  exclusive  or  fined  original  clas¬ 
sification  authority  and  which  is  to  be 
kept  protected  in  accordance  with 
§  159.304-2  shall  be  listed  by  the  re¬ 
sponsible  custodian  and  referred  through 
established  channels  to  the  Secretary  of 
Defense  or  the  Secretary  of  the  appro¬ 
priate  Military  Department  depending 
upon  which  of  these  officials  has  current 
security  classification  jurisdiction  over  it. 
This  listing  shall: 

(1)  Identify  the  information  or  mate¬ 
rial  involved,  including  its  date  of  origin 
and  field  of  interest; 

(2)  Recommend  continued  classifica¬ 
tion  beyond  thirty  years  to  a  specific  fu¬ 
ture  event  which  is  certain  to  happen,  or 
for  a  fixed  period  of  time  to  terminate  on 
December  31  of  a  given  future  year;  and 

(3)  State  that  the  reason  for  the  rec¬ 
ommended  continued  classification  is 
that  earlier  disclosure  would  place  an 
identified  or  identifiable  person  in  im¬ 
mediate  jeopardy,  or  that,  because  of 
reasons  which  are  stated,  continued  clas¬ 
sification  is  essential  to  the  national 
security. 
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<b>  The  Secretary  of  Defense  or  the 
Secretary  of  the  Military  Department 
concerned  shall  personally  consider  and 
determine  which  category  of  material 
shall  be  kept  classified  and  the  period  of 
continued  classification.  The  Archivist 
shall  be  so  notified. 

«c)  All  documents  or  other  materials 
determined,  under  the  provisions  of  this 
§§  159.304  through  159.304-2,  to  be  de¬ 
classified  shall  be  remarked  according  to 
the  provisions  of  Subpart — Marking  of 
this  regulation. 

§  159.304—2  Exceptions  to  automatic 
declassification. 

All  information  and  material  classified 
after  the  effective  date  of  this  regulation 
over  which  the  Department  of  Defense 
exercises  exclusive  or  final  original  clas¬ 
sification  authority,  if  exempt  from  the 
General  Declassification  Schedule  under 
§§  159.302  and  159.302-1  of  this  subpart 
becomes  automatically  declassified  in  ac¬ 
cordance  with  the  following: 

(a)  Except  as  prescribed  in  §  159.304-2 
<b>,  information  used  in  U.S.  documents 
and  material,  which  documents  and  ma¬ 
terial  are  exempt  from  the  General  De- 
classification  Schedule  and  categorized 
as  paragraph  (a),  (b),  (c)  or  (d)  under 
the  provisions  of  $  159.302-1  shall,  un¬ 
less  declassified  earlier,  become  auto¬ 
matically  declassified  at  the  end  of  30 
full  calendar  years  after  the  date  of 
original  classification  except  for  such 
specifically  identified  categories  of  in¬ 
formation  and  material,  which  the  head 
of  the  originating  military  department 
or  the  Secretary  of  Defense  for  other 
components  personally  determines  in 
writing  at  the  end  of  the  30  year  time 
period  to  require  continued  protection 
against  unauthorized  disclosure  because 
such  continued  protection  is  essential  to 
the  national  security  or  disclosure  would 
place  a  person  in  immediate  jeopardy.  In 
such  case,  the  aforementioned  officials 
shall  also  specify  the  period  of  continued 
classification. 

(b)  Information  and  material  which  is 
scientific  or  technical  in  nature  which 
concerns  systems,  installations  or  proj¬ 
ects  specifically  designated  as  exempt 
from  the  General  Declassification  Sched¬ 
ule  under  S  159.302-1  (c)  shall,  unless 
declassified  earlier,  become  automatically 
declassified  at  the  end  of  15  full  calendar 
years  after  the  date  of  original  classifi¬ 
cation  except  for  such  specifically  identi¬ 
fied  categories  of  information  or  material 
which  the  exempting  official  personally 
determines  in  writing  at  that  time  to  re¬ 
quire  continued  protection  against  un¬ 
authorized  disclosure.  In  such  case,  the 
exempting  official  shall  also  specify  the 
period  of  continued  classification  which 
in  no  case  shall  exceed  30  full  calendar 
years  after  the  date  of  its  original  classi¬ 
fication.  Any  determination  to  continue 
the  classification  of  this  body  of  material 
beyond  30  years  requires  the  personal 
consideration  of  the  Secretary  of  De¬ 
fense  or  the  Secretary  of  the  Military 
Department  concerned  as  prescribed  in 
§  159.304-1. 


§  159.304—3  Requests  for  review. 

A  request  by  a  member  of  the  public  or 
by  a  United  States  Government  Depart¬ 
ment  or  Agency  to  review  classified  in¬ 
formation  more  than  30  years  old  shall 
be  referred  directly  to  the  Archivist  of 
the  United  States  for  action  in  accord¬ 
ance  with  S  159.304-1.  Such  requests 
shall  be  processed  within  the  Department 
of  Defense  in  the  manner  prescribed  in 
§  159.303-3.  The  provisions  of  §  159.303-4 
are  also  applicable  to  these  cases. 

Transfer  of  Classified  Documents 
or  Material 

§  159.305  Material  officially  transferred. 

In  the  case  of  classified  information  or 
material  transferred  by  or  pursuant  to 
statute  or  Executive  Order  from  one  de¬ 
partment  or  agency  to  another  for  the 
latter’s  use  and  as  part  of  its  official  files 
or  property,  as  distinguished  from  trans¬ 
fers  merely  for  purpose  of  storage,  the 
receiving  department  or  agency  shall  be 
deemed  to  be  the  classifying  authority 
over  such  material  for  purposes  of  down¬ 
grading  and  declassification. 

§  159.305—1  Material  not  officially 
transferred. 

When  any  department  or  agency  of  the 
Department  of  Defense  has  in  its  posses¬ 
sion  any  classified  information  or  mate¬ 
rial  originated  in  an  agency  outside  the 
Department  of  Defense  which  has  since 
become  defunct  and  whose  files  and  other 
property  have  not  been  officially  trans¬ 
ferred  to  another  department  or  agency 
within  the  meaning  of  §  159.305,  or  when 
it  is  impossible  for  the  possessing  depart¬ 
ment  or  agency  to  identify  the  originat¬ 
ing  agency,  and  a  review  of  the  material 
indicates  that  it  should  be  downgraded  or 
declassified,  the  said  possessing  depart¬ 
ment  or  agency  shall  have  the  power  to 
declassify  or  downgrade  such  material. 
If  it  appears  probable  that  another  de¬ 
partment  or  agency  may  have  a  substan¬ 
tial  interest  in  whether  the  classification 
of  any  particular  information  should  be 
maintained,  the  possessing  department 
or  agency  shall  not  exercise  the  power 
conferred  upon  it  by  this  paragraph,  ex¬ 
cept  with  the  consent  of  the  other  de¬ 
partment  or  agency,  until  thirty  days 
after  it  has  notified  such  other  depart¬ 
ment  or  agency  of  the  nature  of  the  ma¬ 
terial  and  of  its  intention  to  downgrade 
or  declassify  the  same.  During  such 
thirty-day  period  the  other  department 
or  agency  may,  if  it  so  desires,  express  its 
objections  to  downgrading  or  declassify¬ 
ing  the  particular  material,  but  the  power 
to  make  the  ultimate  decision  shall  re* 
side  in  the  possessing  department  or 
agency. 

§  159.305—2  Transfer  for  storage  or  re¬ 
tirement. 

Insofar  as  practicable,  classified  docu¬ 
ments  shall  be  reviewed  to  determine 
whether  or  not  they  can  be  downgraded 
or  declassified  prior  to  being  forwarded 
to  records  centers  or  to  the  National  Ar¬ 
chives  for  storage.  When  this  is  done, 
certification  of  classification  review  shall 
be  entered  on  or  affixed  to  the  transmittal 


fprm,  Records  Transmittal  and  Receipt 
Form,  SF  135,  or  similar  document,  and 
appropriate  changes  reflecting  down¬ 
grading  or  declassification  shall  be  indi¬ 
cated  as  necessary  on  each  document. 

Miscellaneous  Actions 

§  159.306  Notification  of  changes  in 
classification  or  of  declassification. 

When  classified  material,  which  has 
been  properly  marked  with  specific  dates 
or  events  under  S  159.403-1  a  or  b  of  this 
regulation,  is  remarked  in  accordance 
therewith,  it  is  not  necessary  to  issue 
notices  of  those  remarkings  to  any  hold¬ 
ers.  However,  when  downgrading  or  de- 
classification  action  is  determined  by  ap¬ 
propriate  authority  to  occur  earlier  than 
originally  scheduled,  or  upgrading  is  in¬ 
volved,  or  the  exemption  status  is 
changed,  the  action  official  or  the  cus¬ 
todian  of  the  records  shall  promptly  no¬ 
tify  all  addressees  to  whom  the  informa¬ 
tion  or  material  was  originally  transmit¬ 
ted.  Notification  shall  include  the  specific 
action  to  be  taken,  the  authority  therefor 
and  the  effective  date.  Upon  receipt  of 
notification  of  change  in  classification  or 
exemption  status  or  of  declassification, 
recipients  shall  effect  the  proper  changes 
and  shall  notify  addressees  to  whom  in 
turn  they  have  transmitted  the  classified 
information  or  material. 

§  159.306—1  Presidential  papers. 

The  Archivist  of  the  United  States  has 
the  authority  to  review  and  declassify  in¬ 
formation  and  material  which  has  been 
classified  by  a  President,  his  White  House 
Staff  or  special  committee  or  commission 
appointed  by  him  and  which  the  Ar¬ 
chivist  has  in  his  custody  at  any  archival 
depository,  including  a  Presidential  Li¬ 
brary.  Such  declassification  shall  only  be 
undertaken  in  accord  with: 

(a)  The  terms  of  the  donor’s  deed  of 
gift. 

(b)  Consultations  with  the  Depart¬ 
ments  having  a  primary  subject  matter 
interest. 

(c)  The  provisions  of  this  Subpart. 

§  159.306—2  General  review  require¬ 
ments. 

All  information  and  material  classified 
after  June  1,  1972,  which  is  determined 
under  applicable  records  administration 
standards  to  be  of  sufficient  historical  or 
other  value  to  warrant  preservation  as 
permanent  records,  shall  be  systemat¬ 
ically  reviewed  on  a  timely  basis  by  the 
appropriate  custodian  for  the  purpose 
of  making  such  Information  and  material 
publicly  available  if,  after  consideration 
under  §§  159.300  through  159.302-1,  Sub¬ 
part — Downgrading  and  Declassification, 
it  is  declassified.  Whenever  possible, 
without  destroying  the  integrity  of  the 
files,  such  information  and  material 
should  be  set  aside  for  public  release  on 
request. 

§  159.306-3  Declassification  of  en¬ 
crypted  messages. 

(a)  Messages  encrypted  prior  to  Feb¬ 
ruary  1,  1946.  Declassification  of  mes¬ 
sages  In  this  category  has  been  and  will 
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continue  to  be  based  solely  on  the  In¬ 
formational  content  of  the  messages. 

(b)  Messages  encrypted  during  the 
period  February  1,  1946  through  May  31, 
1960.  The  requirement  that  messages  in 
this  category  (so-called  category  “B" 
messages)  to  be  paraphrased  and  the 
date-time  group  physically  removed 
prior  to  declassification  is  cancelled.  Ef¬ 
fective  immediately,  declassification  of 
each  message  will  be  based  solely  on  the 
informational  content  of  the  message. 

(c)  Messages  encrypted  subsequent  to 
May  31,  1960.  Communications  Centers 
have  received  instructions  via  KAG-1 
and  Department  and  Agency  implement¬ 
ing  documents  to  perform  necessary 
cryptographic  editing  on  these  messages 
prior  to  release  from  the  Communica¬ 
tions  Centers.  Declassification  of  mes¬ 
sages  in  this  category  by  holders  outside 
Communications  Centers  is  based  solely 
on  the  informational  content  of  the  mes¬ 
sages.  Further  cryptographic  editing  is 
not  required. 

Subpart — Marking 

General  Provisions 
§  159.400  Designations. 

Subject  to  the  special  situation  set 
forth  in  §  159.400-2,  information  deter¬ 
mined  to  require  classification  protection 
against  unauthorized  disclosure  under 
the  provisions  of  this  regulation  shall  be 
so  designated,  generally  in  the  form  of 
physical  marking.  Designation  by  means 
other  than  physical  marking  may  be  used 
but  should  be  followed  by  physical  mark¬ 
ing  as  soon  as  practicable. 

§  159.400—1  Purpose  of  designation. 

Designation  by  physical  marking,  no¬ 
tation  or  other  means,  serves  to  inform 
and  to  warn  the  holder  of  the  classifica¬ 
tion  of  the  information  involved,  the  de¬ 
gree  of  protection  against  unauthorized 
disclosure  which  is  required  for  that' 
particular  level  of  classification,  and  to 
facilitate  downgrading  and  declassifica¬ 
tion  actions. 

§  159.400—2  Exception. 

No  article  which,  in  whole  or  in  part, 
has  appeared  in  newspapers,  magazines 
or  elsewhere  in  the  public  domain,  nor 
any  copy  thereof,  which  is  being  reviewed 
and  evaluated  by  any  component  of  the 
Department  of  Defense  to  compare  its 
content  with  official  information  which 
is  being  safeguarded  in  the  Department 
of  Defense  by  security  classification,  may 
be  marked  on  its  face  with  any  security 
classification,  control  or  other  kind  of 
restrictive  marking.  The  results  of  the 
review  and  evaluation  shall  be  separate 
from  the  article  in  question. 

§  159.400—5  Documents  or  other  mate¬ 
rial  in  general. 

Each  classified  document  shall,  in  ad¬ 
dition  to  other  markings  required  by  this 
subpart,  show  on  its  face  its  overall  clas¬ 
sification  and  whether  it  is  subject  to  or 
exempt  from  scheduled  downgrading 
and  declassification  (See  Subpart — 
Downgrading  and  Declassification).  It 
shall  also  show  the  office  of  origin,  the 


Identity  of  the  classifier  (see  §  159.201) , 
the  date  of  preparation  and  classifica¬ 
tion,  and,  except  as  provided  herein,  be 
so  marked  as  to  indicate  which  portions 
are  classified,  at  what  level,  and  which 
portions  are  not  classified  in  order  to 
facilitate  excerpting  and  other  use. 
Other  material  shall,  whenever  practi¬ 
cable,  show  the  foregoing  information  on 
the  material  itself  or  in  related  or  ac¬ 
companying  documentation. 

§  159.400—4  Wholly  unclassified  mate¬ 
rial. 

Normally,  unclassified  material  shall 
not  be  marked  or  stamped  “Unclassified” 
unless  it  is  essential  to  convey  to  a  re¬ 
cipient  of  such  material  that  it  has  been 
examined  specifically  with  a  view  to  im¬ 
posing  a  security  classification  and  has 
been  determined  not  to  require  classi¬ 
fication. 

Classification  Markings  on  Documents 

§  159.401  Overall  and  page  marking. 

Except  as  otherwise  specified  for 
working  papers  (see  §  159.702-4) ,  the 
overall  classification  of  a  document, 
whether  or  not  permanently  bound,  or 
any  copy  or  reproduction  thereof,  shall 
be  conspicuously  marked  or  stamped  at 
the  top  and  bottom  on  the  outside  of  the 
front  cover  (if  any) ,  on  the  title  page  (if 
any) ,  on  the  first  page,  on  the  back  page 
and  on  the  outside  of  the  back  cover  (if 
any) .  Each  interior  page  of  a  document 
shall  be  conspicuously  marked  or 
stamped  at  the'  top  and  bottom  with  the 
highest  classification  of  information  ap¬ 
pearing  thereon,  including  the  designa¬ 
tion  “Unclassified”  when  appropriate. 
In  special  situations,  such  as  the  printing 
by  the  Government  Printing  Office  or 
similar  facility  of  classified  documents 
comprised  of  many  pages  (studies,  man¬ 
uscripts,  reports,  manuals,  etc.),  the 
overall  classification  assigned  to  the 
document  may  be  shown  on  each  page 
provided.  That  the  classified  and  unclas¬ 
sified  parts  of  that  page  are  clearly  iden¬ 
tified  to  the  recipient  by  paragraph 
marking  or  by  other  means  set  forth  in 
the  document.  In  such  cases,  paragraph 
marking  or  other  means  shall  take  prece¬ 
dence  over  page  marking. 

§  159.401—1  Marking  components. 

In  some  complex  documents,  its  major 
components  are  likely  to  be  used  sepa¬ 
rately.  In  such  instances,  each  major 
component  shall  be  marked  as  a  separate 
document.  Examples  Include:  (a)  Each 
annex,  appendix,  or  similar  component  of 
a  plan,  program,  or  operations  order; 
(b)  attachments  and  appendices  to  a 
memorandum  or  letter;  (c)  each  major 
part  of  a  report. 

§  159.401—2  Paragraph  marking. 

Each  section,  part,  paragraph  or  sub- 
paragraph,  when  there  are  differences  in 
their  classifications,  shall  be  marked  to 
show  the  level  of  classification,  if  any, 
or  that  such  section,  part,  paragraph  or 
subparagraph  is  unclassified.  For  exam¬ 
ple,  when  the  text  of  the  lead  in  (basic) 
portion  of  a  paragraph  is  unclassified 


but  subsequent  subparagraphs  are  classi¬ 
fied,  the  lead  In  paragraph  shall  be 
marked  as  Unclassified  and  each  sub- 
paragraph  shall  be  marked  with  its  re¬ 
spective  classification  status  as  appro¬ 
priate.  In  this  instance,  the  symbol  de¬ 
noting  the  overall  classification  of  the 
paragraph  would  be  shown  immediately 
following  the  paragraph  number  or  let¬ 
ter  as  the  case  may  be.  At  the  end  of  the 
text  of  the  unclassified  lead  in  paragraph 
the  symbol  “(U)”  shall  be  shown.  Clas¬ 
sification  levels  of  subparagraphs  will  be 
shown  by  the  appropriate  classification 
symbol  immediately  following  the  sub- 
paragraph  letter  or  number  as  the  case 
may  be.  If  in  an  exceptional  situation, 
such  marking  is  determined  to  be  im¬ 
practical,  the  document  shall  contain  a 
description  sufficient  to  identify  the 
exact  information  which  is  classified  and 
the  categories  to  which  it  is  assigned. 
When  different  items  of  information  in 
one  paragraph  require  different  classi¬ 
fications,  but  segregation  into  separate 
paragraphs  would  destroy  continuity  or 
context,  the  highest  classification  re¬ 
quired  for  any  item  shall  be  applied  to 
that  paragraph.  In  marking  paragraphs, 
sections  or  parts,  the  appropriate  mark¬ 
ing  shall  be  placed  immediately  preced¬ 
ing  and  to  the  left  of  the  parts  involved. 
If  desired,  the  symbols  (TS)  for  Top 
Secret,  (S)  for  Secret,  (C)  for  Confiden¬ 
tial,  and  (U)  for  Unclassified,  may  be 
used.  When  appropriate,  the  symbols 
(RD)  for  Restricted  Data  and  (FRD) 
for  Formerly  Restricted  Data  shall  be 
added.  Whenever  a  useful  purpose  will 
be  served,  paragraphs  of  U.S.  documents 
containing  foreign  originated  informa¬ 
tion  should  be  marked  to  reflect  the 
country  or  International  Pact  Organiza¬ 
tion  of  origin  and  the  appropriate  classi¬ 
fication,  e.g.,  “NATO(S)”  or  “U.K.(C).” 

§  159.401—3  Compilations. 

In  cases  where  the  use  of  a  classifica¬ 
tion  is  required  to  protect  a  compilation 
of  Information  under  $  159.202-14,  the 
overall  classification  assigned  to  such 
documents  shall  be  placed  conspicuously 
at  the  top  and  bottom  of  each  page  and 
on  the  outside  of  the  front  and  back 
covers,  if  any,  and  an  explanation  of  the 
basis  for  the  assigned  classification  shall 
be  included  on  the  document  or  in  its 
text. 

§  159.401—4  Subjects,  titles,  abstracts 
and  index  terms. 

Subjects,  titles,  abstracts  and  index 
terms  shall  be  selected,  if  possible,  so  as 
not  to  require  classification.  However,  a 
classified  subject,  title,  abstract  or  index 
term  may  be  used  when  necessary  to 
convey  meaning.  To  show  its  classified  or 
unclassified  status,  each  such  item  shall 
be  marked  with  the  appropriate  symbol, 
(TS) ,  (S) ,  (C) ,  or  (U)  placed  Immedi¬ 
ately  following  and  to  the  right  of  the 
item.  When  appropriate,  the  symbols 
(RD)  and  (FRD)  shall  be  added. 

§  159.401—5  Files,  folders  or  groups  of 
documents. 

Files,  folders  or  groups  of  documents 
shall  be  conspicuously  marked  to  assure 
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their  protection  to  a  degree  as  high  as 
that  of  the  most  highly  classified  docu¬ 
ment  included  therein.  Classified  docu¬ 
ment  cover  sheets  may  be  used  for  this 
purpose.  Documents  separated  from  the 
file,  folder  or  group  shall  be  marked  as 
prescribed  herein  for  individual  docu¬ 
ments. 

§  159.401—6  Transmittal  documents. 

A  transmittal  document,  including  in¬ 
dorsements  and  comments  when  such 
indorsements  and  comments  are  added 
to  the  basic  communication,  shall  carry 
on  its  face  a  prominent  notation  as  to 
the  highest  classification  of  the  informa¬ 
tion  transmitted  by  it,  and  a  legend 
showing  the  classification,  if  any,  of  the 
transmittal  document,  indorsement  or 
comment  standing  alone.  For  example, 
in  the  case  of  an  unclassified  document 
which  transmits  as  an  attachment  a 
classified  document,  it  shall  bear  a  nota¬ 
tion  substantially  as  follows:  Regraded 
Unclassified  When  Separated  From 
Classified  Enclosure. 

§  159.401—7  Electrically  transmitted 

messages. 

Classified  messages  shall  be  marked  at 
the  top  and  bottom  with  the  assigned 
classification  and  paragraph  marked  in 
the  manner  prescribed  above  for  docu¬ 
ments.  In  the  case  of  a  message  printed 
by  an  automated  system,  these  classifi¬ 
cation  markings  may  be  applied  by  that 
system,  provided  that  the  markings  so 
applied  are  made  clearly  distinguishable 
on  the  face  of  the  document  from  the 
printed  text.  In  addition,  the  first  item 
of  Information  in  the  text  of  a  classified 
message  will  be  the  overall  classification 
of  the  message.  The  originator  of  classi¬ 
fied  messages  will  in  all  cases,  be  con¬ 
sidered  the  accountable  classifier  in  ac¬ 
cordance  with  S  159.200  and  no 
"classified  by”  line  is  necessary  on  the 
message.  The  originator  is  responsible 
for  maintaining  adequate  records  (as  re¬ 
quired  by  S  159.200)  to  show  the  origin  of 
the  classifications  assigned.  Any  docu¬ 
ment  which  is  subsequently  created 
whose  classification  is  based  solely  upon 
the  classification  of  the  content  of  a 
classified  message  shall  cite  the  message 
in  the  “classified  by”  line  on  the  newly 
created  document.  The  last  line  or  para¬ 
graph  of  a  classified  message  shall  show 
either: 

(a)  "ADS(*)M.  For  messages  assigned 
to  Advanced  Declassification  Schedule. 

(b)  “GD6(**)”.  For  messages  as¬ 
signed  to  General  Declassification 
Schedule. 

(c)  “XGDS(***)  (•*•*)".  For  mes¬ 
sages  exempted  from  the  General  De- 
classification  Schedule. 


•  (Indicate  declassification  date  or  event); 
eg.  ADS  (2  Jan  74) 

**  (Indicate  last  two  digits  of  declassifi¬ 
cation  year);  eg.  OD6  (79) 

•••(Indicate  number  of  Exemption  cat¬ 
egory) 

••••(Indicate  last  two  digits  of  declas¬ 
sification  year  If  known);  eg.  XGD6  (3) 
(02) 


(d)  “XCL(**  ***)”.  For  messages 
classified  on  basis  of  former  Group  1, 
2,  3  and  not  group  marked,  i.e.  excluded 
material. 

§  159.401—8  Translations. 

Translations  of  United  States  classi¬ 
fied  information  into  a  language  other 
than  English  shall  be  marked  to  show 
the  United  States  as  the  country  of  or¬ 
igin  and  shall  be  marked  with  the  ap¬ 
propriate  classification  markings  under 
§§  159.401  through  159.401-8  and  the 
foreign  language  equivalent  thereof. 
(See  §  159.1500-1,  Appendix  B) 

Classification  Markings  on  Special 
Categories  of  Material 

§  159.402  General  provisions. 

The  assigned  security  classification 
and  downgrading/declassification  in¬ 
structions  shall  be  conspicuously 
stamped,  printed,  written,  painted,  or 
affixed  by  means  of  a  tag,  sticker,  decal, 
or  similar  device,  on  classified  material 
other  than  documents,  and  on  their  con¬ 
tainers,  if  possible.  If  the  material  or 
container  cannot  be  marked,  written  no¬ 
tification  of  the  security  classification 
shall  be  furnished  to  recipients.  Follow¬ 
ing  are  the  procedures  for  marking  the 
security  classification  on  various  kinds 
of  material  other  than  ordinary  docu¬ 
ments.  These  are  not  all  inclusive  and 
may  vary  somewhat  with  organizational 
and  operational  requirements  and  with 
the  physical  characteristics  of  the  ma¬ 
terial 

§  159.402-1  Charts,  maps  and  drawings. 

Charts,  maps  and  drawings  shall  bear 
the  appropriate  classification  marking 
under  the  legend,  title  block  or  scale,  in 
such  manner  as  to  differentiate  between 
the  classification  assigned  to  the  docu¬ 
ment  as  a  whole  and  the  classification 
assigned  to  the  legend  or  title.  The 
markings  also  shall  be  inscribed  at  the 
top  and  bottom  of  each  such  document. 
When  the  customary  method  of  folding 
or  rolling  charts,  maps  or  drawings 
would  cover  the  classification  markings, 
additional  classification  markings  shall 
be  placed  so  as  to  be  clearly  visible  when 
the  document  is  folded  or  rolled. 

§  159.402—2  Photographs,  films  and 
recordings. 

Photographs,  films,  including  nega¬ 
tives,  recordings,  and  their  containers 
shall  be  marked  in  such  a  manner  as  to 
assure  that  any  recipient  or  viewer  will 
know  that  classified  information  of  a 
specified  level  of  classification  is  in¬ 
volved. 

(a)  Photographs.  Negatives  and  posi¬ 
tives  shall  be  marked  with  the  appro¬ 
priate  classification  markings  and  kept 
in  containers  bearing  conspicuous  clas¬ 
sification  markings.  Roll  negatives  shall 
be  marked  at  the  beginning  and  end  of 
each  strip  and  single  negatives  marked 


•••••(When  appropriate  under  f{  159.301- 
1  and  159.404-1  Indicate  last  two  digits  of 
downgrading  year  for  former  Group  8  ma¬ 
terial  under  DoD  classification  cognizance); 
e.g.  XCL  (82) 


with  the  appropriate  classification.  Each 
photographic  print  shall  be  marked  with 
the  appropriate  classification  at  the  top 
and  bottom  of  the  face  side  and  where 
practicable  the  center  of  the  reverse  side. 
Caution  must  be  exercised  when  using 
self-processing  film  or  paper  to  photo¬ 
graph  or  reproduce  classified  material, 
since  the  negative  of  the  last  exposure 
may  remain  in  the  camera.  All  com¬ 
ponent  parts  of  the  last  exposure  shall  be 
removed  and  destroyed  as  classified 
waste  or  the  camera  shall  be  protected  as 
classified  material. 

(b)  Transparencies  and  slides.  The  ap¬ 
plicable  classification  markings  shall  be 
shown  on  each  transparency  or  slide. 
Other  applicable  markings,  when  prac¬ 
tical,  shall  be  shown  on  the  border, 
holder,  or  frame. 

(c)  Motion  picture  films.  Classified 
motion  picture  films  shall  be  marked  at 
the  beginning  and  end  of  each  reel  by 
titles  bearing  the  appropriate  classifica¬ 
tion.  Such  markings  shall  be  visible  when 
projected  on  the  screen.  Reels  shall  be 
kept  In  containers  bearing  conspicuous 
classification  markings. 

(d)  Recordings.  Recordings,  sound  or 
electronic,  shall  contain  at  the  beginning 
and  end  a  statement  of  the  assigned 
classification  which  will  provide  ade¬ 
quate  assurance  that  any  listener  or  re¬ 
ceiver  will  know  that  classified  infor¬ 
mation  of  a  specified  level  of  classifica¬ 
tion  is  involved.  Recordings  shall  be  kept 
in  containers  or  on  reels  that  bear  con¬ 
spicuous  classification  markings. 

§  159.402—3  Decks  of  accounting  ma¬ 
chine  cards. 

A  deck  of  classified  accounting 
machine  cards  may  be  considered  as  a 
single  document.  Only  the  first  and  last 
card  require  clasificatlon  markings.  A 
deck  so  marked  shall  be  stored,  trans¬ 
mitted,  destroyed  and  otherwise  handled 
in  the  manner  prescribed  for  other 
classified  documents  of  the  same  classi¬ 
fication.  An  additional  card  shall  be 
added,  however,  to  identify  the  contents 
of  the  deck  and  the  highest  classification 
involved.  Cards  removed  for  separate 
processing  or  use,  and  not  Immediately 
returned  to  the  deck  after  processing, 
shall  be  protected  to  prevent  compromise 
of  any  classified  information  contained 
therein,  and  for  this  purpose  shall  be 
marked  individually  as  prescribed  herein 
for  an  Individual  ordinary  document. 

§  159.402—4  Electrical  machine  and 
automatic  data  processing  tapes. 

Electrical  machine  and  Automatic 
Data  Processing  (ADP)  tapes  shall  bear 
external  markings  and  internal  nota¬ 
tions  sufficient  to  assure  that  any  re¬ 
cipient  of  the  tapes,  or  of  the  classified 
Information  contained  therein  when  re¬ 
produced  by  any  medium,  will  know  that 
classified  information  of  a  specific  classi¬ 
fication  category  is  involved. 

§  159.402—5  Pages  of  ADP  listings. 

Classification  markings  on  pages  Of 
listings  produced  by  ADP  equipment  may 
be  applied  by  the  equipment  provided 
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that  the  markings  so  applied  are  made 
clearly  distinguishable  on  the  face  of  the 
document  from  the  printed  text.  As  a 
minimum,  such  listings  shall  be  marked 
with  the  security  classification  on  the 
first  and  last  pages  of  the  listing  and  on 
the  front  and  back  covers.  If  any,  as  pre¬ 
scribed  in  S  159.401  for  ordinary  docu¬ 
ments. 

§  159.402-6  Material  for  training  pur¬ 
poses. 

Classified  material  used  for  training 
purposes  shall  be  transmitted,  stored,  and 
otherwise  safeguarded  as  prescribed  in 
this  regulation.  In  utilizing  unclassified 
documents  (material)  for  training  pur¬ 
poses,  the  unclassified  documents  (ma¬ 
terial)  shall  be  marked  “(insert  classi¬ 
fication)  for  training,  otherwise  unclassi¬ 
fied”. 

§  159.402—7  Miscellaneous  material. 

Material,  such  as  rejects,  typewriter 
ribbons,  carbons,  and  similar  items,  de¬ 
veloped  in  connection  with  the  handling, 
processing,  production,  and  utilization 
of  classified  Information  shall  be  handled 
in  a  manner  which  assures  adequate  pro¬ 
tection  erf  the  classified  information  in¬ 
volved  and  that  destruction  is  effected 
at  the  earliest  practicable  moment.  Un¬ 
less  a  requirement  exists  to  retain  this 
type  material  for  a  specific  purpose,  there 
is  no  need  to  mark,  stamp,  or  otherwise 
indicate  that  the  recorded  information  is 
classified. 

Downgrading  and  Declassification 
Markings 

S  159.403  Regrading  and  declassifica¬ 
tion  markings. 

Whenever  classified  material  is  down¬ 
graded,  declassified  or  upgraded,  the  ma¬ 
terial  shall  be  promptly  and  conspicu¬ 
ously  marked  to  indicate  the  change,  the 
authority  for  the  action,  the  date  of  the 
action  and  the  identity  of  the  person  or 
activity  taking  the  action.  In  addition, 
except  for  upgrading  (see  §  159.403-2) , 
an  the  old  classification  markings  shall 
be  cancelled,  if  practicable,  but  in  any 
event  on  the  first  page,  and  the  new 
classification  markings,'  if  any,  shall  be 
substituted.  In  cases  where  classified  ma¬ 
terial  is  downgraded  or  declassified  un¬ 
der  the  provisions  of  this  regulation  and 
is  marked  as  prescribed  in  9  159.403-1, 
such  markings  shall  suffice  to  meet  the 
aforementioned  requirements. 

§  159.403-1  Downgrading  and  declassi¬ 
fication. 

At  the  time  of  origination,  each  classi¬ 
fied  document  or  other  material,  shall,  in 
addition  to  the  security  classification 
markings  prescribed  by  99  159.401 
through  159.402-7  and  the  foregoing  pro¬ 
vision  of  9  159.403,  be  marked  to  reflect 
downgrading  and  declassification  in¬ 
structions  in  accordance  with  the  follow¬ 
ing: 

(a)  Action  by  specific  date  or  event. 
When  specific  dates  or  events  for  down¬ 
grading  and  declassification,  with  em¬ 
phasis  on  declassification  without  inter¬ 
vening  downgrading,  are  predetermined 
under  the  provisions  of  9  159.300-1  (ear¬ 


lier  than  those  declassification  limits 
of  the  General  Declassification  Sched¬ 
ule)  ,  documents  and  other  material  shall 
be  conspicuously  marked  to  show  clearly 
to  the  recipient  of  such  material  when 
downgrading  and  declassication  action  is 
intended  by  the  originator  to  occur.  For 
this  purpose  the  following  marking  shall 
be  stamped  or  otherwise  printed  at  the 
bottom  of  the  first  page  or  title  page  or 
shall  be  placed  conspicuously  in  a  simi¬ 
larly  prominent  place  immediately  below, 
or  adjacent  to  and  in  conjunction  with 
the  classification  marking: 

Downgrade  to: 

Secret  on  (effective  date) 

Confidential  on  (effective  date) 

Declassify  on  (effective  date) 

Classified  by _ _ 

The  effective  date  in  this  case  may 
fall  on  any  specific  day  or  month  of  a 
calendar  year  or,  in  its  place,  could  be 
inserted  a  specific  event  such  as,  for  ex¬ 
ample,  “Declassify  on  Date  of  Rollout”. 

(b)  General  Declassification  Schedule. 
When  specific  dates  for  downgrading 
and  declassification  are  assigned  in  ac¬ 
cordance  with  the  provisions  of  99  159.- 
301  through  159.301-2,  Subpart — Down¬ 
grading  and  Declassification  (General 
Declassification  Schedule) ,  documents 
and  other  material  shall  be  marked  in 
the  following  manner: 

Classified  by _ 

Subject  to  General  Declassification  Sched¬ 
ule  of  Executive  Order  11652  automat¬ 
ically  downgraded  at  two  year  Intervals 
declassified  on  December  31,  (Year) 

(c)  Exemptions  from  General  Declas¬ 
sification  Schedule.  Unless  marked  RD 
or  FRD  (see  99  159.405-1  and  159.405-2), 
documents  or  material  containing  in¬ 
formation  which  is  exempt  from  the 
General  Declassification  Schedule  un¬ 
der  the  provisions  of  99  159.302  and 
159.302-1,  Subpart — Exemptions  from 
General  Declassification  Schedule,  here¬ 
of  shall  be  marked  for  downgrading  and 
declassification  purposes  in  the  follow¬ 
ing  manner: 

Classified  by _ 

Exempt  from  General  Declassification 
Schedule  of  Executive  Order  11642  ex¬ 
emption  category _ _ _ 

declassify  on _ (effective 

date) _ _ 

All  information  and  material  over 
which  the  Department  of  Defense  exer¬ 
cises  exclusive  or  final  original  classifica¬ 
tion  authority,  and  which  is  automat¬ 
ically  declassified  under  the  provisions 
of  9  159.304-2  of  this  regulation  shall,  on 
the  “Declassify  on”  line  show  Decem¬ 
ber  31  of  a  particular  calendar  year  for 
such  automatic  declassification.  In  those 
cases  where  information  and  material  is 
exempt  from  the  General  Declassifica¬ 
tion  Schedule  under  the  provisions  of 
99  159.302  and  159.302-1,  Subpart— Ex¬ 
emptions  from  General  Declassification 
Schedule,  of  this  regulation  and  such  in¬ 
formation  is  not  under  the  exclusive  or 
final  classification  authority  of  the  DoD, 
the  words  “Upon  notification  by  the 
originator”  shall  be  Included  in  the 
“Declassify  on”  line. 


(d)  Information  or  material  prepared 
and  classified  on  or  after  June  1,  1972, 
the  classification  of  which  is  based  ex¬ 
clusively  on  a  pre-June  1972  source  docu¬ 
ment  marked  as  Group  1,  2,  3,  or  4  un¬ 
der  Executive  Order  10501,  as  amended, 
or  not  group  marked,  or  on  a  pre-June 
1972  security  classification  guide  which 
should  have  been  but  has  not  yet  been 
updated  and  which  still  prescribe  such 
group  markings,  shall  be  marked  as 
follows: 

(1)  If  the  pre-June  1972  source  docu¬ 
ment  is  marked  Group  1  or  2,  or  the  pre- 
June  1972  security  classification  guide 
prescribes  Group  1  or  2,  or  the  pre-June 
1972  source  document  is  not  group 
marked,  the  infprmatlon  or  material  pre¬ 
pared  and  classified  on  or  after  June  1, 
1972  shall  be  marked  “Classified  by 

_ ,  Excluded  from  General 

Declassification  Schedule”  (see  9  159.404- 
1  (a)  and  (c) ) . 

(2)  If  the  pre-June  1972  source  docu¬ 
ment  is  marked  Group  3  (see  9  159.404-1 
(b) )  or  the  pre-June  1972  security  classi¬ 
fication  guide  prescribes  Group  3,  the 
information  or  material  prepared  and 
classified  on  or  after  June  1,  1972  shall 
be  marked  : 

(i)  (If  the  source  document  or  guide 
is  under  the  exclusive  or  final  classifica¬ 
tion  jurisdiction  of  DoD). 

Downgrade  to: 

Secret  on  (effective  date — 12  yean  from 
date  of  origin  of  source  material  or  from  date 
of  pre-June  1972  security  classification 
guide)  ' 

Confidential  on  (effective  date — 12  yean 
from  date  of  origin  as  Secret  or  from  date  of 
automatic  downgrading  to  Secret  under  pro¬ 
visions  of  f  169.301-1  (b) ) 

Declassify  on  (enter-“Not  Automatically 
Declassified”) 

Classified  by  (see  i  159.201) 

The  stamp  prescribed  under  paragraph 
(a)  of  this  section  shall  be  used  for  the 
above  purpose. 

(ii)  (If  the  source  document  or  guide 
is  not  under  DoD  Classification  jurisdic¬ 
tion)  : 

Classified  by  (see  |  1591301)  excluded 
from  general  declassification  Schedule 

(3)  If  the  pre-June  1972  source  docu¬ 
ment  is  marked  Group  4,  or  the  pre-June 
1972  security  classification  guide  pre¬ 
scribes  Group  4,  the  Information  or  ma¬ 
terial  prepared  and  classified  on  or  after 
June  1,  1972  shall  be  marked  in  accord¬ 
ance  with  9  159.403-1  (b)  with  the  start¬ 
ing  date  of  the  General  Declassification 
Schedule  corresponding  to  the  date  of 
origin  of  the  source  material  or  the  date 
of  the  guide  involved. 

(e)  If  the  classifier  inadvertently  fails 
to  mark  a  document  with  one  of  the  fore¬ 
going  markings,  the  recipient  shall  mark 
it  in  accordance  with  paragraph  (b)  of 
this  section  unless  he  has  reason  to  be¬ 
lieve  that  the  material  warrants  an  ex¬ 
emption.  In  this  case,  the  recipient  will 
refer  the  matter  to  the  originator  for 
decision.  In  the  event  the  originator 
determines  that  an  exemption  is  appro¬ 
priate,  he  (the  originator)  shall  notify 
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•II  holders  of  his  action  and  the  author¬ 
ity  therefor. 

(f)  The  Restricted  Data  (i  159.405-1) 
and  Formerly  Restricted  Data  ( §  159.405- 
2)  markings  are.  In  themselves,  evidence 
of  Category  2  exemption  and  the 
exemption  stamp  (paragraph  (C)  of  this 
section)  Is  not  to  be  used  when  such 
markings  appear  on  the  material.  How¬ 
ever,  except  for  electrically  transmitted 
messages,  a  “classified  by”  line  shall  be 
added  to  the  RD  or  FRD  notation. 

(g)  When  a  document  or  material  in¬ 
cludes  classified  information,  either 
newly  developed  or  extracted  from  one  or 
more  sources,  which  is  designated  under 
more  than  one  of  the  provisions  of  para¬ 
graph  (a) ,  (b)  or  (c)  of  this  section,  the 
single  downgrading  and  "declassification 
marking  assigned  the  document  or  mate¬ 
rial  shall  be  the  most  restrictive  of  those 
which  are  applicable  to  the  information 
contained  therein.  When  more  than  one 
category  of  exempted  material  Is  in¬ 
volved,  the  single  downgrading  and  de- 
classification  marking  shall  reflect  the 
Identification  of  such  categories. 

S  159.403—2  Upgrading. 

When  material  is  upgraded  under  the 
provisions  of  this  regulation,  it  shall  be 
promptly  and  conspicuously  marked  as 
prescribed  in  |  159.403,  except  that  in  all 
such  cases  the  old  classification  markings 
shall  be  canceled  and  new  substituted 
therefor. 

§  159.403—3  limited  use  of  posted  no¬ 
tice  for  large  quantities  of  material. 

When  the  volume  of  material  is  such 
that  prompt  re-marking  of  each  classi¬ 
fied  item  could  not  be  accomplished  with¬ 
out  unduly  Interfering  with  operations, 
the  custodian  may  attach  downgrading 
and  declassification  notices  to  the  storage 
unit  in  lieu  of  the  re-marking  otherwise 
required  by  S  159.403.  Each  notice  shall 
specify  the  authority  for  the  downgrad¬ 
ing  or  declassification  action,  the  date  of 
the  action  and  the  storage  unit  to  which 
It  applies.  When  Individual  documents  or 
other  materials  are  withdrawn  from  stor¬ 
age  units,  they  shall  be  promptly  re¬ 
marked  with  the  proper  security  classifi¬ 
cation  category,  or  the  classification 
marking  canceled,  If  declassified,  on  at 
least  the  first  page.  However,  when  docu¬ 
ments  or  other  material  subject  to  a 
downgrading  or  declassification  notice 
are  withdrawn  from  one  storage  unit 
solely  for  transfer  to  another,  or  a  stor¬ 
age  unit  containing  such  documents  or 
other  material  is  transferred  from  one 
place  to  another,  the  transfer  may  be 
made  without  re- marking  If  the  notice  Is 
attached  to  or  remains  with  each 
shipment. 

Re-Marking  Old  Material 

§  159.404  Re-narking  material  already 
narked  Croup  4. 

When  a  document  or  other  material 
classified  before  June  1, 1972  and  marked 
with  a  Group  4  marking  under  E.O. 
10501,  as  amended,  is  removed  from  file 
or  storage  for  any  purpose,  it  shall  be  re¬ 
marked  in  accordance  with  1  159.403-1 


(b)  or  S  159.403-1  (c>,  as  appropriate  to 
the  determination  made  under  1 159.- 
301-1.  In  either  case  the  "classified  by” 
line  need  not  be  filled  in.  In  the  case  of 
documents  re- marked  in  accordance 
with  S  159 .403-1  (c),  adequate  records 
shall  be  maintained  to  support  the 
action. 

§  159.404—1  Re-marking  material  al¬ 
ready  marked  Group  1,  2,  or  3,  or  not 
group  marked. 

Material  already  marked  Group  1,  2, 
or  3,  or  not  group  marked  shall  be  treated 
as  follows: 

(a) .  When  a  document  or  other  mate¬ 
rial  classified  before  June  1,  1972  and 
marked  with  a  Group  1  or  2  marking  or 
not  group  marked  at  all  under  Executive 
Order  10501,  as  amended,  Is  removed 
from  file  or  storage  for  any  purpose,  It 
shall,  except  as  provided  in  paragraph 

(c)  of  this  section,  be  re-marked  “Ex¬ 
cluded  from  General  Declassification 
Schedule.” 

(b)  A  document  or  other  material  clas¬ 
sified  before  June  1,  1972,  containing  In¬ 
formation  under  the  final  or  exclusive 
classification  jurisdiction  of  the  Depart¬ 
ment  of  Defense  and  marked  with  a 
Group  3  marking  under  Executive  Order 
10501,  as  amended,  shall  not  be  re¬ 
marked  "Excluded  from  General  Declas¬ 
sification  Schedule”  as  prescribed  by  this 
regulation  prior  to  this  amendment.  Any 
such  re-marking  already  applied  need  not 
be  cancelled  or  obliterated.  The  old 
Group  3  marking  "Downgraded  at  12 
Year  Intervals — Not  Automatically  De¬ 
classified”  shall  continue,  without  Inter¬ 
ruption,  to  constitute  downgrading  in¬ 
structions  to  the  holder.  Information 
and  material  classified  and  marked 
Group  3  under  Executive  Order  10501, 
as  amended,  by  other  Agencies  of  the 
Executive  Branch  shall,  when  removed 
from  file  or  storage  for  any  purpose,  be 
re-marked  in  the  manner  prescribed  for 
Group  1  or  2  material  in  paragraph  (a) 
of  this  section. 

(c)  The  re-marking  of  a  document  or 
other  material  as  stated  in  paragraph 
(a)  of  this  section  or  the  continued  ef¬ 
fectiveness  since  May  31,  1972  of  the  old 
Group  3  marking  as  stated  in  (b) ,  above, 
does  not  relieve  the  original  classifica¬ 
tion  authority  of  the  Information  in¬ 
volved  from  Immediately  downgrading 
or  declassifying  the  information  in  ac¬ 
cordance  with  S  159.300,  or  from  setting 
specific  future  dates  or  events  for  auto¬ 
matic  downgrading  or  declassification  in 
accordance  with  i  159.300-1;  or  from 
placing  the  information  under  the  Gen¬ 
eral  Declassification  Schedule  In  accord¬ 
ance  with  S  159.301,  or  from  referring  the 
Information  to  an  appropriate  Top  Se¬ 
cret  classification  authority  for  consider¬ 
ation  for  exemption  In  accordance  with 
§  159.302.  If  any  of  these  actions  is  taken 
by  the  original  classification  authority, 
the  document  or  other  material  shall  be 
appropriately  marked  in  accordance  with 
|  159.403-1,  except  that  the  "classified 
by”  line  need  not  be  filled  in.  In  these 
cases  appropriate  notice  shall  be  given 
in  accordance  with  S  159.306. 


Additional  Warning  Notices 
§  159.405  General  prorinona. 

When  applicable,  in  addition  to  the 
foregoing  marking  requirements,  one  or 
more  of  the  following  warning  notices 
shall  be  prominently  displayed  on  clas¬ 
sified  documents  or  materials.  In  the  case 
of  documents,  these  warning  notices  shall 
be  conspicuously  marked  on  the  outside 
of  the  front  cover  (if  any)  or  the  first 
page.  When  display  of  warning  notices  on 
other  materials  is  not  feasible,  the  warn¬ 
ings  shall  be  included  In  the  written  noti¬ 
fications  of  the  assigned  classification. 

§  159.405—1  Restricted  Data. 

For  classified  information  or  material 
containing  Restricted  Data  as  defined  in 
the  Atomic  Energy  Act  of  1954,  as 
amended: 

RESTRICTED  DATA 

This  material  contains  Restricted  Data  as 
defined  in  the  Atomic  Energy  Act  of  1954.  Its 
dissemination  or  disclosure  to  any  unauthor¬ 
ised  person  is  prohibited. 

§  159.405—2  Formerly  Restricted  Data. 

Except  when  the  Restricted  Data  no¬ 
tice  is  used,  for  classified  Information  or 
material  containing  Formerly  Restricted 
Data,  as  defined  In  section  142. d..  Atomic 
Energy  Act  of  1954,  as  amended: 

FORMERLY  RESTRICTED  DATA 

Unauthorized  disclosure  subject  to  admin¬ 
istrative  and  criminal  sanctions.  Handle  as 
Restricted  Data  In  foreign  dissemination.  Sec¬ 
tion  144b.  Atomic  Energy  Act,  1964. 

§  159.405—3  Information  other  than 
Restricted  Data  or  Formerly  Re¬ 
stricted  Data. 

For  classified  Information  or  material 
other  than  described  in  1  159.405-1  or 
S  159.405-2  furnished  to  persons  outside 
the  Executive  Branch : 

NATIONAL  SECURITY  INFORMATION 

Unauthorized  Disclosure  Subject  to  Criminal 
Sanctions 

§  159.405—4  Sensitive  intelligence  infor¬ 
mation. 

For  classified  Information  or  material 
containing  sensitive  Intelligence  infor¬ 
mation,  the  following  warning  notice 
shall  be  used,  in  addition  to  and  in  con¬ 
junction  with  those  prescribed  in  IS  159.- 
405-1, 159.405-2  or  1  159.405-3,  as  appro¬ 
priate: 

warning  notice-sensitive  intelligence 

SOURCES  AND  METHODS  INVOLVED 

Additional  dissemination  marking  re¬ 
quirements  applicable  to  this  type  mate¬ 
rial  are  prescribed  In  1  159.100 (m) . 

§159.405—5  Use  of  “No  foreign  dissem'’ 
(“Nofom”)  marking. 

The  marking  "No  foreign  dissem”  may 
be  used  on  documents  containing  (a)  in¬ 
telligence,  and  (b)  crypto  security,  trans¬ 
mission  security,  and  emission  security 
systems  used  to  transmit  intelligence, 
when  it  has  been  predetermined  that  the 
data  may  not  be  released  to  foreign  na¬ 
tionals  or  governments.  Additionally,  the 
marking  "Noforn”  la  authorized  for  the 
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above  described  information  as  a  desig¬ 
nator  for  “No  foreign  dissem”  In  elec¬ 
trically  transmitted  messages  and  auto¬ 
matic  data  processing.  (See  §  159.100 
(m)  and  U8CSB  Policy  Dir  2-23  for  dis¬ 
semination  controls.)  The  marking  “Spe¬ 
cial  handling  required — not  releasable 
to  foreign  nationals”  is  no  longer 
authorized. 

Subpart — Safekeeping  and  Storage 
Storage  and  Storage  Equipment 
§  159.500  General  policy. 

Classified  information  or  material  may 
be  used,  held,  or  stored  only  where  there 
are  facilities  or  under  conditions  ade¬ 
quate  to  prevent  unauthorized  persons 
from  gaining  access  to  it.  The  exact  na¬ 
ture  of  security  requirements  will  depend 
on  a  thorough  security  evaluation  of 
local  conditions  and  circumstances.  They 
must  permit  the  accomplishment  of  es¬ 
sential  functions  while  affording  selected 
items  of  Information  various  reasonable 
degrees  of  security  with  a  minimum  of 
calculated  risk.  The  requirements  spe- 
lfled  in  this  regulation  represent  the 
minimum  acceptable  standards. 

§  159.500-1  Standards  for  storage 
equipment. 

The  General  Services  Administration 
establishes  and  publishes  uniform  stand¬ 
ards,  specifications  and  supply  schedules 
for  containers,  vaults,  alarm  systems  and 
associated  security  devices  suitable  for 
the  storage  and  protection  of  classified 
Information  and  material  throughout  the 
Government.  The  head  of  a  DoD  Com¬ 
ponent  may  establish  for  the  use  of  such 
component  equal  or  more  stringent 
standards.  Security  filing  cabinets  con¬ 
forming  to  Federal  Specifications  bear  a 
Test  Certification  Label  on  the  locking 
drawer  attesting  to  the  security  capa¬ 
bilities  of  the  container  and  lock  (on 
some  early  cabinets,  the  label  was  located 
on  the  wall  inside  the  locked  drawer 
compartment).  Such  cabinets  manufac¬ 
tured  after  February  1962  will  also  be 
marked  “General  Services  Administra¬ 
tion  Approved  Security  Container”  on 
the  outside  of  the  top  drawer. 

§  159.500—2  Storage  of  classified  mate¬ 
rial. 

Whenever  classified  material  Is  not 
under  the  personal  control  and  observa¬ 
tion  of  an  authorized  person,  it  will  be. 
guarded  or  stored  In  a  locked  security 
container  as  prescribed  below: 

(a)  Top  Secret.  Top  Secret  material 
shall  be  stored  In: 

(1)  A  safe  or  safe-type  steel  file  con¬ 
tainer  having  a  three-position  dial-type 
combination  lock  as  approved  by  the 
General  Services  Administration,  or  a 
Class  A  vault  which  meets  the  standards 
established  by  the  head  of  the  DoD  com¬ 
ponent  concerned. 

(2)  An  alarmed  area,  provided  such 
facilities  are  adjudged  by  the  local  re¬ 
sponsible  official  to  afford  protection 
equal  to  or  better  than  that  prescribed 
in  paragraph  (a)(1)  of  this  section. 
When  an  alarmed  area  Is  utilized 
for  the  storage  of  Top  Secret  material. 


the  physical  barrier  must  be  adequate  to 
prevent  surreptitious  removal  of  the  ma¬ 
terial,  and  observation  when  observation 
would  result  in  the  compromise  of  the 
material.  The  physical  barrier  must  be 
such  that  forcible  attack  will  give  evi¬ 
dence  of  attempted  entry  into  the  area 
or  room.  The  alarm  system  must  as  a 
minimum  provide  immediate  notice  to 
a  security  force  of  attempted  surrepti¬ 
tious  forced  entry. 

(b)  Secret  and  Confidential.  Secret 
and  Confidential  material  may  be  stored 
in  the  manner  authorized  for  Top  Se¬ 
cret;  or,  in  a  Class  B  vault,  or  a  vault 
type  room,  strong  room,  or  secure  stor¬ 
age  room,  which  has  been  approved  In 
accordance  with  the  standards  pre¬ 
scribed  by  the  head  of  the  DoD  compo¬ 
nent;  or,  until  phased  out,  in  containers 
described  in  paragraph  (d)  of  this  sec¬ 
tion. 

(c)  Specialized  security  equipment — 

(1)  One-drawer  container.  One-drawer, 
GSA  approved  security  containers  are 
used  primarily  for  storage  of  classified  In¬ 
formation  in  mobile  communication  as¬ 
semblages  or  transportable  tactical  as¬ 
semblages.  Such  containers  must  be  se¬ 
curely  fastened  or  guarded  to  prevent  the 
theft  of  the  container.  Mobile  facilities 
which  contain  one-drawer  security  con¬ 
tainers  housing  classified  material  will  be 
afforded  the  protection  necessary  to  pre¬ 
vent  the  theft  of  the  entire  mobile  unit. 

(2)  Field  safe.  A  field  safe  has  been  ap¬ 
proved  by  GSA  and  listed  on  the  Federal 
Supply  Schedule.  Precautions  similar  to 
those  prescribed  for  the  one-drawer  con¬ 
tainer  should  be  taken  to  prevent  theft. 

(3)  Map  and  plan  file.  A  GSA  approved 
Map  and  Plan  file  has  been  developed 
for  storage  of  odd-sized  items  such  as 
computer  cards,  maps,  and  charts. 

(d)  Non-GSA  approved  containers.  In 
addition  to  the  security  containers  meet¬ 
ing  GSA  standards,  Secret  and  Confiden¬ 
tial  material  may  be  stored  In  a  steel  fil¬ 
ing  cabinet  having  a  built-in,  three-posi¬ 
tion,  dial-type  combination  lock;  or,  as  a 
last  resort,  an  existent  steel  filing  cabi¬ 
net  equipped  with  a  steel  lock  bar,  pro¬ 
vided  it  is  secured  by  a  GSA  approved 
changeable  combination  padlock. 

§  159.500—3  Procurement  and  phase-in 
of  new  storage  equipment. 

(a)  Preliminary  survey.  New  security 
storage  equipment  shall  not  be  procured 
until: 

(1) A  current  physical  survey  has  been 
made  of  on-hand  security  equipment  and 
classified  records,  and 

(2)  It  has  been  determined,  based  upon 
the  survey,  that  it  Is  not-  feasible  to  use 
available  equipment  or  to  retire,  return, 
declassify  or  destroy  a  sufficient  volume 
of  records  currently  on  hand  to  make  the 
needed  security  storage  space  available. 

(b)  Purchase.  Whenever  new  security 
storage  equipment  is  procured,  it  will  be 
from  the  security  containers  listed  on  the 
Federal  Supply  Schedule,  GSA.  Further 
acquisition  for  security  containers  not  on 
the  Federal  Supply  Schedule,  or  modifi¬ 
cation  of  cabinets  to  bar-padlock  type  as 
storage  equipment  for  classified  informa¬ 


tion  and  material  is  prohibited.  Excep¬ 
tions  may  be  made  by  heads  of  com¬ 
ponents,  with  notification  to  the  Assist¬ 
ant  Secretary  of  Defense  (Comptroller) . 

(c)  Nothing  in  this  subpart  shall  be 
construed  to  modify  existing  Federal 
Supply  Class  Management  Assignments 
made  under  DoD  Directive  5030.47,  “Na¬ 
tional  Supply  System,”  May  27,  1971. 

§  159.500—4  Designations  and  combina¬ 
tions. 

(a)  Numbering  and  designating  stor¬ 
age  facilities.  Each  vault  or  container 
used  for  the  storage  of  classified  mate¬ 
rial  shall  be  designated  but  not  exter¬ 
nally  marked  as  to  the  level  of  classified 
material  authorized  to  be  stored  therein. 
Each  vault  or  container  shall  be  assigned 
a  number  or  symbol  for  identification 
purposes.  The  number  or  symbol  shall  be 
affixed  in  a  conspicuous  location  on  the 
outside  of  the  vault  or  container. 

(b)  Combinations  to  containers — (1) 
Changing.  Combinations  to  security  con¬ 
tainers  will  be  changed  only  by  Individ¬ 
uals  having  an  appropriate  security 
clearance.  Combinations  will  be  changed 
under  any  of  the  following  circum¬ 
stances: 

(1)  When  placed  in  use  after  procure¬ 
ment. 

(ii)  Whenever  an  individual  knowing 
the  combination  Is  transferred,  dis¬ 
charged,  or  reassigned  from  the  element 
to  which  the  security  container  is  as¬ 
signed,  or  the  security  clearance  of  an 
Individual  knowing  the  combination  is 
reduced,  suspended,  or  revoked  by  proper 
authority. 

(iii)  When  the  combination  or  record 
of  combination  has  been  compromised  or 
the  security  container  has  been  discov¬ 
ered  unlocked  and  unattended. 

(iv)  At  least  annually  unless  more  fre¬ 
quent  change  is  dictated  by  the  type  ma¬ 
terial  stored  therein. 

(2)  Classifying  combinations.  The 
combination  of  a  vault  or  container  used 
for  the  storage  of  classified  material  shall 
be  assigned  a  security  classification  equal 
to  the  highest  category  of  the  classified 
material  authorized  to  be  stored  therein. 

(3)  Recording  storage  facility  data.  A 
record  shall  be  maintained  for  each 
vault,  secure  room,  or  container  used  for 
storing  classified  material,  showing  loca¬ 
tion,  the  names,  home  addresses,  and 
home  telephone  numbers  of  persons  hav¬ 
ing  knowledge  of  the  combinations  to 
such  storage  facilities.  To  meet  the  above 
minimum  standards,  GSA  Optional  Form 
63  may  be  used  within  DoD  for  these 
purposes. 

(4)  Dissemination.  Knowledge  of  or 
access  to  the  combination  of  a  vault  or 
container  used  for  the  storage  of  classi¬ 
fied  material  shall  be  given  only  to  those 
appropriately  cleared  persons  who  are 
authorized  access  to  the  classified  in¬ 
formation  stored  therein  and  who  must 
have  it  for  efficient  operation. 

(5)  Repair.  Uncleared  personnel  will 
not  be  permitted  to  change  combinations 
or  to  neutralize  lock-outs  on  security 
containers  utilized  for  the  storage  of 
classified  material.  This  service  will  be 
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provided  by  personnel  specifically  trained 
in  approved  methods  of  combination 
changing,  maintenance,  neutralization  of 
lock-outs,  and  repair  of  any  perforations 
effected  during  neutralization  of  lock¬ 
outs. 

Custodial  Precautions 

§  159.501  Responsibilities  of  custo¬ 
dians. 

(a)  Custodians  of  classified  material 
shall  be  responsible  for  providing  pro¬ 
tection  and  accountability  for  such 
material  at  all  times  and  particularly  for 
locking  classified  material  in  appropri¬ 
ate  security  equipment  whenever  it  is 
not  in  use  or  under  direct  supervision 
of  authorized  persons.  Custodians  shall 
follow  procedures  which  insure  that  un¬ 
authorized  persons  do  not  gain  access  to 
classified  information  or  material  by 
sight  or  sound  or  other  means  and  clas¬ 
sified  information  shall  not  be  discussed 
with  or  in  the  presence  of  unauthorized 
persons. 

(b)  Classified  information  or  mate¬ 
rial  shall  not  be  removed  from  officially 
designated  office  or  working  areas  for 
the  purpose  of  working  on  such  mate¬ 
rial  during  off  duty  hours  or  for  other 
purposes  involving  personal  convenience. 
The  head  of  a  component  or  his  designee 
may  authorize  removal  from  such  work¬ 
ing  areas  in  cases  of  compelling  neces¬ 
sity,  provided  that  appropriate  com¬ 
ponent  regulations  applicable  to  such 
situations  ensure  maximum  protection 
possible  under  the  circumstances. 

§  139.501—1  Care  during  working  hours 

Each  individual  shall  take  precaution 
to  prevent  access  to  classified  informa¬ 
tion  by  unauthorized  persons.  Among 
the  precautions  to  be  followed  are: 

(a)  Classified  documents,  when  re¬ 
moved  from  storage  for  working  pur¬ 
poses,  shall  be  kept  under  constant  sur¬ 
veillance  and  face  down  or  covered  when 
not  in  use.  As  existing  stocks  are  ex¬ 
hausted  and  U.S.  standard  form  docu¬ 
ment  cover  sheets  become  available  such 
shall  be  the  only  forms  authorized  for 
use  by  DoD  components  for  these  pur¬ 
poses. 

(b>  Preliminary  drafts,  carbon  sheets, 
plates,  stencils,  stenographic  notes, 
worksheets,  and  all  similar  items  con¬ 
taining  classified  information  shall  be 
either  (1)  destroyed  by  the  person  re¬ 
sponsible  for  their  preparation  immedi¬ 
ately  after  they  have  served  their  pur¬ 
poses,  or  (2)  shall  be  given  the  same 
classification  and  safeguarded  in  the 
same  manner  as  the  classified  material 
produced  from  them. 

<c)  Typewriter  ribbons  used  in  typ¬ 
ing  classified  material  shall  be  protected 
in  all  respects  in  the  same  manner  as 
the  highest  level  of  classification  for 
which  they  have  been  so  used.  When 
destruction  is  necessary,  it  shall  be  ac¬ 
complished  in  the  manner  prescribed  for 
classified  working  papers,  of  the  same 
classification.  After  the  upper  and  lower 
sections  have  been  cycled  through  the 
machine  five  times  in  the  course  of  reg¬ 
ular  typing  all  fabric  ribbons  may  be 


treated  as  unclassified.  Carbon  and 
plastic  typewriter  ribbons  and  carbon 
paper  which  have  been  used  in  the  pro¬ 
duction  of  classified  information  shall 
be  destroyed  in  the  manner  prescribed 
for  working  papers  of  the  same  clas¬ 
sification  after  initial  usage.  As  an  ex¬ 
ception  to  the  foregoing,  any  typewriter 
ribbon  which  remains  substantially  sta¬ 
tionary  in  the  typewriter  until  it  has  re¬ 
ceived  at  least  five  consecutive  impres¬ 
sions  may  be  treated  as  unclassified. 

§  159.501—2  Care  after  working  hours. 

All  heads  of  activities  shall  require  a 
sytem  of  security  checks  at  the  close  of 
each  working  day  to  ensure  that  the 
classified  material  held  by  the  activity  is 
properly  protected.  They  shall  require 
the  custodian  of  the  classified  material  to 
make  an  inspection  which  shall  ensure, 
as  a  minimum,  that: 

(a)  All  classified  material  is  stored  in 
the  manner  prescribed. 

(b)  Bum  bags  are  properly  stored  or 
destroyed. 

(c)  The  contents  of  wastebaskets 
which  contain  classified  material  have 
been  properly  stored  or  destroyed. 

<d)  Classified  shorthand  notes,  carbon 
paper,  carbon  and  plastic  typewriter  rib¬ 
bons,  rough  drafts,  and  similar  papers 
have  been  properly  stored  or  destroyed. 
As  a  matter  of  routine  during  the  day, 
such  items  shall  be  placed  in  burn  bags 
immediately  after  they  have  served  their 
purpose. 

(e>  As  existing  stocks  are  exhausted, 
Optional  Form  No.  62  shall  be  used  by 
DoD  components  for  security  container 
check  purposes. 

§  1  39.501—3  Care  of  working  spaces. 

The  following  precaution  shall  be 
taken  to  provide  protection  of  classified 
information. 

(a)  Necessary  safeguards  shall  be  af¬ 
forded  to  buildings  and  areas  in  which 
classified  material  is  kept. 

(b)  Precautions  shall  be  taken  to 
minimize  any  danger  of  inadvertent  dis¬ 
closure  of  classified  information  in  con¬ 
versations.  Classified  information  shall 
not  be  discussed  in  public  places. 

§  139.501—4  Emergency  planning. 

(a)  Plans  shall  be  developed  for  the 
protection,  removal,  or  destruction  of 
classified  material  in  case  of  natural  dis¬ 
aster,  civil  disturbance,  or  enemy  action. 
Such  plans  shall  establish  detailed  pro¬ 
cedures  and  responsibilities  for  the  pro¬ 
tection  of  classified  material  so  that  it 
does  not  fall  into  unauthorized  hands  in 
event  of  an  emergency;  and  shall  indi¬ 
cate  what  material  is  to  be  guarded,  re¬ 
moved,  or  destroyed.  An  adequate  emer¬ 
gency  plan  should  provide  for :  Guarding 
the  material :  removing  the  classified  ma¬ 
terial  from  the  area;  complete  destruc¬ 
tion  of  the  classified  material  on  a 
phased,  priority  basis;  or  appropriate 
combinations  of  those  actions. 

(b>  Emergency  plans  shall  provide  for 
the  protection  of  classified  information 
in  a  manner  which  will  minimize  the  risk 
of  loss  of  life  or  injury  to  personnel.  The 
immediate  placement  of  a  perimeter 


guard  force  around  the  affected  area, 
preinstructed  and  trained  to  prevent  the 
removal  of  classified  material  by  unau¬ 
thorized  personnel,  is  an  acceptable 
means  of  protecting  classified  material 
and  reducing  casualty  risk. 

§  159.501—5  Telecommunications  con¬ 
versations. 

Classified  information  shall  not  be  dis¬ 
cussed  in  telephone  conversations  except 
as  may  be  authorized  over  approved  se¬ 
cure  communication  circuits. 

§  159.301-6  Security  of  meetings  and 
conferences. 

The  official  responsible  for  arranging 
or  convening  a  conference  or  other  meet¬ 
ing  is  also  responsible  for  instituting  pro¬ 
cedures  and  selecting  facilities  which 
provide  adequate  security  if  classified 
information  is  to  be  discussed  or  dis¬ 
closed.  The  responsible  official  will : 

(a)  Notify  each  person  who  is  to  pre¬ 
sent  or  disclose  classified  information  of 
the  security  limitations  that  must  be  im¬ 
posed  because  of : 

(1)  The  level  of  access  authorization- 

(2)  Requirement  for  access  to  the  in¬ 
formation  by  the  attendees. 

(3)  Physical  security  conditions. 

(b)  Insure  that  each  person  attending 
the  classified  portions  of  meetings  has 
been  authorized  access  to  information  of 
equal  or  higher  classification  than  the 
information  to  be  disclosed. 

(c)  Insure  that  the  area  in  which 
classified  information  is  to  be  discussed 
affords  adequate  security  against  un¬ 
authorized  access. 

(d)  Insure  that  adequate  storage  fa¬ 
cilities  are  available. 

(e)  Control  and  safeguard  any  classi¬ 
fied  material  furnished  to  those  in  at¬ 
tendance  and  retrieve  the  material  or 
obtain  receipts,  as  required. 

(f )  Monitor  the  meetings  to  insure  that 
discussions  are  limited  to  the  level  au¬ 
thorized. 

Subpart — Compromise  of  Classified 
Information 

§  1 59.600  Policy. 

The  compromise  of  classified  informa¬ 
tion  presents  a  threat  to  the  national 
security.  The  seriousness  of  that  threat 
must  be  determined  and  appropriate 
measures  taken  to  negate  or  minimize 
.the  adverse  effect  of  such  a  compromise. 
Simultaneously,  action  must  be  taken  to 
regain  custody  of  the  material  and  to 
identify  and  correct  -the  cause  of  the 
compromise. 

§  159.600-1  Cryptographic  information. 

The  procedures  for  handling  compro¬ 
mises  of  cryptographic  information  are 
set  forth  in  National  Security  Agency 
KAG  I  D  (§  159.100(w)  ) . 

§  159.600—2  Responsibility  of  discov¬ 
erer. 

Any  person  who  has  knowledge  of  the 
actual  or  possible  compromise  of  classi¬ 
fied  information  (as  defined  in  8  159.102- 
5)  shall  immediately  report  the  circum¬ 
stances  to  »  responsible  official. 
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§  159.600—3  Preliminary  inquiry. 

The  designated  responsible  official  will 
initiate  a  preliminary  Inquiry  to  deter¬ 
mine  the  circumstances  surrounding  the 
actual  or  possible  compromise.  The  pre- 
liminiary  inquiry  should  establish 
either: 

(a)  That  a  loss  of  classified  informa¬ 
tion  or  material  did  not  occur  or  that  the 
circumstances  Indicate  the  possibility 
that  classified  Information  was  compro¬ 
mised  as  being  remote.  Expenditure  of 
time  and  effort  on  unproductive  investi¬ 
gation  should  be  avoided.  If  the  re¬ 
sponsible  official  determines  that  the 
probability  of  compromise  is  remote,  and 
that  no  significant  activity  security 
weakness  is  found  and  disciplinary  ac¬ 
tion  is  not  appropriate,  the  report  of 
initial  inquiry  will  suffice;  or 

(b)  That  an  actual  compromise  did 
occur  or  that  the  possibility  of  compro¬ 
mise  cannot  be  discounted.  Upon  this  de¬ 
termination,  the  responsible  official  will: 

(1)  Report  the  circumstances  to  ap¬ 
propriate  authority  as  specified  in  com¬ 
ponent  instructions. 

(2)  If  the  responsible  official  is  the 
originator,  he  shall  take  the  action 
prescribed  in  §  159.600-6. 

(3)  If  other  than  the  originator,  notify 
the  originator  of  the  known  details  of 
the  compromise  to  include  identification 
of  the  classified  information  or  material 
involved.  In  the  event  the  originator  is 
unknown,  notification  will  be  sent  to  the 
office  specified  in  component  instruc¬ 
tions. 

§  159.600—4  Investigation. 

If  it  is  determined  that  further  in¬ 
vestigation  is  warranted,  such  investiga¬ 
tion  will  include  the  following: 

(a)  Complete  identification  of  each 
item  of  classified  information  involved. 

(b)  A  thorough  search  for  the  classi¬ 
fied  material. 

(c)  Fixing  responsibility  for  the  com¬ 
promise. 

(d)  A  statement  that  compromise  oc¬ 
curred  or  that  compromise  is  probable, 
or 

(e)  Statement  that  compromise  did 
not  occur  or  that  possibility  of  compro¬ 
mise  is  considered  remote. 

§  159.600—5  Responsibility  of  authority 
ordering  investigation. 

(a)  The  report  of  investigation  shall 
be  reviewed  to  insure  compliance  with 
this  regulation  and  instructions  issued 
by  component. 

(b)  The  adequacy  of  recommendations 
contained  in  the  report  of  investigation 
shall  be  reviewed  for  remedial,  adminis¬ 
trative  or  disciplinary  action  and  the  re¬ 
port  of  investigation  forwarded  with 
recommendations  through  supervisory 
channels. 

§  159.60(1—6  Responsibility  of  origina¬ 
tor. 

The  originator  or  an  official  higher  in 
the  originator’s  supervisory  chain  will, 
upon  receipt  of  notification  of  loss  or  pos¬ 
sible  compromise  of  classified  lnforma- 
take  action  as  prescribed  in  §  159.202-13. 


§  159.600—7  Espionage  and  deliberate 
compromise. 

Cases  of  espionage  and  deliberate  com¬ 
promise  shall  be  reported  in  accordance 
with  DoD  Instruction  5200.22  ($  159.100 
<f)),  DoD  Directive  5210.50  (8  159.100 
(g) ) ,  and  implementing  issuances. 

§  159.600—8  Unauthorized  absentees. 

When  an  individual  who  had  had 
access  to  classified  material  is 'on  unau¬ 
thorized  absence,  appropriate  inquiry, 
depending  upon  the  length  of  absence 
and  the  degree  of  sensitivity  of  the  clas¬ 
sified  information  involved,  shall  be  con¬ 
ducted  to  determine  if  there  are  any  in¬ 
dications  that  his  activities,  behavior  or 
associations  may  be  inimical  to  the  in¬ 
terests  of  national  security.  In  those 
cases  where  there  are  such  indications  a 
report  shall  be  made  to  the  component 
counterintelligence  organization. 

Subpart — Access,  Dissemination  and 
Accountability 

Access 

§  159.700  Policy. 

The  dissemination  of  classified  in¬ 
formation  orally,  in  writing,  or  by  any 
other  means,  shall  be  limited  to  those 
persons  whose  official  duties  require 
knowledge  or  possession  thereof.  No  one 
has  a  right  to  have  access  to  classified  in¬ 
formation  solely  by  virtue  of  rank  or 
position.  The  final  responsibility  for 
determining  whether  a  person’s  official 
duties  require  that  he  possess  or  have  ac¬ 
cess  to  any  element  or  item  of  classified 
information,  and  whether  he  has  been 
granted  the  appropriate  security  clear¬ 
ance  by  proper  authority,  rests  upon  each 
individual  who  has  authorized  possession, 
knowledge,  or  control  of  the  informa¬ 
tion  involved  and  not  upon  the  prospec¬ 
tive  recipient.  These  principles  are 
equally  applicable  if  the  prospective 
recipient  is  an  organizational  entity,  in¬ 
cluding  commands,  other  Federal  Agen¬ 
cies,  defense  contractors,  foreign  govern¬ 
ments,  and  others. 

§  159.700—1  Determination  of  trust¬ 
worthiness. 

Except  as  provided  in  §  159.700-6,  no 
person  shall  be  given  access  to  classified 
information  or  material  unless  a  deter¬ 
mination  has  been  made  as  to  his  trust¬ 
worthiness.  The  determination  of  eligi¬ 
bility,  referred  to  as  a  security  clearance, 
will  be  based  on  a  background  or  full 
field  investigation  fbr  Top  Secret  and  on 
a  National  Agency  Check  or  Entrance 
NAC  for  Secret  and  Confidential,  in  ac¬ 
cordance  with  the  standards  and  criteria 
of  DoD  Directives  5210.8  (§  159.100(h)) 
and  5220.6  (§  159.100(t) ) ,  as  appropriate. 
Interim  clearances  may  be  granted  in 
accordance  with  the  provisions  of  DoD 
Directive  5210.8.  United  States  citizen 
employees  of  contractors  with  classified 
Government  contracts  may  be  granted 
Confidential  clearances  by  the  contractor 
under  policies  established  by  the  As¬ 
sistant  Secretary  of  Defense  (Comptrol¬ 
ler)  and  published  by  the  Defense  Supply 
Agency  (DSA)  under  the  Industrial 


Security  Program,  except  that  such 
clearances  are  not  valid  for  Restricted 
Data,  Cryptographic  Information,  com¬ 
munications  intelligence,  or  NATO, 
SEATO,  and  CENTO  information  classi¬ 
fied  Confidential. 

§  159.700—2  Continuous  evaluation  of 
eligibility. 

All  DoD  elements  shall  initiate  a  pro¬ 
gram  for  a  periodic  evaluation  of  clear¬ 
ance  for  classified  information  with  spe¬ 
cial  emphasis  directed  to  the  clearance 
criteria  cited  in  DoD  Directives  5210.8 
(8  159.100(h)  and  5220.6  (SJL59.100(t) ) . 
This  program  should  include  close  coor¬ 
dination  with  security,  personnel,  medi¬ 
cal,  legal  and  supervisory  officials  to  as¬ 
sure  that  all  pertinent  information  avail¬ 
able  within  a  command  is  evaluated  when 
an  individual  is  cleared  or  is  being  con¬ 
sidered  for  clearance. 

§  159.700—3  Determination  of  need-to- 
know. 

In  addition  to  a  security  clearance, 
a  person  must  have  a  need  for  access  to 
the  particular  classified  information  or 
material  sought  in  connection  with  the 
performance  of  his  official  duties  or  con¬ 
tractual  obligations.  The  determination 
of  that  need  shall  be  made  as  provided 
in  §  159.700. 

§  159.700—4  Administrative  withdrawal 
of  security  clearance. 

Each  component  and  the  DSA  for  the 
Industrial  Security  Program,  shall  make 
provision  for  administratively  withdraw¬ 
ing  the  security  clearance  of  any  persons 
for  whom  there  is  no  foreseeable  need 
for  access  to  classified  information  or 
material  in  connection  with  the  per¬ 
formance  of  their  official  duties  or  con¬ 
tractual  obligations  of  contractors.  Like¬ 
wise,  when  a  person  no  longer  needs 
access  to  a  particular  security  classifica¬ 
tion  category,  the  security  clearance 
shall  be  adjusted  to  the  classification 
category  still  required  for  the  perform¬ 
ance  of  his  duties  and  obligations.  In 
both  instances,  such  action  will  be  with¬ 
out  prejudice  to  the  persons’  eligibility 
for  a  future  security  clearance. 

§  159.700—5  Revocation  of  security 
clearance  for  cause. 

A  security  clearance  may  be  revoked 
for  cause  when  it  is  determined  in  con¬ 
sonance.  with  due  process  of  law  that  a 
person  holding  such  clearance  is  no 
longer  reliable  or  trustworthy. 

§  159.700—6  Access  by  persons  outside 
the  Executive  Branch. 

Classified  information  may  be  made 
available  to  persons  or  agencies  outside 
the  Executive  Branch  provided  that  such 
classified  information  is  necessary  for 
their  performance  of  a  function  from 
which  the  Government  will  derive  a 
benefit  or  advantage,  and  that  such  re¬ 
lease  is  not  prohibited  by  the  originating 
department  or  agency.  Heads  of  DoD 
components  shall  designate  appropriate 
officials  who  shall  determine,  prior  to 
the  release  of  classified  information 
under  this  provision,  the  propriety  of 
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such  action  in  the  interest  of  national 
security  and  assurance  of  the  recipient's 
trustworthiness  and  need-to-know. 

(a)  Congress.  Access  to  classified  in¬ 

formation  or  material  by  Congress,  Its 
committees,  members,  and  staff  repre¬ 
sentatives  shall  be  in  accordance  with 
DoD  Directive  5400.4  (§  159.100(i)>. 

Additionally,  any  DoD  individual  testify¬ 
ing  before  a  Congressional  committee 
in  executive  session  in  relation  to  a  clas¬ 
sified  matter,  shall  obtain  the  assurance 
of  committee  representatives  that  every¬ 
one  present  has  a  security  clearance 
commensurate  with  the  highest  clas¬ 
sification  of  the  information  that  may 
possibly  come  up  for  discussion.  Mem¬ 
bers  of  Congress,  by  virtue  of  their 
elected  positions,  are  not  investigated 
or  cleared  by  the  Department  of  Defense. 

(b)  Government  Printing  Office 
(GPO) .  In  order  to  utilize  efficiently  the 
most  appropriate  Government  facilities 
for  large  scale  reproduction  of  DoD 
printed  materials,  material  of  all  clas¬ 
sifications  may  be  processed  by  the  GPO, 
which  protects  the  information  in  ac¬ 
cordance  with  Department  of  Defense- 
Government  Printing  Office  Agreement, 
dated  June  26,  1956. 

(c)  Representatives  of  the  General 
Accounting  Office  (GAO).  Representa¬ 
tives  of  the  GAO  may  be  granted  access 
to  classified  information  originated  by 
and  in  possession  of  the  DoD  when  such 
information  is  relevant  to  the  perform¬ 
ance  of  the  statutory  responsibilities  of 
that  office,  as  set  forth  in  DoD  Direc¬ 
tive  7650.1  (§  159.100 (j ) ).  Officials  of 
the  GAO,  as  designated  in  Appendix  C, 
(5  159.1500-2)  are  authorized  to  certify 
security  clearances,  and  the  bases  there¬ 
for.  (The  GAO  has  adopted  DoD  stand- 
ar 's  for  granting  personnel  security 
clearances.)  Certifications  will  be  made 
by  these  officials  pursuant  to  arrange¬ 
ments  with  the  DoD  component  con¬ 
cerned.  Personal  recognition  or  presenta¬ 
tion  of  the  official  credential  cards  issued 
by  the  GAO  to  its  personnel  are  accept¬ 
able  for  identification  purposes. 

(d)  Industrial,  educational  and  com¬ 
mercial  entities.  Bidders,  contractors, 
grantees,  educational,  scientific  or  in¬ 
dustrial  organizations,  may  be  deter¬ 
mined  to  be  eligible  for  access  to  clas¬ 
sified  information  only  when  it  is  es¬ 
sential  to  the  accomplishment  of  a  func¬ 
tion  which  is  necessary  in  the  interest  of 
promoting  the  national  security,  pro¬ 
vided  the  individuals  are  appropriately 
cleared  in  accordance  with  the  DoD  In¬ 
dustrial  Security  Regulation;  DoD 
5220.22-R  (§  159.100(bb)). 

(e)  Historical  researchers.  Persons 
outside  the  Executive  Branch  who  are 
engaged  in  historical  research  projects, 
may  be  authorized  access  to  classified 
information  or  material,  provided  that: 

(1)  It  is  determined  that  such  access 
is  clearly  consistent  with  the  interests  of 
national  security. 

(2)  The  material  requested  is  reason¬ 
ably  accessible  and  can  be  located  and 
compiled  with  a  reasonable  amount  of 
effort. 


(3)  The  person  agrees  to  safeguard  the 
information  and  to  authorize  a  review 
of  his  notes  and  manuscript  for  deter¬ 
mination  that  no  classified  information 
is  contained  therein  by  signing  a  state¬ 
ment  entitled  “Conditions  Governing  Ac¬ 
cess  to  Official  Records  for  Historical  Re¬ 
search  Purposes.” 

(4)  An  authorization  for  access  shall 
be  valid  for  a  period  of  two  years  from 
the  date  of  issuance  and  may  be  renewed 
under  regulations  of  the  issuing  com¬ 
ponent. 

(f)  Former  Presidential  appointees. 
Persons  who  previously  occupied  policy¬ 
making  positions  to  which  they  were  ap¬ 
pointed  by  the  President,  may  be  au¬ 
thorized  access  to  classified  Information 
or  material  which  they  originated,  re¬ 
viewed,  signed,  or  received,  or  which  was 
addressed  to  them  while  in  public  office. 
DoD  components  may  authorize  access 
to  such  material  if  it  Is  determined  to 
be  consistent  with  the  interests  of  na¬ 
tional  security  and  the  person  agrees  to 
safeguard  the  information  and  to  au¬ 
thorize  a  review  of  his  notes  for  deter¬ 
mination  that  no  classified  information  is 
contained  therein,  and  that  no  classified 
information  will  be  further  disseminated 
or  published.  The  former  Government 
officials  referred  to  herein  do  not  Include 
the  White  House  Staff,  or  Presidential 
special  committees  or  commissions. 

(g)  Foreign  nationals,  foreign  govern¬ 
ments,  international  organizations,  and 
immigrant  aliens.  Classified  information 
may  be  released: 

(1)  To  foreign  nationals,  foreign  gov¬ 
ernments  and  international  organiza¬ 
tions,  only  when  specifically  authorized 
under  the  provisions  of  the  National  Dis¬ 
closure  Policy  and  S  159.100(1),  and 

(2)  To  immigrant  aliens  who  reside 
and  intend  to  reside  permanently  in  the 
United  States,  only  at  the  Confidential 
and  Secret  level,  in  the  performance  of 
official  duties,  provided  that  they  have 
been  granted  a  security  clearance  of  the 
required  level  based  upon  a  favorable 
Background  Investigation. 

With  regard  to  Top  Secret  informa¬ 
tion,  immigrant  aliens  may  be  granted  a 
Limited  Access  Authorization  for  a  spe¬ 
cific  contract  or  program  based  upon  the 
personal  and  written  determination  by 
the  Head  of  the  DoD  component  con¬ 
cerned  that  such  access  Is  essential  to 
meet  Government  requirements  and 
that  the  individual  Is  reliable  and  trust¬ 
worthy  in  accordance  with  8 159.100 
(t) .  A  report  of  each  such  determination 
shall  be  furnished  currently  to  the  As¬ 
sistant  Secretary  of  Defense  (Comptrol¬ 
ler).  As  an  exception  to  the  foregoing, 
those  immigrant  aliens  who  hold  Top 
Secret  clearances  as  of  June  1,  1972, 
remain  eligible  to  hold  such  clearances 
until  July  1, 1974. 

(h)  Classified  information  released 
outside  of  the  Executive  Branch  shall  be 
marked  in  accordance  with  the  provi¬ 
sions  of  §  159.405-3,  above. 

§  159.700—7  Emergency  situations. 

When  time  is  of  the  essence  and  it  is 
in  the  interest  of  national  security  to  do 


so,  Heads  of  DoD  components  or  their 
designees  may  authorize  persons  outside 
the  Federal  Government  other  than 
those  enumerated  in  8  159.700-6  above, 
to  have  access  to  classified  information 
or  material  on  a  finding  that  the  per¬ 
son  to  receive  the  information  is  trust¬ 
worthy  for  the  purpose  of  accomplishing 
the  national  security  objective  and  that 
the  intended  recipient  can  and  will  safe¬ 
guard  the  information  from  unauthor¬ 
ized  disclosure  sufficiently  to  accomplish 
the  purposes  for  which  it  was  given  him. 

§  159.700—8  Access  required  by  other 
Executive  Branch  investigative  and 
law  enforcement  agents. 

(a)  Under  normal  procedures  investi¬ 
gative  agents  of  other  departments  or 
agencies  obtain  access  to  DoD  informa¬ 
tion,  whether  classified  or  not,  through 
established  liaison  or  investigative  chan¬ 
nels. 

(b)  In  special  cases  when  the  urgent  or 
delicate  nature  of  a  Federal  Bureau  of 
Investigation  or  Secret  Service  investiga¬ 
tion  precludes  advance  coordination  with 
and  obtaining  prior  approval,  of  the  Head 
of  the  DoD  installation  or  activity,  such 
photographs  or  other  records  as  are  re¬ 
quired  for  the  Instant  investigative  case 
may  be  made  by  the  FBI  or  Secret  Serv¬ 
ice  agents  involved.  However,  these 
photographs  or  other  records  must  be 
protected  as  required  for  the  classifica¬ 
tion  of  the  material  concerned,  and  copies 
provided  to  the  Head  of  the  installation 
or  activity  or  higher  authority  for  review 
pursuant  to  18  U.S.C.  795,  to  determine 
security  classification  or  the  need  to  sani¬ 
tize  for  open  publication.  * 

Dissemination 
§  159.701  Policy. 

Components  shall  establish  procedures 
for  the  dissemination  of  classified  mate¬ 
rial  originated  or  received  by  them,  sub¬ 
ject  to  specific  rules  established  by  higher 
authority  and  by  this  regulation.  As  a 
further  limit  on  dissemination,  the  origi¬ 
nating  official  or  activity  may  prescribe 
specific  restrictions  on  a  classified  docu¬ 
ment  or  in  its  text  when  security  con¬ 
siderations  make  them  necessary. 

§  159.701—1  Restraints  on  special  ac¬ 
cess  requirements. 

Special  requirements  with  respect  to 
access,  distribution  and  protection  of 
classified  Information  shall  require  prior 
specific  approval  in  accordance  with  Sub¬ 
part — Special  Access  Programs. 

§  159.701-2  Material  originating  in  a 
non-DoD  department  or  agency. 

Except  under  rules  established  by  the 
Secretary  of  Defense,  classified  material 
originating  in  a  non-DoD  Department  or 
Agency  shall  not  be  disseminated  outside 
the  DoD  without  the  consent  of  the  orig¬ 
inating  Department  or  Agency,  except 
as  otherwise  provided  by  section  102  of 
the  National  Security  Act,  61  Stat.,  495, 
50  UB.C.  403,  which  authorizes  the  Di¬ 
rector  of  Central  Intelligence  to  correlate 
and  disseminate  intelligence  within  the 
Government. 
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§  159.701—3  Intelligence  material. 

Dissemination  of  Intelligence  material 
shall  be  In  accordance  with  the  provisions 
of  §  159.100(m). 

§  159.701—4  Restricted  Data  and  For¬ 
merly  Restricted  Data. 

Material  bearing  the  warning  notices 
prescribed  in  Subpart — Marking  shall  not 
be  disseminated  outside  authorized  chan¬ 
nels  without  the  permission  of  the  orig¬ 
inator.  The  policy  and  procedures  gov¬ 
erning  access  to  and  dissemination  of 
Restricted  Data  by  DoD  personnel  are 
specified  in  DoD  Directive  5210.2  <§  159  - 
100(n)). 

§  159.701-5  NATO,  CENTO,  SE.4TO  in¬ 
formation. 

Classified  information  originated  by 
NATO,  CENTO,  or  SEATO  shall  be  safe¬ 
guarded  in  accordance  with  DoD  In¬ 
structions  C-5210.21,  C-5210.35,  and 
5210.54  (§  159.100  (o),  (p),  and  (q), 
respectively) . 

§  159.701—6  Cryptographic  information. 

Cryptographic  information  shall  be 
disseminated  in  accordance  with  NSA 
KAG  1  D  (5  159.100(w) ) . 

§  159.701—7  Dissemination  of  Top 
Secret  material. 

(a)  Top  Secret  material,  originated 
within  DoD,  may  not  be  disseminated 
outside  the  DoD,  without  the  consent  of 
the  originating  Department  or  Agency, 
or  higher  authority. 

(b)  Top  Secret  material,  whenever 
severable  from  lower  classified  portions, 
shall  be  accorded  separate  distribution 
on  a  more  selective  basis  than  the  bal¬ 
ance  of  the  information. 

§  159.701—8  Dissemination  of  Secret 
and  Confidential  material. 

Classified  material  other  than  Top 
Secret,  originating  within  DoD  may  be 
disseminated  within  the  Executive 
Branch,  unless  specifically  prohibited  by 
the  originator. 

§  159.701—9  Restraint  on  reproduction. 

Those  portions  of  documents  and  ma¬ 
terials  which  contain  Top  Secret  infor¬ 
mation  shall  not  be  reproduced  without 
the  consent  of  the  originating  activity  or 
higher  authority.  All  other  classified  ma¬ 
terial  shall  be  reproduced  sparingly,  in 
the  minimum  number  of  copies,  and  any 
stated  prohibition  against  reproduction 
shall  be  strictly  observed.  The  following 
restrictive  measures  apply  to  reproduc¬ 
tion  equipment  and  to  the  reproduction 
of  classified  material: 

(a)  The  number  of  copies  of  docu¬ 
ments  containing  classified  information 
shall  be  kept  to  a  minimum  to  decrease 
the  risk  of  compromise  and  reduce  stor¬ 
age  costs. 

(b)  Officials,  by  position  title,  author¬ 
ized  to  approve  the  reproduction  of  Top 
Secret  and  Secret  material  shall  be  de¬ 
signated.  These  designated  officials  will 
carefully  review  the  need  for  reproduc¬ 
tions  with  a  view  toward  minimizing 
classified  reproductions  consistent  with 
operational  requirements  and  reproduc- 
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tion  prohibitions  imposed  by  the  ma¬ 
terial  originator  or  higher  authority. 

(c)  Specific  reproduction  equipment 
shall  be  designated  for  the  reproduction 
of  classified  material.  Reproduction  of 
classified  material  shall  be  restricted  to 
equipment  so  designated.  Rules  to  min¬ 
imize  human  error,  inherent  in  the  re¬ 
production  of  classified  material,  will  be 
posted  on  or  near  the  designated  equip¬ 
ment. 

(d)  Appropriate  warning  notices  pro¬ 
hibiting  reproduction  of  classified  ma¬ 
terial  shall  be  posted  on  equipment  used 
only  for  the  reproduction  of  unclassified 
material. 

(e)  If  the  designated  equipment  in¬ 
volves  reproduction  processes  using  ex¬ 
tremely  sensitive  reproduction  paper, 
such  paper,  shall  be  used  and  stored  in 
a  manner  to  preclude  image  transfer  of 
classified  information. 

(f)  All  copies  of  classified  documents 
reproduced  for  any  purpose  including 
those  incorporated  in  a  working  paper 
are  subject  to  the  same  controls  pre¬ 
scribed  for  the  document  from  which  the 
reproduction  is  made. 

§  159.701-10  Code  *ords,  nicknames 
and  exercise  terms. 

The  DoD  policy  and  procedures  gov¬ 
erning  the  use  of  code  words,  nicknames 
and  exercise  terms  are  set  forth  in  Ap¬ 
pendix  D  (§  159.1500-3). 

§  159.701—11  Scientific  and  technical 
meetings. 

Security  measures  for  use  of  classified 
information  in  scientific  and  technical 
meetings  are  prescribed  in  DoD  Directive 
5200.12,  §  159.100(z). 

Accountability  and  Control 
§  159.702  Top  Secret. 

All  elements  of  the  DoD  shall  estab¬ 
lish  the  following  procedures: 

(a)  Control  officers:  Top  Secret  Con¬ 
trol  Officers,  and  alternates,  shall  be  des¬ 
ignated  within  offices  to  be  responsible 
for  receiving,  maintaining  accountability 
registers  of,  and  dispatching  Top  Secret 
documents.  Such  individuals  shall  be  se¬ 
lected  on  the  basis  of  experience  and  reli¬ 
ability,  and  shall  have  appropriate  secu¬ 
rity  clearances. 

(b)  Accountability:  Top  Secret  ac¬ 
countability  registers  shall  be  maintained 
within  offices.  In  addition,  the  originat¬ 
ing  and  any  subsequent  offices  shall  keep 
disclosure  records  on  each  document  copy 
which  contains  the  document  title,  name 
and  date,  of  all  individuals,  including 
stenographic  and  clerical  personnel,  who, 
during  such  originator’s  or  holder’s  pe¬ 
riod  of  custody,  are  afforded  access  to  in¬ 
formation  contained  in  the  documents. 
This  does  not  include  individuals  within 
an  activity  who  may  have  had  access 
to  containers  in  which  Top  Secret  infor¬ 
mation  is  stored,  or  who  regularly  ad¬ 
ministratively  handled  a  large  volume  of 
such  information.  Such  personnel  are 
considered  identifiable  by  roster  as  hav¬ 
ing  had  access  to  such  type  information 
on  any  given  date.  Disclosure  records 
shall  be  retained  for  two  years  after  the 
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documents  are  transferred,  downgraded, 
or  destroyed. 

(c)  Inventories:  Top  Secret  documents 
shall  be  physically  sighted,  or  accounted 
for  by  examination  of  written  evidence  of 
proper  disposition,  such  as,  certificate  of 
destruction,  transfer  receipt,  etc.,  at  least 
once  annually,  and  more  frequently  when 
circumstances  warrant.  At  the  same  time, 
each  Top  Secret  document  shall  be  au¬ 
dited  to  determine  completeness  and  ac¬ 
curacy.  As  an  exception,  repositories,  li¬ 
braries  or  activities  which  store  large 
volumes  of  classified  material  may  limit 
their  annual  inventory  to  all  documents 
and  material  to  which  access  has  been 
given  in  the  past  12  months,  and  10  per¬ 
cent  of  the  remaining  inventory. 

(d)  Reproduction  and  retention:  Top 
Secret  documents  shall  be  kept  to  the 
minimum  consistent  with  current  re¬ 
quirements.  In  this  connection,  provision 
shall  be  made  for  responsible  custodians 
to  destroy  non-record  Top  Secret  docu¬ 
ments,  as  soon  as  their  intended  purpose 
has  been  served.  Top  Secret  record  docu¬ 
ments  which  cannot  be  destroyed  shall 
be  re-evaluated  and,  when  appropriate, 
downgraded,  declassified,  or  retired  to 
designated  records  centers. 

(e)  Receipts:  Top  Secret  material  will 
be  accounted  for  by  a  continuous  chain 
of  receipts. 

(f)  Each  copy  of  a  Top  Secret  docu¬ 
ment  will  be  numbered  serially  for  ac¬ 
counting  purposes. 

§  159.702-1  Secret. 

Administrative  procedures  shall  be  es¬ 
tablished  controlling  Secret  material  (a) 
originated  or  received  by  an  element;  <b) 
distributed  or  routed  to  components  of, 
or  activities  within,  the  element;  and  (c) 
disposed  of  by  the  element  by  transfer 
of  custody  or  destruction.  The  control 
system  for  Secret  must  be  determined 
by  the  practical  balance  of  security  and 
operating  efficiency. 

§  159.702—2  Confidential. 

Administrative  provisions  shall  be  es¬ 
tablished  which  will  provide  protection 
for  Confidential  information  received, 
originated,  transmitted  or  stored  by  an 
element. 

§  159.702—3  Receipt  of  classified  mate¬ 
rial. 

Procedures  shall  be  developed  within 
DoD  activities  to  ensure  that  all  incoming 
mail,  bulk  shipments  and  material  deliv¬ 
ered  by  messenger  are  adequately  pro¬ 
tected  until  a  determination  is  made  as 
to  whether  classified  material  is  con¬ 
tained  therein.  Screening  points,  deter¬ 
mined  by  the  activity  mail  handling  pro¬ 
cedures,  shall  be  established  to  ensure 
that  incoming  classified  material  is  prop¬ 
erly  controlled  and  that  access  to  clas¬ 
sified  material  is  limited  to  cleared 
personnel. 

§  159.702—4  Working  papers. 

Working  papers  are  documents,  includ¬ 
ing  drafts,  photographs,  etc.,  accumu¬ 
lated  or  created  to  assist  in  the  formu¬ 
lation  and  preparation  of  a  finished 
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document.  Working  papers  containing 
classified  information  will  be: 

(a)  Dated  when  created. 

(b)  Marked  with  the  highest  classifica¬ 
tion  of  any  information  contained  in  the 
document. 

(c)  Protected  in  accordance  with  the 
classification  assigned. 

(d)  Destroyed  when  they  have  served 
their  purpose. 

(e)  Accounted  for  or  controlled  in  the 
same  manner  prescribed  for  a  finished 
document  of  comparable  classification 

when: 

(1)  Released  by  the  originator  to  an 
agency  or  activity  outside  a  headquarters 
or  when  transmitted  through  message 
center  channels  within  a  headquarters. 

(2)  Placed  permanently  in  a  file  sys¬ 
tem. 

(3)  Retained  more  than  180  days  from 
date  of  origin. 

(f )  All  working  papers  shall  be  marked 
with  downgrading  or  exemption  instruc¬ 
tion  when  placed  in  permanent  files. 

§  159.702—5  Data  index  system. 

The  NSC  Directive,  §  159.100(c),  re¬ 
quires  each  Department  to  undertake  to 
establish  a  data  index  system  covering 
classified  information  and  material  in 
selected  categories  as  having  sufficient 
historical  or  other  value  appropriate  for 
preservation.  The  DoD  is  considering  the 
identification  of  such  categories  of  infor¬ 
mation  and  material  and  the  feasibility 
of  various  systems  for  the  reporting  and 
indexing  of  such  information. 

Subpart — Transmission 

Methods  of  Transmission  or 
Transportation 

§  159.800  Policy. 

When  classified  material  mast  be 
physically  moved,  anv  means  of  trans¬ 
portation  may  be  used,  with  the  follow¬ 
ing  exceptions: 

(a)  Classified  material  shall  not  be 
hand-carried  aboard  commercial  passen¬ 
ger  aircraft  by  DoD  civilian  employees, 
military  members,  and  contractor  em¬ 
ployees  of  cleared  facilities  under  the 
Defense  Industrial  Security  Program  un¬ 
less  the  official  authorized  to  approve 
travel  orders  and  designate  eourier  indi¬ 
viduals  to  handcarry  such,  shall  have 
made  written  prior  determination  that 
an  emergency  situation  exists,  and  that: 

(1)  There  is  neither  time  nor  other 
transmission  means  available  to  move 
the  material  in  the  times  required  to 
accomplish  operational  objectives  and 
contract  requirements,  to  include  Re¬ 
quest  for  Quotation  (RFQ)  and  Request 
for  Bid  (RFB) , 

(2)  The  procedural  and  documentary 
requirements  set  forth  in  §§  159.800-1 
and  159.801  through  159.802-3  will  be 
followed. 

(b)  The  carrying  of  classified  material 
across  national  borders  shall  not  be  per¬ 
mitted  unless  the  responsible  official  con¬ 
cerned  has  made  provisions  to  preclude 
customs,  postal,  or  other  inspections  (see 
§§  159.800-1,  159.800-2  and  159.800-3). 


(c)  Foreign  carriers  may  not  be  uti¬ 
lized  unless  the  U.S.  escort  has  physical 
control  of  the  classified  material. 

(d)  If  it  is  determined  that  the  con¬ 
ditions  described  in  9  159.800(a)  (1) 
exist,  classified  material  may  be  carried 
or  shipped  on  commercial  passenger  air¬ 
craft  moving  within  or  between  the  area 
encompassed  by  the  United  States,  and 
its  territories,  and  Canada.  Classified 
material  may  not  be  carried  on  com¬ 
mercial  passenger  aircraft  moving  to  or 
from  the  described  areas,  or  from  place 
to  place  outside  such  area. 

§  159.800-1  Top  Secret. 

Transmission  of  Top  Secret  shall  be 
effected  only  by : 

(a)  The  Armed  Forces  Courier  Serv¬ 
ice  (ARFCOS) , 

(b)  Authorized  Component  Courier 

Services, 

(c)  If  appropriate,  the  Department  of 
State  Courier  System, 

(d)  Cleared  and  designated  personnel 
traveling  on  a  conveyance  owned,  con¬ 
trolled  or  chartered  by  the  government 
or  DoD  contractors, 

(e)  Cleared  and  designated  U.S.  -Mili¬ 
tary  personnel  or  Government  civilian 
employees  by  surface  transportation, 

(f)  Cleared  and  designated  U.S.  Mili¬ 
tary  personnel  or  Government  civilian 
employees  on  scheduled  commercial 
passenger  aircraft  within  and  between 
the  United  States  and  its  territories,  and 
Canada,  when  the  applicable  provisions 
of  this  subpart  are  adhered  to, 

(g)  Cleared  and  designated  DoD  con¬ 
tractor  employees  by  surface  means 
within  U.S.  boundaries  only  or  on  sched¬ 
uled  commercial  passenger  aircraft 
within  and  between  the  United  States 
and  its  territories  when  the  applicable 
provisions  of  this  subpart  are  adhered  to, 

(h)  Approved  electrical  means  or 
electrical  means  in  unencrypted  form 
over  Protected  Wireline  Distribution 
Systems  which  have  been  approved  by 
the  Director,  Defense  Communications 
Agency  or  his  designee,  or  other  author¬ 
ities  designated  by  the  United  States 
Communications  Security  Board. 

§  159.800-2  Secret. 

Transmission  of  Secret  material  may 
be  effected  by : 

(a)  Any  of  the  means  approved  for 
the  transmission  of  Top  Secret,  except 
that  Secret  material  may  be  introduced 
into  the  ARFCOS  only  when  the  control 
of  such  material  cannot  otherwise  be 
maintained  in  U.S.  custody.  (The  fore¬ 
going  restriction  on  introduction  into 
ARFCOS  does  not  pertain  to  cryptologi¬ 
cal  and  cryptographic  material.) 

(b)  Appropriately  cleared  contractor 
employees  for  transmission  within  and 
between  the  area  encompassed  by  the 
United  States  and  its  Territories.  In 
other  areas,  contractor  employees  may 
transmit  Secret  material  by  surface 
means  within  national  borders,  only 
when  it  is  necessary  for  the  contractor 
employee  in  the  performance  of  the  con¬ 
tract,  project  or  mission  to  remove  the 


classified  information  from  a  United 
States  Government  activity. 

(c)  United  States  Postal  8ervice  reg¬ 
istered  mail  within  and  between  the 
United  States  and  its  Territories. 

(d)  United  States  Postal  Service  reg¬ 
istered  mail  through  Army,  Navy,  or 
Air  Force  Postal  Service  facilities,  out¬ 
side  the  area  described  in  c.  above,  pro¬ 
vided  that  the  material  does  not  at  any 
time  pass  out  of  United  States  citizen 
control  and  does  not  pass  through  a 
foreign  postal  system. 

(e)  United  States  Postal  Service  reg¬ 
istered  mail  with  registered  mail  receipt 
between  United  States  Government  and/ 
or  Canadian  Government  installations 
in  the  United  States  and  Canada. 

(f)  Qualified  carriers  authorized  to 
transport  Secret  material  via  a  Protec¬ 
tive  Security  Service  (PSS)  under  the 
Department  of  Defense  Industrial  Se¬ 
curity  Program.  This  method  is  author¬ 
ized  only  within  United  States  bound¬ 
aries  and  only  when  the  size,  bulk, 
weight,  nature  of  the  shipment,  or  escort 
considerations  make  the  use  of  other 
methods  impractical. 

(g)  Other  carriers  under  escort  of  ap¬ 
propriately  cleared  personnel.  Carriers 
included  are  Government  and  Govern¬ 
ment  contract  vehicles,  aircraft,  ships 
of  the  United  States  Navy,  civil  service 
manned  United  States  Naval  ships,  and 
ships  of  U.S.  Registry.  Appropriately 
cleared  operators  of  vehicles,  officers  of 
ships  or  pilots  of  aircraft  who  are  United 
States  citizens  may  be  designated  as 
escorts  provided  the  control  and  sur¬ 
veillance  of  the  carrier  is  maintained  on 
a  24-hour  basis.  The  escort  shall  protect 
the  shipment  at  all  times,-  through  per¬ 
sonal  observation  or  authorized  storage 
to  prevent  inspection,  tampering,  pilfer¬ 
age  or  unauthorized  access  until  delivery 
to  the  consignee.  However,  observation 
of  the  shipment  is  not  required  dining 
the  period  it  is  stored  in  an  aircraft  or 
ship  in  connection  with  flight  or  sea 
transit,  provided  the  shipment  is  loaded 
into  a  compartment  which  is  not  ac¬ 
cessible  to  any  unauthorized  persons 
aboard,  or  loaded  in  specialized  con¬ 
tainers,  including  closed  cargo  con¬ 
tainers. 

(h)  Electrical  means  over  approved 
communication  circuits. 

§  159.800—3  Confidential. 

Transmission  of  Confidential  material 
may  be  effected  by: 

(a)  Any  means  approved  for  the 
transmission  of  Secret  material.  How¬ 
ever,  United  States  Postal  Service  regis¬ 
tered  mail  shall  be  used  for  Confidential 
only  where  indicated  in  paragraph  (c) 
of  this  section. 

(b)  United  States  Postal  Service  cer¬ 
tified  or  First  Class  Mail  between  De¬ 
partment  of  Defense  Component  loca¬ 
tions  within  and  between  the  United 
States  and  its  Territories.  However,  the 
outer  envelopes/wrappers  of  such  Con¬ 
fidential  material  shall  be  endorsed 
“Postmaster:  Do  Not  Forward  Outside 
Areas  Served  by  U.S.  Civil  Post  Offices.” 
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Certified,  or  if  appropriate,  registered 
mail,  shall  be  used  for  material  directed 
to  DoD  contractors. 

(c)  United  States  Postal  Service  reg¬ 
istered  mail  for  (1)  Confidential  material 
of  NATO,  SEATO  and  CENTO;  (2)  to 
and  from  PPO  or  APO  addressees  located 
outside  the  area  set  forth  in  §  159.800- 
3(b),  above;  and  (3)  other  addressees 
when  the  originator  is  uncertain  that 
their  location  is  within  the  United  States 
boundaries.  Use  of  return  postal  receipts 
on  a  case-by-case  basis  is  authorized. 

(d)  Within  United  States  boundaries, 
commercial  carriers  which  provide  a 
Security  Signature  Service  (SSS).  This 
method  is  authorized  only  when  the  size, 
bulk,  weight,  nature  of  the  shipment  or 
escort  considerations  make  the  use  of 
other  methods  impractical. 

(e)  In  the  custody  of  commanders  or 
masters  of  ships  of  United  States  registry 
who  are  United  States  citizens.  Confiden¬ 
tial  material  shipped  on  ships  of  United 
States  registry  may  not  pass  out  of 
United  States  Government  control.  The 
commanders  or  masters  must  receipt  for 
the  cargo  and  agree  to:  (1)  Deny  access 
to  the  Confidential  material  by  unau¬ 
thorized  persons,  including  customs  in¬ 
spectors,  with  the  understanding  that 
Confidential  cargo  which  would  be  sub¬ 
ject  to  customs  inspection  will  not  be  un¬ 
loaded;  and  (2)  maintain  control  of  the 
cargo  until  a  receipt  is  obtained  from  an 
authorized  representative  of  the  con¬ 
signee. 

(f)  Alternative  transmission  of  con¬ 
fidential.  The  head  of  any  component 
having  authority  to  originally  classify 
information  or  material  as  “Confiden¬ 
tial”  may,  by  rule  or  regulation  provide 
alternate  or  additional  methods  affording 
at  least  an  equal  degree  of  security  for 
the  transmission  of  such  material  outside 
the  department. 

§  159.800—4  Transmission  of  classified 
material  to  foreign  governments. 

(a)  Subsequent  to  a  determination  by 
competent  authority  that  classified  ma¬ 
terial  may  be  released  to  a  foreign  gov¬ 
ernment,  it  shall  be  transmitted  only: 

(1)  To  an  embassy  or  other  official 
agency  of  the  recipient  government 
which  has  extra  territorial  status,  or 

(2)  For  on-loading  aboard  a  ship,  air¬ 
craft  or  other  carrier  designated  by  the 
recipient  government  at  the  point  of  de¬ 
parture  from  the  United  States,  or  its 
territories,  provided  .that  at  the  time  of 
delivery  a  duly  authorized  representative 
of  the  recipient  government  is  present 
at  the  point  of  departure  to  accept 
delivery,  to  insure  immediate  loading, 
and  to  assume  security  responsibility  for 
the  classified  material. 

(3)  To  a  cleared  storage  facility  lo¬ 
cated  at  or  near  the  loading  point. 

(b)  Classified  material  shall  be  trans¬ 
ferred  on  a  govemment-to-govemment 
basis  by  duly  authorized  representatives 
of  each  government,  and  shall  not  pass  to 
a  foreign  government  until  a  delivery  re¬ 
ceipt,  to  include  a  United  States  postal 
receipt  where  applicable,  has  been  ex- 
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ecuted  by  a  duly  authorized  representa¬ 
tive  of  the  recipient  foreign  government. 

(c)  Each  contract,  agreement  or  ar¬ 
rangement  which  contemplates  transfer 
of  classified  material  to  a  foreign  govern¬ 
ment  within  the  United  States,  its  ter¬ 
ritories  and  possessions,  shall  designate 
a  point  of  delivery  in  accordance  with 
paragraph  (a)(1),  (a)(2),  or  (a)(3)  of 
this  section.  If  delivery  is  to  be  made  at 
a  point  described  in  paragraph  (a)(2) 
of  this  section,  the  contract,  agreement, 
or  arrangement  shall  provide  for  United 
States  Government  storage,  or  storage  by 
a  cleared  commercial  carrier  or  other 
cleared  storage  point  at  or  near  the  de¬ 
livery  point,  so  that  the  classified  ma¬ 
terial  may  be  temporarily  stored  in  the 
event  the  carrier  designated  by  the  re¬ 
cipient  foreign  government  is  not  avail¬ 
able  for  loading.  Any  storage  facility  used 
or  designated  for  this  purpose  must 
afford  the  classified  material  the  protec¬ 
tion  required  by  this  regulation. 

(d)  If  classified  material  is  to  be  de¬ 
livered  to  a  foreign  government  within 
the  recipient  country,  it  shall  be  trans¬ 
mitted  in  accordance  with  this  subpart. 
Unless  the  material  is  accompanied  by 
a  designated  or  approved  courier  or 
escort,  it  shall,  on  arrival  in  the  recipient 
country,  be  delivered  to  a  United  States 
Government  representative  who  shall 
arrange  for  transfer  to  a  duly  authorized 
representative  of  the  recipient  foreign 
government. 

"  (e)  If  classified  material  is  to  be  de¬ 
livered  to  the  representatives  of  a  foreign 
government  within  a  third  country  it 
shall  be  delivered  by  a  U.S.  courier  or 
escort  to  such  representative  at  an 
agency  or  installation  of  the  United 
States  or  of  the  recipient  country  which 
has  extraterritorial  status  or  is  otherwise 
exempt  from  the  jurisdiction  of  the  third 
country. 

§  159.800—5  Consignor-consigner  re¬ 
sponsibility  for  shipment  of  bulky 
material. 

The  consignor  of  a  bulk  shipment 
shall: 

(a)  Normally,  select  a  carrier  which 
will  provide  a  single  line  service  from  the 
point  of  origin  to  destination,  when  such 
a  service  is  available. 

(b)  Ship  packages  weighing  less  than 
200  pounds  gross  only  in  closed  vehicles. 

(c)  Notify  the  consignee,  and  military 
transshipping  activities,  of  the  nature  of 
the  shipment  (including  level  of  classifi¬ 
cation),  the  means  of  shipment,  the 
numbers  of  seals  if  used,  and  the  an¬ 
ticipated  time  and  date  of  arrival  by 
separate  communication  at  least  24  hours 
in  advance  of  arrival  of  the  shipment. 
Advise  the  first  military  transshipping 
activity  that,  in  the  event  the  material 
does  not  move  on  the  conveyance  origi¬ 
nally  anticipated,  the  transshipping  ac¬ 
tivity  should  so  advise  the  consignee  with 
information  of  firm  transshipping  date 
and  estimated  time  of  arrival.  Upon  re¬ 
ceipt  of  the  advance  notice  of  a  ship¬ 
ment  of  classified  material,  consignees 
and  transshipping  activities  shall  take 
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appropriate  steps  to  receive  the  classified 
shipment  and  to  protect  it  upon  arrival. 

(d)  Annotate  the  bills  of  lading  to  re¬ 
quire  the  carrier  to  notify  the  consignor 
immediately,  by  the  fastest  means,  if  the 
shipment  is  unduly  delayed  enroute. 
Such  annotations  shall  not,  under  any 
Circumstances,  disclose  the  classified  na¬ 
ture  of  the  commodity. 

(e)  Require  the  consignee  to  advise  the 
consignor  of  any  shipment  not  received 
more  than  48  hours  after  the  estimated 
time  of  arrival  furnished  by  the  con¬ 
signor  or  transshipping  activity.  Upon 
receipt  of  such  notice,  the  consignor 
shall  immediately  trace  the  shipment. 
If  there  is  evidence  that  the  classified 
material  was  subjected  to  compromise, 
the  procedures  set  forth  in  Subpart — 
Compromise  of  Classified  Information  of 
this  regulation  for  reporting  compro¬ 
mises  shall  apply. 

§  159.800—6  Transmission  of  Communi¬ 
cations  Security  (COMSEC)  mate¬ 
rial. 

Communications  Security  (COMSEC) 
material  shall  be  transmitted  in  accord¬ 
ance  with  National  Security  Agency 
KAG-1D. 

§  159.800—7  Transmission  of  Restricted 
Data. 

Restricted  Data  documents  shall  be 
transmitted  in  the  same  manner  as  other 
material  of  the  same  security  classifica¬ 
tion.  The  transporting  and  handling  of 
nuclear  weapons  or  nuclear  components 
shall  be  in  accordance  with  applicable 
component  directives. 

Restrictions  on  Classified  Material 
§  159.801  Personnel  in  a  travel  status. 

When  the  responsible  official  has  de¬ 
termined  in  accordance  with  the  pro¬ 
visions  of  §  159.800,  that  it  is  necessary 
for  personnel  in  travel  status  to  carry 
classified  material  in  the  performance  of 
official  duties,  the  following  shall  apply: 

(a)  A  determination  shall  be  made  to 
ascertain  whether  the  necessary  classi¬ 
fied  material  is  available  at  the  destina¬ 
tion  of  the  traveler.  If  the  material  is 
available,  no  additional  transmission 
Shall  be  authorized. 

(b)  If  the  needed  classified  material  is 
not  available  at  the  destination  of  the 
traveler,  responsible  officials  shall,  when¬ 
ever  possible,  have  the  classified  material 
transmitted  to  the  activity  being  visited 
by  other  authorized  means. 

(c)  If  it  is  impossible  to  comply  with 
either  paragraph  (a)  or  (b) ,  of  this  sec¬ 
tion,  responsible  officials  may  authorize 
appropriately  cleared  personnel  to  carry 
or  transmit  classified  material  on  their 
persons  between  their  duty  station  and 
the  activity  to  be  visited  subject  to  the 
following  conditions: 

(1)  The  classified  material  shall  be  in 
the  physical  possession  of  the  individual 
at  all  times  if  proper  storage  at  a  United 
States  Government  activity  or  appropri¬ 
ately  cleared  contractor  facility  (conti¬ 
nental  United  States  only)  is  not  avail¬ 
able.  Classified  material  shall  not  be  left 
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in  such  places  as  locked  automobiles, 
hotel  rooms,  hotel  safes,  train  compart¬ 
ments,  private  residences,  public  lockers, 

etc. 

(2)  Classified  material  shall  not  be 
read,  studied,  displayed,  or  used  in  any 
manner  In  public  conveyances  or  places. 

(3)  When  classified  material  is  carried 
in  a  private,  public  or  Government  con¬ 
veyance,  it  shall  not  be  stored  in  any  de¬ 
tachable  storage  compartment  such  as 
automobile  trailers,  luggage  racks,  air¬ 
craft  travel  pods  or  drop  tanks. 

(4)  Written  statements  authorizing 
the  transmission  or  carrying  of  classi- 
field  material  shall  be  provided  by  re¬ 
sponsible  officials  to  all  individuals 
traveling  outside  of  or  direct  flight  be¬ 
tween  the  areas  encompassed  by  the 
United  States  and  its  Territories,  and 
Canada  or  utilizing  commercial  aircraft. 
This  authorization  statement,  which 
may  be  included  in  official  travel  orders, 
also  should  ordinarily  permit  the  in¬ 
dividual  to  pass  through  any  customs 
without  the  need  for  subjecting  the 
classified  material  to  inspection.  If  dif¬ 
ficulty  with  customs  is  encountered  the 
individual  shall  refuse  to  disclose  the 
classified  material  to  customs  inspection, 
and  take  action  under  the  appropriate 
provisions  of  S  159.802. 

(5)  A  list  of  all  classified  material 
carried  or  transmitted  by  individuals 
traveling  will  be  maintained  by  the 
command  to  which  the  individual  is  at¬ 
tached.  Upon  return  of  the  traveler,  all 
classified  material  shall  be  accounted 
for. 

(6)  All  individuals  authorized  to  carry 
or  transmit  classified  material  while  in  a 
travel  status  shall  be  fully  Informed  of 
the  provisions  of  this  subpart  prior  to 
departure  from  their  duty  station. 

§  159.801—1  Travel  on  commercial  pas¬ 
senger  aircraft  susceptible  to  hijack¬ 
ing. 

(a)  As  a  result  of  hijackings,  close  at¬ 
tention  must  be  given  to  the  necessity 
for  travel  by  commercial  passenger  air¬ 
craft  of  personnel  hand-carrying  classi¬ 
fied  material  and  of  personnel  having 
knowledge  of  sensitive  information. 

(b)  In  the  event  that  an  individual  is 
a  passenger  aboard  a  commercial  pas¬ 
senger  aircraft  which  is  hijacked  and 
landed  in  a  foreign  country,  he  shall  con¬ 
duct  himself  as  follows: 

(1)  If  identification  is  required  and  an 
individual  is  in  uniform,  he  shall  show 
his  Armed  Forces  Identification  Card. 
If  in  civilian  clothes,  he  should  show 
civilian  identification  Initially;  however, 
if  asked  directly  if  he  is  in  the  armed 
forces,  he  should  not  attempt  to  deny 
military  affiliation. 

(2)  If  questioned  or  interrogated  in  a 
foreign  country,  commonsense  judgment 
shall  be  used  in  making  any  response 
but  personnel  shall  not  under  any  cir¬ 
cumstances  reveal  classified  information. 

(3)  Upon  return  to  United  States  con¬ 
trol,  official  United  States  investigators 
may  want  to  debrief  detainees.  Personnel 
should,  therefore,  observe  and  mentally 
note  the  methods  and  procedures  used 


by  the  detainer  during  their  stay  in  the 
foreign  countries. 

(c)  If,  as  the  result  of  hijacking  of 
an  aircraft  to  a  foreign  country,  classi¬ 
fied  material  is  compromised  or  subjected 
to  compromise,  or  there  are  indications 
of  attempts  at  foreign  intelligence  ex¬ 
ploitation  of  personnel  or  material,  ap¬ 
propriate  security  officials  shall  be  noti¬ 
fied  immediately. 

Procedure  for  Hand-Carrying  Classified 

Information  on  Commercial  Passenger 

Aircraft 

§  159.802  Prerequisites. 

The  provisions  of  55  159.800  through 

159.801-1  contain  prerequisites  which 
must  be  met  prior  to  the  authorization 
under  this  section  to  hand-carry  classi¬ 
fied  material  aboard  commercial  pas¬ 
senger  aircraft. 

§  159.802—1  Basic  requirements. 

(a)  Advanced  and  continued  coordi¬ 
nation  by  DoD  Component  and  con¬ 
tractor  officials  shall  be  made  with  de¬ 
parture  airline/terminal  officials  and. 
where  possible,  with  Intermediate  trans¬ 
fer  terminals  to  develop  mutually  satis¬ 
factory  arrangements  within  the  terms 
of  this  Issuance  and  FAA  guidance. 

(b)  The  individual  designated  as 
courier  shall  be  In  possession  of  either 
DD  Form  2  (any  oolor)  or  other  DoD  or 
contractor  picture  identification  card 
and  written  authorization  to  carry  classi¬ 
fied  material  (see  5  159.802-2  and 
5  159.802-3  below). 

(c)  The  courier  shall  have  been  briefed 
as  to  the  provisions  of  55  159.801  and 

159.801- 1  and  of  55  159.802  through 

159.802- 4. 

§  159.802—2  Procedures  for  carrying 
classified  documents. 

Persons  carrying  classified  documents 
should  process  through  the  airline  ticket¬ 
ing  and  boarding  procedure  in  the  same 
manner  as  all  other  passengers,  except 
for  the  following; 

(a)  The  passenger  shall  present  him¬ 
self  at  the  screening  station  for  routine 
processing.  The  classified  documents 
being  carried  shall  contain  no  metal 
bindings  and  shall  be  contained  in  sealed 
envelopes.  Should  such  envelope  be  con¬ 
tained  in  a  briefcase  or  other  carry-on 
luggage,  the  briefcase  or  luggage  shall  be 
routinely  offered  for  opening  for  inspec¬ 
tion  for  weapons.  The  screening  official 
should  be  able  to  inspect  the  envelopes 
by  flexing,  feel,  weight,  etc.,  without  any 
requirement  for  opening  the  envelopes 
themselves. 

(b)  In  the  event  that  the  screening 
official  is  not  satisfied,  the  passenger  at 
that  time  shall  inform  the  official  that 
the  envelopes  contain  classified  material, 
and  shall  exhibit  an  official  U.S.  Govern¬ 
ment  or  company  (picture)  Identification 
card,  plus  separate  travel  authorization. 

(c)  At  that  point,  the  screening  official 
will  process  the  envelopes  with  a  detec¬ 
tion  device. 

(1)  If  no  alarm  results,  the  envelopes 
require  no  further  examination. 


(2)  If  an  alarm  results,  the  passenger 
shall  not  be  permitted  to  board,  and, 
therefore,  Is  not  subject  to  further 
screening  for  boarding  purposes. 

(3)  The  passenger,  himself,  and  all 
other  Items  he  may  be  carrying  will  be 
subject  to  routine  screening. 

(d)  Opening  or  reading  the  classified 
documents  by  the  screening  official  is  not 
permitted. 

§  159.882—3  Procedures  for  classified 
material  in  packages. 

Classified  material  in  sealed  or  pack¬ 
aged  containers,  normally,  because  of 
size,  weight,  or  other  physical  character¬ 
istics,  are  not  suitable  for  processing  un¬ 
der  5  159.802-2(a>.  Such  material  shall 
be  processed  as  follows: 

(a)  The  Government  or  contractor  of¬ 
ficial  who  has  authorized  the  transport 
of  the  classified  material  shall  notify  the 
appropriate  air  carrier  in  advance  of  this 
situation. 

(b)  Upon  arriving  at  the  terminal,  the 
passenger  carrying  the  material  ahull  re¬ 
port  to  the  affected  airline  ticket  counter 
prior  to  boarding,  present  his  documen¬ 
tation,  and  the  package  or  cartons  to  be 
exempt  from  screening.  The  airline  rep¬ 
resentative  will  review  the  documenta¬ 
tion  and  description  of  the  containers 
to  be  exempt.  The  official  may  make  a 
telephone  can  to  a  representative  of 
the  authorizing  official,  as  shown  on 
the  letter  of  authorization,  for  additional 
verification. 

(c)  If  satisfied,  with  the  identification 
of  the  passenger  and  his  documentation, 
the  official  win  provide  the  passenger 
with  an  escort  to  the  screening  station 
and  authorize  the  screening  personnel  to 
exempt  the  container  from  physical  or 
other  type  Inspection.  The  passenger  and 
other  items  he  may  be  carrying  shall  con¬ 
tinue  to  be  subject  to  routine  screening. 

(d)  If  the  airline  official  Is  not  satisfied 
with  the  authenticity  of  the  passenger 
and  his  documentation,  the  passenger 
will  not  be  permitted  to  board,  and, 
therefore.  Is  not  subject  to  further 
screening  for  boarding  purposes. 

§  159.802—4  Documentation. 

(a)  Persons  carrying  envelopes  as  pro¬ 
vided  In  5  159.802-2,  shall  have  a  picture 
identification  card  and  travel  authoriza¬ 
tion  which  specifically  describes  the  en¬ 
velopes  carried  which  contain  classified 
information. 

(b)  When  authorized  to  carry  pack¬ 
ages  (5  159.802-3)  both  government  and 
contractor  personnel  shall  present  an 
identification  card  or  credential  carrying 
a  photograph,  descriptive  data,  and  sig¬ 
nature  of  the  individual.  (If  the  identifi¬ 
cation  card  does  not  carry  descriptive 
data,  l.e.,  as  a  minimum,  date  of  birth, 
height,  weight,  and  signature,  these 
items  must  be  included  In  the  letter  of 
authorization) . 

(1)  D6D  personnel  shall  present  an 
official  identification  Issued  by  an  agency 
of  the  UJ9.  Government. 

(2)  Contractor  personnel  shall  pre¬ 
sent  identification  issued  by  the  con¬ 
tracting  firm  or  company  employing  the 
individual,  or,  In  some  Instances,  an 
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Identification  issued  by  the  UJS.  Govern¬ 
ment.  Contractors’  identification  cards 
shall  carry  the  name  of  the  employing 
contractor,  or  otherwise  be  marked  to  de¬ 
note  “contractor”. 

(3)  The  courier  shall  have  the  orig¬ 
inal  of  a  letter  authorizing  the  individu¬ 
al  to  carry  classified  material.  A  repro¬ 
duced  copy  is  not  acceptable;  however, 
the  traveler  shall  have  sufficient  authen¬ 
ticated  copies  to  provide  a  copy  to  each 
airline  involved.  Hie  letter  shall  be  pre¬ 
pared  on  letterhead  stationery  of  the 
agency  or  contractor  authorizing  the 
carrying  of  classified  material  for  the 
trip  in  question.  In  addition,  the  letter 
shall: 

(1)  Give  the  full  name  of  the  individ¬ 
ual  and  his  employing  agency  or  com¬ 
pany; 

(ii)  Describe  the  type  of  identification 
the  individual  will  present  (e.g..  Naval 
Research  Laboratory  Identification 
Card.  No.  1234;  ABC  Corporation  Iden¬ 
tification  Card  No.  1234) ; 

(ill)  Describe  the  material  being  car¬ 
ried  (e.g.,  three  sealed  packages,  9"  x 
8"  x  24”,  addressee  and  addressor) ; 

(iv)  Identify  the  point  of  departure, 
destination  and  known  transfer  points; 

(v)  Carry  a  date  of  issue  and  expira¬ 
tion  date  which  may  not  exceed  seven 
days  from  the  date  of  issue ; 

(vi)  Carry  the  name,  title,  and  signa¬ 
ture  of  the  official  issuing  the  letter. 
Each  package  or  carton  to  be  exempt 
shall  be  signed  on  its  face  by  the  official 
who  signed  the  letter; 

(vii)  Carry  the  name  of  the  govern¬ 
ment  agency  designated  to  confirm  the 
letter  of  authorization,  and  its  telephone 
number.  The  telephone  number  of  the 
agency  designated  shall  be  an  official 
UB.  Government  number,  for  both  Gov¬ 
ernment  and  contractors,  that  is  subject 
to  verification; 

(viii)  The  letter  may  contain  a  print¬ 
ed  (typed)  Indorsement  for  signature  of 
the  host  official  at  destination  if  a  round 
trip  requirement  is  foreseen. 

(c)  Information  relating  to  the  issu¬ 
ance  of  DoD  Identification  cards  is  con¬ 
tained  in  DoD  Instruction  1000.13,  dated 
May  23,  1972.  The  Green,  Gray,  and  Red 
forms  of  DD  Form  2  and  other  DoD  and 
contractor  picture-ID  card  are  accept¬ 
able  to  FAA.  Components  shall  provide 
for  the  issuance  of  DD  Form  1173,  ap¬ 
propriately  limited,  to  civilian  employees 
selected  for  courier  duties,  if  individuals 
have  not  been  Issued  other  acceptable 
ID  cards. 

(d)  The  Director,  DSA,  shall  provide 
for  the  Issuance  of  a  DSA/ID  card  or 
DD  Form  1173  when  required  by  con¬ 
tractor  employees  selected  for  courier  or 
handcarrying  duties,  when  the  employer 
Involved  does  not  have  such  available. 

(e)  Heads  of  Components  or  their 
designees  for  this  purpose  shall  desig¬ 
nate  officials  who  will  be  authorized  to 
appoint  couriers.  Such  officials  should  be 
at  a  level  of  an  office  or  headquarters  au¬ 
thorized  by  the  Component  to  issue  travel 
and  TDY  orders.  These  officials  shall 
provide  for  the  telephone  confirmation 
listed  above. 
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(f)  The  Director,  DSA,  shall  provide 
through  the  DCASR  for  authorization 
for  contractor  personnel  to  handcarry 
packages  and  for  the  telephone  verifi¬ 
cation. 

Preparation  of  Material  for 
Transmission  or  Shipment 

§  159.803  Envelopes  or  containers. 

(a)  Whenever  classified  information 
is  transmitted,  it  shall  be  enclosed  in  two 
opaque  sealed  envelopes  or  similar  wrap¬ 
pings  where  size  permits,  except  as  pro¬ 
vided  below. 

(b)  Whenever  classified  material  is 
transmitted  of  a  size  not  making  it  suit¬ 
able  for  transmission  as  in  a.  above,  it 
shall  be  enclosed  in  two  opaque  sealed 
containers,  such  as  boxes  or  heavy  wrap¬ 
pings.  So  long  as  this  requirement  is  ob¬ 
served,  the  materials  may  be  wrapped, 
boxed,  or  crated  or  a  combination 
thereof. 

(1)  If  the  classified  material  is  an  in¬ 
ternal  component  of  a  packageable  item 
of  equipment,  the  outside  shell  or  body 
may  be  considered  as  the  inner  enclosure. 

(2)  If  the  classified  material  is  an  in¬ 
accessible  internal  component  of  a  bulky 
item  of  equipment  that  is  not  reasonably 
packageable,  such  as  a  missile,  the  out¬ 
side  or  body  of  the  item  may  be  consid¬ 
ered  as  the  outer  enclosure  provided  the 
shell  or  body  is  not  classified. 

(3)  If  the  classified  material  is  an  item 
of  equipment  that  is  not  reasonably 
packageable  and  the  shell  or  body  is 
classified  it  shall  be  draped  with  an 
opaque  covering  that  will  conceal  all 
classified  features.  Such  coverings  must 
be  capable  of  being  secured  so  as  to  pre¬ 
vent  inadvertent  exposure  of  the  item. 

(4)  Specialized  shipping  containers 
including  closed  cargo  transporters,  may 
be  used  in  lieu  of  the  above  packaging  re¬ 
quirements.  In  such  cases,  the  container 
may  be  considered  the  outer  wrapping  or 
cover. 

(c)  Material  used  for  packaging  shall 
be  of  such  strength  and  durability  as  to 
provide  security  protection  while  in 
transit,  to  prevent  items  from  breaking 
out  of  the  container,  and  to  facilitate  the 
detection  of  any  tampering  with  the  con¬ 
tainer.  The  wrappings  shall  conceal  all 
classified  characteristics. 

(d)  Closed  and  locked  compartments, 
vehicles,  or  cars  shall  be  used  for  ship¬ 
ments  of  classified  material  except  when 
another  method  is  authorized  by  the  con¬ 
signor.  In  any  event,  individual  packages 
weighing  less  than  200  pounds  gross  shall 
be  shipped  only  in  a  closed  vehicle. 

(e)  To  minimize  the  possibility  of  com¬ 
promise  classified  material  caused  by 
Improper  or  inadequate  packaging  there¬ 
of,  responsible  officials  shall  ensure  that 
proper  wrappings  are  used  for  mailable 
bulky  packages.  Activities  should  provide 
for  the  stocking  of  several  sizes  of  card¬ 
board  containers,  and  corrugated  paper. 
Bulky  packages  shall  be  sealed  with  tape 
which  is  capable  of  retaining  the  impres¬ 
sion  of  any  postal  marking  stamp.  Re¬ 
sponsible  officials  shall  require  the  in¬ 
spection  of  bulky  packages  to  determine 
whether  the  material  is  suitable  for  mail- 
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ing  or  whether  it  should  be  transmitted 
by  other  approved  means. 

§  159.803-1  Addressing. 

(a)  Classified  material  shall  be  ad¬ 
dressed  to  an  official  government  activity 
or  DoD  contractor  with  a  facility  clear¬ 
ance  and  not  to  an  individual.  This  is  not 
intended,  however,  to  prevent  use  of  of¬ 
fice  code  numbers  or  such  phrases  in  the 
address  as  “Attention :  Research  Depart¬ 
ment,”  or  similar  aids  in  expediting  in¬ 
ternal  routing,  in  addition  to  the  orga¬ 
nization  address. 

(b)  Classified  written  material  shall  be 
folded  or  packed  in  such  a  manner  that 
the  text  will  not  be  in  direct  contact 
with  the  inner  envelope  or  container.  A 
receipt  form  shall  bfe  attached  to  or  en¬ 
closed  in  the  Inner  envelope  or  container 
for  all  Secret  and  Top  Secret  material; 
Confidential  material  will  require  a  re¬ 
ceipt  only  if  the  originator  deems  it  nec¬ 
essary.  The  mailing  of  written  materials 
of  different  classifications  in  a  single 
package  should  be  avoided,  particularly 
the  inclusion  of  Confidential  and  Un¬ 
classified  with  Secret  material.  How¬ 
ever,  when  written  materials  of  different 
classifications  are  transmitted  in  one 
package,  they  shall  be  wrapped  in  a 
single  inner  envelope  or  container.  A  re¬ 
ceipt  listing  all  classified  material  for 
which  a  receipt  is  requested  shall  be  at¬ 
tached  or  enclosed.  Hie  inner  envelope 
or  container  shall  be  marked  with  the 
highest  classification  of  the  contents. 

(c)  Hie  inner  envelope  or  container 
shall  show  the  address  of  the  receiving 
activity,  classification,  including  where 
appropriate  the  "Restricted  Data”  mark¬ 
ing,  and  any  applicable  special  instruc¬ 
tions.  It  shall  be  carefully  sealed  to  min¬ 
imize  the  possibility  of  access  without 
leaving  evidence  of  tampering. 

(d)  An  outer  or  single  envelope  or 
container  shall  show  the  complete  and 
correct  address  and  the  return  address 
of  the  sender.  However,  the  address  may 
be  omitted  from  the  outer  enclosures  for 
shipment  in  full  truckload  or  carload 
lots. 

(e)  An  outer  cover  or  single  envelope 
or  container  shall  not  bear  a  classifica¬ 
tion  marking  a  listing  of  the  contents  di¬ 
vulging  classified  information,  or  any 
other  unusual  data  or  marks  which  might 
invite  special  attention  to  the  fact  that 
the  contents  are  classified. 

(f)  Care  must  be  taken  to  ensure  that 
classified  material  Intended  only  for  the 
United  States  elements  of  international 
staffs  or  other  organizations  is  addressed 
specifically  to  those  elements. 

§  159.803—2  Receipt  systems. 

(a)  Top  Secret  material  shall  be  trans¬ 
mitted  under  a  continuous  chain  of  re¬ 
ceipts. 

(b)  Secret  material  shall  be  covered  by 
a  receipt  between  commands  and  other 
authorized  addresses. 

(c)  Receipts  for  Confidential  material 
are  not  required. 

(d)  Receipts  shall  be  provided  by  the 
transmitter  of  the  material  and  the  forms 
shall  be  attached  to  the  inner  cover. 
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(1)  Postcard  receipt  forms  may  be 
used. 

(2)  Receipt  forms  shall  be  unclassified 
and  contain  only  such  information  as  is 
necessary  to  identify  the  material  being 
transmitted. 

(3)  Receipts  shall  be  retained  for  at 
least  2  years. 

(e)  In  those  instances  where  a  fly-leaf 
(page  check)  form  is  used  with  classified 
publications  the  postcard  receipt  will  not 
be  required. 

§  159.803—3  Exceptions. 

Exceptions  may  be  authorized  to  the 
requirements  contained  in  this  subpart 
by  the  head  of  the  component  concerned 
or  his  designee,  provided  the  exception 
affords  equal  protection  and  account¬ 
ability  to  that  provided  above.  Proposed 
exceptions  which  do  not  meet  these  mini¬ 
mum  standards  shall  be  submitted  to  the 
ASD(C)  for  approval. 

Subpart — Disposal  and  Destruction 
§  159.900  Policy.  ‘ 

Documentary  record  material  made  or 
received  by  a  DoD  component  in  connec¬ 
tion  with  the  transaction  of  public  busi¬ 
ness,  and  preserved  as  evidence  of  the 
organization,  functions,  policies,  opera¬ 
tions,  decisions,  procedures,  or  other  ac¬ 
tivities  of  any  Department  or  Agency  of 
the  Government,  or  because  of  the  infor¬ 
mational  value  of  the  data  contained 
therein,  may  be  disposed  of  or  destroyed 
only  in  accordance  with  DoD  component 
record  management  regulations  which 
conform  to  the  Act  of  July  7,  1943,  con¬ 
trolling  the  disposition  of  such  material: 
Ch.  192,  57.  Stat.  380,  as  amended  (44 
U.S.C.  366-380) .  Nonrecord  classified  ma¬ 
terial  and  other  material  of  similar  tem¬ 
porary  nature,  shall  be  destroyed  as  soon 
as  their  intended  purpose  has  been  served 
under  procedures  established  by  the  head 
of  the  DoD  component  consistent  with 
the  following  requirements. 

§159.900—1  .Methods  of  destruction. 

Classified  material  shall  be  destroyed 
in  the  presence  of  an  appropriate  official 
by  burning,  melting,  chemical  decomposi¬ 
tion,  pulping,  pulverizing,  shredding,  or 
multilation  sufficient  to  preclude  recog¬ 
nition  or  reconstruction  of  the  classi¬ 
fied  information,  provided  the  head  of  the 
DoD  component  concerned,  or  his  de¬ 
signee,  has  approved  the  method  of  de¬ 
struction,  except  burning,  as  one  which 
will  preclude  reconstruction  of  the  mate¬ 
rial.  The  GSA  Federal  Supply  schedule 
lists  some  of  the  approved  destruction 
devices. 

§  159.900—2  Records  of  destruction. 

Records  of  destruction  are  required  for 
Top  Secret  and  Secret  material  and  shall 
be  dated  and  signed  by  two  officials  wit¬ 
nessing  actual  destruction  unless  the 
classified  material  has  been  placed  in 
burn  bags  for  central  disposal.  In  that 
case,  the  destruction  record  shall  be 
signed  by  the  witnessing  officials  at  the 
time  the  material  is  placed  in  the  burn 
bags.  Records  of  destruction  shall  be 


maintained  for  a  minimum  of  two  years 
after  which  they  may  be  destroyed. 

§159.900-3  Classified  waste. 

Waste  material,  such  as  handwritten 
notes,  carbon  paper,  typewriter  ribbons, 
et  cetera,  which  contains  classified  in¬ 
formation  must  be  protected  in  a  manner 
to  prevent  unauthorized  disclosure  of  the 
information.  Classified  waste  material 
shall  be  destroyed  as  soon  as  it  has 
served  its  intended  purpose  by  one  of  the 
methods  described  in  5  159.900-1,  but  a 
record  of  destruction  and  a  witnessing 
official  are  not  required. 

Subpart — Security  Education 
§  159.1000  Responsibility  and  purpose. 

Heads  of  DoD  Components  are  re¬ 
sponsible  for  establishing  security  educa¬ 
tion  programs  for  their  personnel,  de¬ 
signed  to  carry  out  the  purposes  of 
Executive  Order  11652  and  its  imple¬ 
menting  National  Security  Council  Direc¬ 
tive.  Such  programs  shall,  among  other 
things,  stress  the  objective  of  classifying 
less  information,  declassifying  more  in¬ 
formation,  and  protecting  better  that 
which  requires  protection,  and  shall 
stress  appropriate  balance  between  the 
need  to  release  the  maximum  informa¬ 
tion  appropriate  under  the  Freedom  of 
Information  Act  with  the  interest  of  the 
Government  in  protecting  the  national 
security. 

§  159.1000-1  Scope  and  principles. 

The  security  education  program  shall 
include  all  personnel  entrusted  with  clas¬ 
sified  information  regardless  of  their 
position,  rank  or  grade.  Each  activity 
shall  design  its  program  to  fit  the  par¬ 
ticular  requirements  of  the  different 
groups  of  personnel  who  have  access  to 
classified  information.  Care  must  be  ex¬ 
ercised  to  assure  that  the  program  does 
not  evolve  into  a  perfunctory  compli¬ 
ance  with  formal  requirements  without 
achieving  the  real  goals  of  the  program. 
The  program  shall  be  designed  to: 

(a)  Advise  personnel  of  the  need  for 
protecting  classified  information  and  the 
adverse  effects  to  the  national  security 
resulting  from  compromise. 

(b)  Indoctrinate  personnel  fully  In 
the  principles,  criteria  and  procedures 
for  the  classification,  downgrading  and 
declassification,  including  marking,  of 
information  as  prescribed  in  85  159.100 — 
159.405-5  of  this  regulation  and  alert 
them  to  the  strict  prohibitions  on  im¬ 
proper  use  and  abuses  of  the  classifica¬ 
tion  and  declassification  exemption  sys¬ 
tems. 

(c)  Familiarize  personnel  with  the 
specific  security  requirements  of  their 
particular  assignment. 

(d)  Inform  personnel  of  the  techniques 
employed  by  foreign  Intelligence  activi¬ 
ties  in  attempting  to  obtain  classified  in¬ 
formation  and  their  responsibility  for  re¬ 
porting  such  attempts. 

(e)  Advise  personnel  of  the  hazards 
involved  and  the  strict  prohibition 
against  discussing  classified  information 
over  the  telephone  or  in  such  manner  as 


to  be  intercepted  by  unauthorized  per¬ 
sons. 

(f)  Advise  personnel  of  the  disciplinary 
actions  that  may  result  from  violations 
of  this  regulation. 

§  159.1000—2  Indoctrination  briefing. 

Persons  being  assigned  to  duties  re¬ 
quiring  access  to  classified  Information 
shall  be  indoctrinated.  This  indoctrina¬ 
tion  shall  as  a  minimum  cover  the  ele¬ 
ments  outlined  in  5  159.1000-1. 

§  159.1000—3  Refresher  briefings. 

Positive  programs  shall  be  established 
to  provide  periodic  security  training  for 
personnel  having  continued  access  to 
classified  information.  The  elements  out¬ 
lined  in  5  159.1000-1,  shall  be  updated 
and  designed  to  fit  the  needs  of  experi¬ 
enced  personnel. 

§  159.1000—4  Foreign  travel  briefings. 

Personnel  who  have  had  access  to  clas¬ 
sified  material  shall  be  given  a  Foreign 
Travel  Briefing  as  a  defensive  measure 
prior  to  travel  to  alert  them  of  their  pos¬ 
sible  exploitation  under  the  following 
conditions: 

(a)  Travel  to  or  through  communist 
controlled  countries  for  any  purpose. 

(b)  Attendance  at  international,  sci¬ 
entific,  technical,  engineering  or  other 
professional  meetings  in  the  United 
States  or  in  any  country  outside  the 
United  States  where  it  can  be  anticipated 
that  representatives  of  communist  con¬ 
trolled  countries  will  participate  or  be  in 
attendance.  (See  §  159.100(aa) .) 

§  159.1000—5  Debriefings. 

(a)  Upon  termination  of  employment 
or  contemplated  temporary  separation 
for  a  sixty-day  period  or  more,  military 
members  and  employees  shall  be  de¬ 
briefed,  return  all  classified  material  and 
be  required  to  execute  a  Security  Termi¬ 
nation  Statement.  This  statement  shall 
include  the  following : 

(1)  An  acknowledgement  that  the  indi¬ 
vidual  executing  the  statement  has  read 
the  appropriate  provisions  of  the  Espi¬ 
onage  Act,  other  criminal  statutes  and 
DoD  regulations  applicable  to  the  level  of 
classified  information  to  which  he  has 
had  access  and  understands  the  implica¬ 
tions  thereof. 

(2)  A  recital  that  the  individual  no 
longer  has  any  material  containing  clas¬ 
sified  information  in  his  possession. 

(3)  A  recital  that  the  Individual  shall 
not  communicate  or  transmit  classified 
Information  orally  or  in  writing  to  any 
unauthorized  person  or  agency. 

(4)  A  recital  that  the  individual  will 
report  to  the  FBI  or  the  DoD  component 
concerned,  as  appropriate,  without  delay 
any  incident  wherein  an  attempt  is  made 
by  any  unauthorized  person  to  solicit 
classified  information. 

(b)  Should  an  individual  refuse  to  exe¬ 
cute  a  debriefing  statement,  that  Infor¬ 
mation  will  be  reported  immediately  to 
the  security  office  of  the  organization 
concerned. 
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Subpart — Foreign  Origin  Material 
-  Classification 

§  159.1100  Classifying  foreign  material. 

Classified  Information  or  material  fur¬ 
nished  by  a  foreign  government  or  inter¬ 
national  organization  shall  either  retain 
its  original  assigned  classification  or  be 
assigned  a  United  States  classification 
that  assures  equivalent  protection.  The 
origin  of  all  material  bearing  foreign 
classifications,  including  material  ex¬ 
tracted  and  placed  in  Department  of  De¬ 
fense  documents  or  material,  shall  be 
clearly  indicated  on  or  in  the  body  of 
the  material  to  assure,  among  other 
things,  that  the  information  is  not  re¬ 
leased  to  nationals  of  a  third  country 
without  consent  of  the  originator. 

§  159.1100—1  Equivalent  United  States 
classifications. 

Foreign  security  classifications  gener¬ 
ally  parallel  United  States  classifica¬ 
tions.  A  Table  of  Equivalents  is  con¬ 
tained  in  Appendix  B  (§  159.1500-1) . 

§159.1100-2  Foreign  restricted. 

As  shown  in  Appendix  B  (5  159.- 
1500-1),  a  fourth  foreign  designation, 
"Restricted,"  is  frequently  used.  Foreign 
Restricted  information  usually  does  not 
warrant  United  States  security  classifica¬ 
tion  under  Executive  Order  11652,  but 
It  shall .  be  marked  as  prescribed  in 
$  159.1101-1. 

Marking 

§  159.1101  NATO,  CENTO,  and  SEATO. 

Classified  Information  or  material 
originated  by  NATO,  CENTO,  or  SEATO, 
If  not  already  marked  with  the  appro¬ 
priate  classification  in  English,  shall  be 
so  marked.  The  exemption  marking 
under  §  159.403-1  (c)  and  the  warning 
notice  under  8  159.405-3  shall  not  be 
entered.  With  respect  to  material 
marked  Restricted  the  following  addi¬ 
tional  notation  shall  be  entered:  “To  be 

safeguarded  in  accordance  with _ ” 

In  the  blank  space  insert: 

For  NATO:  TSSAN  Instruction  1-89” 
(Promulgated  by  DoD  Instruction  C-5210.21) 

For  CENTO:  “US8AC  Instruction  1-68" 
(Promulgated  by  DoD  Instruction  C-6210.35) 

For  SEATO:  “TTSSAS  Instruction  1-67” 
(Promulgated  by  DoD  Instruction  6210.54) 

§  159.1101—1  Other  foreign  material. 

Foreign  security  classifications  gener¬ 
ally  parallel  United  States  classifica¬ 
tions  (see  8  159.1500-1,  Appendix  B) .  If 
the  foreign  classification  is  shown  in 
English,  no  additional  classification 
marking  is  required.  If  the  foreign  clas¬ 
sification  is  not  in  English,  the  equivalent 
English  classification.  Including  Re¬ 
stricted  when  appropriate,  shall  be 
entered  as  prescribed  for  US  documents. 
Tie  exemption  marking  under  8  159.403- 
1(c)  and  the  warning  notice  under 
8  159.405-3  shall  not  be  entered.  With 
respect  to  foreign  originated  material 
marked  Restricted,  the  following  addi¬ 
tional  notation  shall  be  entered  for  all 
cases  except  those  prescribed  in  f  159.- 
1101:  "This  material  is  to  be  safeguarded 
In  accordance  with  DoD  5200. 1-R.” 


Protective  Measures 

§  159.1102  NATO,  CENTO,  and  SEATO 
classified  information. 

NATO,  CENTO,  and  SEATO  classified 
information  shall  be  safeguarded  in 
accordance  with  the  respective  provisions 
of  DoD  Instruction  C5210.21,  DoD  In¬ 
struction  C5210.35  and  DoD  Instruction 
5210.54,  8  159.100,  (o) ,  (p)  and  (q) 
respectively. 

§  159.1102—1  Classified  material  of  for¬ 
eign  origin. 

Classified  material  of  foreign  origin 
shall  be  protected  in  accordance  with  the 
requirements  prescribed  for  United 
States  classified  information  of  a  com¬ 
parable  category.  Foreign  Restricted 
material  shall  be  protected  in  all  respects 
in  the  same  manner  as  United  States 
Confidential,  except  that  Restricted 
material  may  be  stored  in  locked  filing 
cabinets,  desks  or  other  similar  closed 
spaces  which  will  prevent  access  to  un¬ 
authorized  persons. 

§  159.1102—2  Downgrading  or  regrad- 
.  ing. 

Action  will  be  taken  by  all  U.S.  au¬ 
thorities  holding  foreign  classified  infor¬ 
mation  to  downgrade  or  regrade  such 
Information  on  receipt  of  notice  of  such 
action  by  the  originating  foreign  govern¬ 
ment  or  international  organization. 

Subpart — Special  Access  Programs 
§  159.1200  Policy. 

It  is  the  policy  of  the  Department  of 
Defense  to  utilize  the  standard  classifi¬ 
cation  categories  and  the  applicable  sec¬ 
tions  of  Executive  Order  11652  and  Its 
Implementing  National  Security  Council 
Directive,  to  limit  access  to  classified 
Information  on  a  “need-to-know”  basis 
to  personnel  who  have  been  determined 
to  be  trustworthy  pursuant  to  such 
Order  and  Directive.  It  is  the  further 
policy  to  apply  the  “need-to-know”  prin¬ 
ciple  in  the  regular  system  so  that  there 
will  be  no  need  to  resort  to  formal  Spe¬ 
cial  Access  Programs  requiring  extraor¬ 
dinary  procedures,  and  controls,  such  as 
formal  access  determinations,  special 
briefings,  reporting  procedures,  and  re¬ 
corded  formal  access  lists. 

§  159.1200-1  Definition. 

(a)  A  Special  Access  Program  is  any 
program  Imposing  “need-to-know"  or 
access  controls  beyond  those  normally 
provided  for  access  to  Confidential, 
Secret,  or  Top  Secret  information.  Such 
a  program  Includes,  but  is  not  limited  to, 
special  clearance,  adjudication,  or  inves¬ 
tigative  requirements,  special  designa¬ 
tion  of  officials  authorized  to  determine 
“need-to-know”,  or  special  lists  of  per¬ 
sons  determined  to  have  a  "need-to- 
know.” 

(b)  In  determining  whether  a  given 
activity  or  operation  qualifies  as  a  special 
access  program,  the  following  comments 
govern:  A  program  should  be  regarded 
as  a  special  access  program  if  access  to 
the  information  in  the  program  may  be 
given  only  after  compliance  with  one  or 
more  requirements  not  generally  appli¬ 


cable  to  the  same  level  of  classified  infor¬ 
mation  within  the  DoD.  The  characteris¬ 
tics  of  such  a  program  Include,  but  are 
not  necessarily  limited  to,  those  listed 
In  paragraph  (a)  of  this  section. 

§  159.1200-2  Scope. 

Tie  following  programs  are  excluded 
from  the  provisions  of  this  chapter: 

(a)  Access  procedures  for  NATO, 
CENTO,  and  SEATO  classified  informa¬ 
tion.  These  procedures  are  based  on 
international  treaty  requirements  and 
are  not  originated  by  the  DoD. 

(b)  Programs  for  the  collection  of  for¬ 
eign  intelligence  or  under  the  jurisdic¬ 
tion  of  the  U.S.  Intelligence  Board  or  the 
U.S.  Communications  Security  Board. 
The  security  arrangements  for  such  pro¬ 
grams  are  formulated  under  policies 
originating  outside  the  DoD. 

§  159.1200—3  Establishment  of  pro¬ 
grams. 

(a)  All  Special  Access  Programs, 
within  the  scope  of  this  chapter,  which 
are  desired  to  be  established  in  the  De¬ 
partments  of  the  Army,  Navy,  and  Air 
Force  after  the  promulgation  date  of  this 
Regulation,  shall  be  submitted  to  the 
Secretary  of  the  respective  Department, 
with  the  information  referred  to  in 
8  159.1200-4,  for  prior  approval.  If  the 
Secretary  of  the  Military  Department 
approves  the  establishment  of  such  pro¬ 
gram,  he  shall  advise  the  Assistant  Sec¬ 
retary  of  Defense  (Comptroller)  and 
furnish  a  copy  of  the  Information  and 
rationale  submitted  to  him  on  which  he 
based  his  approval. 

(b)  All  Special  Access  Programs, 
within  the  scope  of  this  chapter,  which 
are  desired  to  be  established  in  any  De¬ 
partment  of  Defense  Component  or 
Agency  other  than  the  three  Military 
Departments  shall  be  submitted  to  the 
Assistant  Secretary  of  Defense  (Comp¬ 
troller),  with  the  information  referred 
to  in  8  159.1200-4,  for  prior  approval. 

(c)  The  principal  purpose  of  this  par¬ 
agraph  is  to  obtain  an  overview  of  the 
nature,  impact,  and  scope  of  special  ac¬ 
cess  programs.  It  is  essential  to  avoid 
grouping  two  or  more  separate  programs 
into  a  generic  classification,  such  as 
“space  programs”  or  “missile  programs.” 
It  is  also  Important  to  identify  subpro¬ 
grams  where  access  criteria  are  not  co¬ 
extensive  with  those  of  the  principal 
program.  Further,  no  two  programs 
should  be  considered  as  a  single  program 
merely  because  certain  aspects  may  coin¬ 
cide.  In  doubtful  cases,  the  question 
should  be  resolved  by  separately  Identi¬ 
fying  each  program  and  explaining  its 
relationship  to  other  programs. 

§  159.1200—4  Reporting  of  special  ac¬ 
cess  programs. 

Reports  required  by  8  159.1200-3,  shall 
Include  as  a  minimum  the  following: 

(a)  Department  or  Agency. 

(b)  Unclassified  name  or  short  title 
of  program. 

(c)  Relationship,  if  any,  to  other  pro¬ 
grams  in  the  DoD  or  other  Government 
Agency. 
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(d>  Rationale  and  authority  for  es¬ 
tablishment  of  program.  In  particular, 
furnish  explanation  as  to  why  the  re¬ 
quired  degree  of  security  protection  is 
not  obtainable  under  regular  safeguard¬ 
ing  requirements  for  classified  infor¬ 
mation. 

(e)  Estimated  number  of  persons  to 
be  granted  Special  Access. 

Number  of  such  persons  in  Report¬ 
ing  Department  or  Agency  - 

Number  of  such  persons  in  other 

DoD  Components  - 

Number  of  such  persons  in  indus¬ 
trial  facilities  - 

DoD  Departments  or  Agencies  - 

Number  of  such  persons  in  non- 

Total  - 

(f )  Attach  a  copy  of  all  instructions 
pertaining  to  the  program  security  re¬ 
quirements  including,  but  not  limited  to, 
those  governing  access  to  program 
information. 

§  159.1200—5  Notification.. 

(a)  The  Secretaries  of  the  Military 
Departments,  and  the  ASD<C)  for  other 
DoD  Components  shall  in  those  programs 
affecting  contractors,  make  the  programs 
applicable  by  incorporation  in  the  con¬ 
tract  or  other  legally  binding  instrument 
and  provide  copies  to  the  cognizant  DSA 
security  office. 

(b)  To  the  extent  required  by  DDCAS/ 
DSA  to  execute  his  security  responsibili¬ 
ties  with  respect  to  special  access  pro¬ 
grams  under  his  security  cognizance, 
each  official  specified  above  shall  provide 
for  the  granting  of  authorization  for  ac¬ 
cess  to  those  programs  by  DDCAS/DSA 
personnel. 

Subpart — Program  Management 

Executive  Office  of  the  President 

§  159.1300  National  Security  Council 
(NSC). 

The  National  Security  Council  is 
charged  under  Executive  Order  11652 
(5  159.100(b))  with  monitoring  imple¬ 
mentation  of  the  Order.  The  NSC  is  also 
charged  with  issuing  and  maintaining 
Presidential  directives  to  implement  the 
Order  (|  159.100(c)). 

§  159.1300—1  Interagency  Clarification 
Review  Committee  (ICRC). 

To  assist  the  National  Security  Coun¬ 
cil,  an  Interagency  Classification  Review 
Committee  has  been  established. 

(a)  Composition.  The  Chairman  of 
the  ICRC  is  designated  by  the  President. 
Its  membership  is  comprised  of  repre¬ 
sentatives  of  the  Departments  of  De¬ 
fense,  State,  and  Justice,  the  Atomic 
Energy  Commission,  the  Central  Intelli¬ 
gence  Agency  and  the  National  Security 
Council  Staff.  The  General  Counsel  is  the 
Department  of  Defense  representative. 
Representatives  of  other  Departments  in 
the  Executive  Branch  may  be  invited  to 
meet  with  the  Committee  on  matters  of 
particular  interest  to  those  Departments. 

(b)  Meetings  and  staff.  The  ICRC 
meets  regularly,  but  no  less  frequently 
than  monthly.  The  Chairman  appoints 
an  Executive  Director  and  permanent 
staff. 
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(c)  Functions.  The  ICRC  is  charged 
with  the  following  functions : 

(1)  Oversee  Department  actions  to  en¬ 
sure  compliance  with  the  provisions  of 
the  Order  and  the  implementing  NSC 
directives  with  particular  emphasis  on 
Departmental  programs  established  to 
implement  the  Order  and  such  directives. 

(2)  Receive,  consider  and  take  action 
on  suggestions  and  complaints  from  per¬ 
sons  within  or  without  the  Government 
with  respect  to  the  general  administra¬ 
tion  of  the  Order  including  appeals  from 
denials  by  Departmental  Committees  or 
the  Archivist  of  declassification  requests. 
In  consultation  with  the  affected  De¬ 
partment  or  Departments,  the  Commit¬ 
tee  will  assure  that  appropriate  action 
is  taken  on  such  suggestions  and  com¬ 
plaints. 

(3)  Seek  to  develop  means  to  (i)  pre¬ 
vent  overclassiflcation,  (ii)  ensure 
prompt  declassification  in  accord  with 
the  provisions  of  the  Order,  (iii)  facili¬ 
tate  access  to  declassified  material  and 
(iv)  eliminate  unauthorized  disclosure  of 
classified  information. 

(d)  Information  requests.  The  Com¬ 
mittee  Chairman  is  authorized  to  request 
information  or  material  concerning  the 
Department  of  Defense,  including  its 
components,  and  needed  by  the  Com¬ 
mittee  in  carrying  out  its  functions. 

Department  of  Defense 
§  159.1301  Management  responsibility. 

The  Assistant  Secretary  of  Defense 
(Comptroller)  is  the  senior  DoD  official 
having  authority  and  responsibility  to 
ensure  effective  and  uniform  compliance 
with  and  implementation  of  Executive 
Order  11652  and  NSC  implementing  di¬ 
rectives  (§§  159.100(b)  and  (c)).  Under 
the  Assistant  Secretary  of  Defense 
(Comptroller) ,  the  Deputy  Assistant  Sec¬ 
retary  of  Defense  (Security  Policy)  is 
responsible  for  the  development  of  poli¬ 
cies,  standards,  criteria  and  procedures 
governing  the  Department  of  Defense 
Information  Security  Program  and  for 
its  effective  and  uniform  implementation. 

§  159.1301—1  DoD  Classification  Review 
Committee  (DCRC). 

The  Department  of  Defense  Classifica¬ 
tion  Review  Committee  (DCRC)  is  com¬ 
prised  of  the  Assistant  Secretary  of  De¬ 
fense  (Comptroller),  Chairman,  the  As¬ 
sistant  Secretary  of  Defense  (Public  Af¬ 
fairs),  and  the  General  Counsel  of  the 
Department  of  Defense,  as  permanent 
members.  Representatives  from  DoD 
components  may  be  invited  by  the  Chair¬ 
man  to  meet  with  the  Committee  on 
matters  of  particular  interest  to  those 
components.  Its  functions  are: 

(a)  Receive,  consider  and  take  action 
upon  all  suggestions  and  complaints  with 
respect  to  the  administration  of  the  De¬ 
partment  of  Defense  Information  Se¬ 
curity  Program,  including,  without  lim¬ 
itation,  those  regarding  overclassifica¬ 
tion,  unnecessary  classification,  faille 
to  declassify,  or  delay  in  declassifying, 
not  otherwise  resolved  at  the  component 
level. 


(b)  Review  appeals  from  denials  of 
requests  for  records  under  the  manda¬ 
tory  review  provisions  of  E.O.  11652  and 
section  552  of  Title  5,  U.S.C.  (Freedom  of 
Information  Act)  when  the  denial  is 
based  on  continued  classification,  the  re¬ 
quested  record  is  more  than  ten  years 
old,  and  (1)  the  OSD,  the  OJCS,  or  a 
Defense  Agency  was  responsible  for  the 
initial  decision  to  deny  the  request;  or 
(2)  two  or  more  DoD  components  have 
an  interest  in  the  matter  and  are  in  dis¬ 
agreement. 

(c)  Receive,  consider  and  take  action 
upon  appeals  from  the  Classification  Re¬ 
view  Committees  of  the  Military  Depart¬ 
ments  specified  in  §  159.1302-1. 

(d)  Recommend  to  the  Secretary  of 
Defense  appropriate  administrative  ac¬ 
tion  to  correct  abuse  or  violation  of  any 
provision  of  §  159.100  (b)  or  (c)  of  this 
regulation,  including  notification,  warn¬ 
ing  letters,  formal  reprimand,  and  to  the 
extent  permitted  by  law,  suspension 
without  pay,  forfeiture  of  pay,  and  re¬ 
moval. 

§  159.1301—2  DoD  Information  Secu¬ 
rity  Advisory  Board  (DISAB). 

To  advise  and  assist  the  Assistant  Sec¬ 
retary  of  Defense  (Comptroller),  there 
is  established  a  DoD  Information  Secu¬ 
rity  Advisory  Board.  The  Board  shall  be 
comprised  of  the  Deputy  Assistant  Sec¬ 
retary  of  Defense  (Security  Policy) 
Chairman,  and  senior  representatives 
designated  by  the  Secretaries  of  the  Mili¬ 
tary  Departments,  the  Chairman,  Joint 
Chiefs  of  Staff,  the  Director.  Defense  Re¬ 
search  and  Engineering,  the  Assistant 
Secretary  of  Defense  (Intelligence),  the 
Assistant  Secretary  of  Defense  (Public 
Affairs) ,  the  General  Counsel  of  the  De¬ 
partment  of  Defense,  and  the  Director, 
Defense  Supply  Agency,  as  permanent 
members.  Representatives  of  other  com¬ 
ponents  may  be  invited  by  the  Chairman 
to  participate  in  matters  of  specific  in¬ 
terest.  The  Board  shall  review  and  evalu¬ 
ate  the  effectiveness  of  the  administra¬ 
tion  of  the  Program  by  DoD  components, 
developing  and  recommending  new  or  re¬ 
vised  uniform  policies,  standards,  criteria 
or  procedures  necessary  to  meet  chang¬ 
ing  conditions  or  to  correct  deficiencies 
in  the  Program. 

DoD  Components 

§  159.1302  Overall  program  responsi¬ 
bility. 

The  head  of  each  DoD  component  is 
responsible  for  the  establishment  and 
maintenance  of  an  Information  Security 
Program,  with  adequate  funding  and 
sufficient  experienced  staff  at  all  levels, 
designed  to  ensure  effective  compliance 
with  the  provisions  of  this  regulation 
throughout  his  component. 

§  159.1302—1  Military  departments. 

The  Secretary  of  each  Military  Depart¬ 
ment  shall  designate  a  senior  official  who 
shall  be  responsible  for  the  effective  com¬ 
pliance  with  and  implementation  of  this 
regulation  within  his  Department.  Each 
such  official  shall  also  serve  as  chairman 
of  a  Classification  Review  Committee  of 
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his  Department  which  shall  have  au¬ 
thority  and  responsibility  to  perform 
functions  for  his  Department  similar  to 
those  described  in  §  159.1301-1. 

§  159.1302—2  Other  components. 

The  head  of  each  other  DoD  compo.- 
nent  shall  designate  a  senior  official  who 
shall  be  responsible  for  the  effective  com¬ 
pliance  with  and  implementation  of  this 
regulation  within  his  component. 

§  159.1302—3  Program  nionitorship. 

The  senior  officials  designated  under 
S  159.1302-1  and  S  159.1302-2,  are  re¬ 
sponsible  within  their  respective  juris¬ 
dictions  for  monitoring,  inspecting  and 
reporting  on  the  status  of  administration 
of  the  DoD  Information  Security  Pro¬ 
gram  at  all  levels  of  activity  under  their 
cognizance. 

§  159.1302-4  Field  program  manage¬ 
ment. 

Each  activity  throughout  the  DoD 
shall  assign  (as  a  sole,  principal  or  addi¬ 
tional  duty,  depending  upon  operational 
responsibilities  as  dictated  by  the  level 
and  quantity  of  classified  information  in¬ 
volved  in  operations)  an  official  to  serve 
as  security  manager  for  the  activity.  He 
shall  be  responsible  for  administration 
of  an  effective  Information  Security  Pro¬ 
gram  in  that  activity  with  particular  em¬ 
phasis  cm  (a)  the  assignment  of  proper 
classifications;  (b)  effective  prevention 
of  unauthorized  disclosures  of  classified 
Information;  (c)  progressive  downgrad¬ 
ing  and  declassification;  and  (d)  system¬ 
atic  reviews  to  eliminate  by  destruc¬ 
tion,  transfer  or  retirement  all  unneeded 
classified  material  on  the  fastest  basis 
consistent  with  operational  require¬ 
ments.  Security  managers  should  have 
sufficient  staff  assistance  and  authority 
to  carry  out  an  effective  program. 

Reports  Requirements 
§  159.1303  Reports  requirements. 

In  addition  to  the  reports  required  by 
9  159.105-1  (classification  authorities), 
the  DoD  and  Military  Department  Classi¬ 
fication  Review  Committees  (§  159.1301-1 
and  9  159.1302-1)  shall  submit  through 
appropriate  channels  to  the  Senior  DoD 
official  named  in  §  159.1301  quarterly  re¬ 
ports  covering  classification  review  re¬ 
quests,  classification  abuses  and  unau¬ 
thorized  disclosures.  Such  reports  are 
covered  by  Reports  Control  Symbol  DD- 
A(Q)  1183.  In  addition,  the  DoD  and 
Military  Department  Classification  Re¬ 
view  Committees  shall  provide  such  other 
reports  as  the  senior  DoD  official  may  re¬ 
quire.  No  Reports  Control  Symbol  is  re¬ 
quired  for  these  latter  reports  pursuant 
to  section  m.E,  DoD  Directive  5000.19. 

Subpart — Administrative  and  Judicial 
Action 

§  159.1400  Individual  responsibility. 

All  personnel,  civilian  or  military,  of 
the  Department  of  Defense  are  responsi¬ 
ble  individually  for  complying  with  the 
provisions  of  this  regulation  in  all  re¬ 
spects. 


§  159.1400—1  Administrative  actions. 

With  the  view  of  emphasizing  the  im¬ 
portance  and  necessity  of  carrying  out 
both  the  letter  and  the  spirit  of  Executive 
Order  11652,  the  implementing  National 
Security  Council  directives,  and  this  reg¬ 
ulation,  violations  of  these  instruments 
shall  be  the  subject  of  administrative  ac¬ 
tion  as  follows: 

(a)  Repeated  abuse  by  any  person  of 
the  classification  process,  or  repeated 
failure,  neglect  or  disregard  of  estab¬ 
lished  requirements  with  respect  to  safe¬ 
guarding  classified  Information  or  ma¬ 
terial,  shall  be  grounds  for  adverse 
administrative  action.  Such  action  may 
include  a  warning  notice,  formal  repri¬ 
mand,  suspension  without  pay  or  for¬ 
feiture  of  pay,  or  discharge  as  appropri¬ 
ate  in  the  particular  case,  in  accordance 
with  applicable  policies  and  procedures. 

(b)  Any  person,  regardless  of  office  or 
level  of  employment,  who  is  responsible 
for  any  unauthorized  release  or  disclo¬ 
sure  of  classified  information  or  material 
shall  be  notified  that  his  action  is  in  vi¬ 
olation  of  the  Executive  Order,  the  im¬ 
plementing  National  Security  Council  di¬ 
rectives,  and  this  regulation,  and,  in  ad¬ 
dition,  shall  be  subject  to  prompt  and 
stringent  action  including,  as  appropri¬ 
ate  in  the  particular  case,  a  warning  no¬ 
tice,  formal  reprimand,  suspension  with¬ 
out  pay,  forfeiture  of  pay,  or  discharge, 
in  accordance  with  applicable  policies 
and  procedures. 

§  159.1400—2  Judicial  action. 

Any  action  resulting  in  unauthorized 
disclosure  of  classified  information  which 
constitutes  a  violation  of  the  criminal 
statutes  shall  be  the  subject  of  a  report 
processed  in  accordance  with  DoD  Di¬ 
rective  5210.50,  9  159.100(g)  and  DoD  in¬ 
struction  5200.22,  9  159.100(f). 

Subpart — List  of  Appendices  for  DoD 
Information  Security  Program  Regulation 

§  159.1500  Appendix  A — Original  clas¬ 
sification  authorities  (see  §  159.105). 

Part  1 — Top  secret  original  classification 
authorities.  Under  the  provisions  of  Execu¬ 
tive  Order  11652,  S  159.100(b),  only  the 
Secretary  of  Defense  and  the  Secretaries  of 
the  Military  Departments  may  designate 
officials  to  exercise  Top  Secret  original  classi¬ 
fication  authority.  Designations  may  be  made 
from  the  foUowing  groups  of  officials: 

1.  Senior  principal  deputies  and  assistants 
to  the  Secretaries. 

2.  Heads  of  major  elements  of  the  De¬ 
partment  of  Defense  and  their  senior  prin¬ 
cipal  deputies  and  assistants. 

Attaohed  is  a  listing  of  officials  designated 
by  the  Secretary  of  Defense  to  exercise  Top 
Secret  original  classification  authority. 

Part  2 — Secret  original  classification  au¬ 
thorities.  Secret  original  classification  au¬ 
thority  may  be  exercised  by  designated  Top 
Secret,  original  classification  authorities  and 
by  such  subordinate  officials  as  are  desig¬ 
nated  in  writing  by  the  Secretary  of  Defense, 
Secretaries  of  the  Military  Departments,  or 
those  other  Top  Secret  classification  author¬ 
ities  listed  in  this  Appendix  whose  listing 
carries  an  asterisk.  The  authority  to  make 
designations  of  Secret  classification  author¬ 
ities  is  vested  in  the  incumbent  of  the  posi¬ 
tion  and  in  the  individual  designated  in 


writing  by  the  incumbent  to  act  as  desig¬ 
nating  official  in  the  Incumbent’s  absence. 
The  exercise  of  this  authority  is  personal  to 
the  official  in  whom  It  is  vested,  and  shall 
not  be  delegated  by  him  or  used  by  anyone 
acting  for  him  in  his  name.  Each  designation 
shall  be  in  writing  and  personally  signed  by 
the  designating  official. 

Part  3 — Confidential  original  classification 
authorities.  Confidential  original  classifica¬ 
tion  authority  may  be  exercised  by  officials 
designated  to  exercise  Top  Secret  or  Secret 
original  classification  authority  and  by  such 
subordinate  officials  as  they  may  designate 
in  writing.  Such  designations  shall  be  made 
in  accordance  with  $  159.105  of  the  regula¬ 
tion. 

Top  Secret  Classification  Authorities 

OFFICE,  SECRETARY  OF  DEFENSE  (23) 


Secretary  of  Defense _  ( l ) 

•Deputy  Secretary  of  Defense _  (1) 

•Director  of  Defense  Research  and  En¬ 
gineering -  (1) 

Principal  Deputy  Director _ _  (i ) 

Assistant  Director  (Net  Technical  As¬ 
sessment)  _ (i) 

•Assistant  Secretaries  of  Defense _  (9) 

•General  Counsel  of  the  Department 

of  Defense _ »_  (i) 

•Director  of  Defense  Program  Analysis 

&  Evaluation _  (1) 

•Special  Assistant  and  Assistant  to 
the  Secretary  and  Deputy  Secretary 

of  Defense _  (2) 

•Assistant  to  the  Secretray  of  Defense 

(Atomic  Energy) _  (1) 

Chairman,  Military  Liaison  Committee 

(AEC)  . (1) 

Defense  Advisor,  U.S.  Mission  to 

NATO _ (i) 

Director,  Weapons  Systems  Evaluation 

Group  .  (1) 

Director,  Joint  Tactical  Communica¬ 
tions  (TRI-TAC) _  (1) 

ORGANIZATION,  JOINT  CHIEFS  OF  STAFF 
(34) 

•Chairman,  Joint  Chiefs  of  Staff _  (1) 

Assistant  to  the  Chairman,  Joint 

Chiefs  of  Staff _  (1) 

Director,  Joint  Staff _ • _ _  (1) 

Secretary,  Joint  Staff _  (1) 

Director  for  Personnel,  J-l _  (1) 

Director  for  Operations,  J-3 _  ( l ) 

Vice  Director  for  Operations,  J-3  (1) 

Deputy  Directors  for  Operations 

J-3 . (7) 

Director  for  Logistics,  J-4 _  (1) 

Director  for  Plans  and  Policy,  J-5 _  (1) 

Vice  Director _  (1) 

Deputy  Director  (Strategic) _  (1) 

Director  for  Communications-Elec- 

tronics,  J-6 _ (i) 

JCS  Representative  for  Strategic  Arms 

Limitations  Talks _  (1) 

JCS  Representative  for  Mutual  and 

Balanced  Force  Reduction _  (1) 

JCS  Representative,  Law  of  the  Sea..  (1) 
Chief,  Studies,  Analysis,  and  Gaming 

Agency  -  (1) 

U.S.  Representative  to  Military  Com¬ 
mittee,  NATO _  (1) 

U.S.  Representative  to  Permanent 
Military  Deputies  Group,  CENTO 

(Chief,  U.S.  Element  CENTO) _ (1) 

Chairman,  U.S.  Delegation,  United  Na¬ 
tions  Military  Staff  Committee _  (1) 

Chairman,  U.S.  Delegation,  Inter- 

American  Defense  Board _ _ _ _ (1) 

Chairman,  U5.  Delegation,  Joint 
Brazil-United  States  Defense  Com¬ 
mission  _ (1) 

Chairman,  US.  Delegation,  Joint  Bra¬ 
zil-United  States  Military  Commis¬ 
sion  . (l) 
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Chairman,  UB.  Section,  Joint  Mexico- 

United  States  Defense  Commission  (1) 
Chairman,  U5.  Section,  Canada- 
United  States  Military  Cooperation 

Committee  _  (1) 

Steering  and  Coordinating  Member, 
Canada-UB.  Permanent  Joint  Board 

on  Defense _  (1) 

Chairman,  US.  Section,  Canada-U.S. 
Regional  Planning  Commission 

(NATO)  . . -  (!) 

Commander-In-Chief,  United  Nations 

Command _  (1) 

DIM  IKED  AND  SPECIFIED  COMMANDS 

(4*) 

United  States  European  Command 

(EUCOM)  _  (3) 


•Commander-In-Chief -  (1) 

Chief  of  Staff -  (1) 

Deputy  Commander -  (1) 


United  States  Pacific  Command 

(PACOM)  _  (16) 


•Commander-In-Chief - (1) 

Chief  of  Staff _  (1) 

Deputy  Chief  of  Staff  (CINC- 

PAC) _  (1) 

Commander,  UB.  Military  Assis¬ 
tance  Command,  Thailand -  (1) 

Commander,  UB.  Support  Activi¬ 
ties  Group,  Thailand -  (1) 

Commander,  UB.  Forces,  Japan  --  (1) 

Chief,  MAAG,  China _  (1) 

Chief,  JUSMAG,  Philippines -  (1) 

Dep  Chief,  JUSMAG,  Thailand—  (1) 

Chief,  Military  Equipment  De¬ 
livery  Team,  Cambodia -  (1) 

Commander.  UB.  Forces,  Korea.  -  (1) 

Chief.  JUSMAG,  Korea -  (1) 

CINCPAC  Representative,  GUAM/ 

TTPI  _  (1) 

CINCPAC  Representative,  Phil¬ 
ippines  _  (1) 

Commander,  US-Taiwan  Defense 

Command  _  (1) 


Continental  Air  Defense  (CONAD) —  (10) 


•Commander-In-Chief _  ( 1 ) 

Chief  of  Staff - (1) 

Commander  -  in  -  Chief,  North 
American  Defense  Command 

(NORAD)  . . (1) 

Commanders,  CON  AD /NORAD  Re¬ 
gions  (Exc  22 d) _  (6) 

Deputy  Commander,  22d  NOR¬ 
AD  Region _ _  (1) 


Alaskan  Command  (ALCOM) _  (2) 


•Commander-in-Chief _  (1) 

Chief  of  Staff _  (1) 


Southern  Command  (USSOUTH- 
COM) . . . . .  (2) 


•Commander-in-Chief  _  (1) 

Chief  of  Staff _  (1) 


Atlantic  (LANTCOM) . .  (2) 


•Commander-In-Chief  _  (1) 

Chief  of  Staff _  (1 ) 


Readiness  Command  (CINCRED) _  (2) 


♦  Commander-in-Chief _  (1) 

Deputy  Commander _  (1) 


Strategic  Air  Command  (SAC) _  (6) 


•Commander-In-Chief _ (1) 

Vice  Commander-in-Chief _  (1) 

Chief  of  Staff _  (1) 

Senior  SAC  X-Ray  Representa¬ 
tive  - , -  (1) 

Director,  Strategic  Target  Plan¬ 
ning  -  (1) 

Deputy  Director _  (1) 

DEFENSE  AGENCIES  (221) 

Defense  Advanced  Research  Projects 
Agency  (DARPA) -  (2) 


•Director _  (1) 

Deputy  Director _  (1) 


Defense  Civil  Preparedness  Agency 
(DCPA)  . . . . .  (1) 


•Director _  (1 ) 


Defense  Communications  Agency 

(DCA)  -  (7) 


•Director _ (1) 

Vice  Director -  (1) 

Chief  of  Staff _  (1) 

Deputy  Director,  Plans  and  Pro¬ 
grams  -  (1) 

Deputy  Director,  Systems  Engi¬ 
neering  _  (1) 

Deputy  Director,  Operations _  (1) 

Deputy  Director,  National  Military 
Command  Systems  Technical 

Support  (NMCST8) _ _  (1) 

Deputy  Director,  Military  Satellite 

Communications  System _ 

Chief  Scientist/ Associate,  Tech¬ 
nology  _ 


Defense  Contract  Audit  Agency 
(DCAA) _  (1) 


•Director _  (1) 

Defense  Intelligence  Agency  (DIA) _  (99) 


•Director _  (1) 

Deputy  Director -  (1) 

Chief  of  Staff _  (1) 

Deputy  Directors _ ; _  (7) 

Assistant  Deputy  Director  for  Cl 

and  Security -  ( 1 ) 

Chief,  Operations/Coordination 

Division _  (1) 

Chief,  Operational  Intelligence 

Division  _  (1) 

Defense  Attaches -  (86) 

Defense  Investigative  Service  (DIS) (2) 


•Director -  (1 ) 

Deputy  Director -  ( 1 ) 

Defense  Mapping  Agency  (DMA) -  (9) 


•Director _  (1) 

Deputy  Director -  (1) 

Deputy  Director,  Management  & 

Technology _  (1) 

Deputy  Director  for  Plans,  Re¬ 
quirements  and  Technology -  ( 1 ) 

Deputy  Director  for  Programs,  Pro¬ 
duction  and  Operations -  (1) 

Director,  DMA  Topographic 

Center _  (1) 

Director  DMA  Hydrographic 

Center _ (1) 

Director,  DMA  Aerospace  Center _  (1) 

Director,  Inter -American  Geodetic 

Survey _  (1) 


Defense  Nuclear  Agency  (DNA) _  (4) 


•Director -  (1) 

Deputy  Director,  Operations  and 

Administration _  (1) 

Deputy  Director,  Science  and  Tech¬ 
nology  -  (1) 

Commander,  Field  Command _  ( 1 ) 

Defense  Security  Assistance  Agency 

(DSAA) - : -  (2) 


•Director -  (1.) 

Deputy  Director _ ! _  (1) 

Defense  Supply  Agency  (D6A) _  (1) 


•Director _  (1) 

National  Security  Agency  (USA) _  (93) 


•Director,  NSA/ Chief,  CSS _  (1) 

Deputy  Director,  NSA _  (J.  ) 

Executive  for  Staff  Services _  (1) 

Assistant  Directors _  (4) 

Deputy  Assistant  Directors _  (5) 

Deputy  Directors _  (4) 

Assistant  Deputy  Directors _  (4) 

Inspector  General _  (1) 

Chief,  Policy  Coordination _  (I) 

Chiefs,  Policy  Coordination  Divi¬ 
sions  _  (2) 

Deputy  Chief,  Intelligence  Com¬ 
munity  Affairs _  (1) 

Commandant,  National  Crypto¬ 
logic  School/Training  Director, 

CSS _  (1) 

Chiefs  of  9IC5INT  Operations 

Groups _  (6) 

Executive,  SIGINT  Operations _  (1) 

Chiefs  of  Offices,  National  Crypto¬ 
logic  School _  (4) 

Chiefs  of  Offices,  Field  Manage¬ 
ment  and  Evaluation  Organiza¬ 
tion  _  (3) 

Chiefs  of  Offices,  Intallations  ft 

Logistics  Organization _  (5) 

Chiefs  of  Offices,  Plans  and  Re¬ 
sources  Organization _  (4) 

Chiefs  of  Offices,  Research  and  En¬ 
gineering  Organization _  (4) 

Chiefs  of  Offices,  Communications 

Security  Organization _  (6) 

Chiefs  of  Offices,  Telecommunica¬ 
tions  Organization _  (3.) 

Chief  of  Military  Personnel _  ( 1 ) 

Chief  of  Civilian  Personnel _  (1) 

Chief  of  Security _  ( 1 ) 

Chiefs  of  NSA/CSS  Field  Elements  ( 14 ) 

Chiefs  of  Liaison  Offices _  (4) 

NSA/CSS  Representatives _  (4) 

NSA  Classification  Advisory  Offi¬ 
cers  _  (7) 

DEPARTMENT  OF  THE  ARMY 

<  56 ) 


Secretary  of  the  Army _  (1) 

Under  Secretary  and  Assistant  Secre¬ 
taries  of  the  Army _  (6) 

General  Counsel,  Office  of  the  Secretary 

of  the  Army _  (1) 

•Chief  ft  Vice  Chief  of  Staff _  (2) 

Assistant  Vice  Chief  of  Staff _  (1) 

Secretary  of  the  General  Staff _  (1.) 

Deputy  Chiefs  of  Staff -  (3) 

Assistant  Vice  Chief  of  Staff _  (1) 

Chief  of  Research  and  Development _  (I) 

Chief,  Office  of  Reserve  Components..  (1) 

Chief,  National  Guard  Bureau _  ( 1 ) 

Chief,  Army  Reserve _  ( 1 ) 

Chief  of  Engineers -  (1) 

Comptroller  of  the  Army _  ( 1 ) 

The  Inspector  General _ _ _  (1) 

Training  and  Doctrine  Command _  (1) 

First  United  States  Army _  (1) 

UB.  Army  Forces  Command -  (1) 

Fifth  United  States  Army _  (I) 

Sixth  United  States  Army _  (1) 

UB.  Army  Military  District  of  Wash¬ 
ington  _  (1) 
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Army  Components  of  Unified  Com¬ 
mands  _ 

Eighth  Army - 

U.S.  Army,  Japan _ 

U.S.  Army  Base  Command,  Okinawa— 
U.S.  Army  Theater  Support  Command, 

Europe _ _ 

U.S.  Army  Southern  European  Task 

Force _ 

U.S.  Army  Materiel  Command _ 

U.S.  Army  Aviation  Systems  Command 

U.S.  Army  Electronics  Command _ 

U.S.  Army  Missile  Command _ 

U.S.  Army  Troop  Support - 

UJ3.  Armament  Command _ 

U.S.  Army  Tank-Automotive  Com¬ 
mand  _ _ _ 

U.S.  Army  Test  and  Evaluation  Com¬ 
mand  _ 

U.S.  Army  Strategic  Communications 

Command _ 

U.S.  Army  Security  Agency _ 

U.S.  Army  Intelligence  Command _ 

SAFEGUARD  System  Manager _ 

Commanding  General,  SAFEGUARD 

System  Command _ 

Commander,  SAFEGUARD  System 
Evaluation  Agency _ 

DEPARTMENT  OP  THE  NAVY 
(99) 

Secretary  of  the  Navy _ 

Under  Secretary  of  the  Navy _ 

Assistant  Secretary  of  the  Navy  (In¬ 
stallations  &  Logistics _ 

Assistant  Secretary  of  the  Navy  (Re¬ 
search  and  Development) _ 

Assistant  Secretary  of  the  Navy  (Man¬ 
power  and  Reserve  Affairs) _ 

Assistant  Secretary  of  the  Navy  (Fi¬ 
nancial  Management) _ 

General  Counsel  of  the  Navy _ 

Chief  of  Naval  Research _ 

Director,  Naval  Research  Laboratory _ 

Chief  and  Vice  Chief  of  Naval  Opera¬ 
tions  _ 

Assistant  Vice  Chief  of  Naval  Opera¬ 
tions/Director  of  Naval  Administra¬ 
tion  (Op-09B) . . . 

Director  of  Naval  History  (Op-09BH)_ 

Naval  Inspector  General  (Op-008) _ 

Director,  Navy  Program  Planning  (Op- 

090)  . . . 

Director,  General  Planning  and  Pro¬ 
gramming  Division  (Op-90) _ 

Director,  Systems  Analysis  Division 

(Op-96)  — . . 

Director,  ASW  and  Tactical  Electro¬ 
magnetic  Programs  (Op-095) _ 

Diector,  Command  Support  Programs 

(Op-094) . . 

Director,  Naval  Telecommunications 
Division  (Op-941) /Commander 
Naval  Telecommunications  Com¬ 
mand  _ _ 

♦Director  of  Naval  Intelligence  (Op- 
009)  /Commander,  Naval  Intelligence 

Command _ _ 

Director,  Security  of  Military  Informa¬ 
tion  Division  (Op-009D) _ 

Director,  Fleet  Operations,  Readiness, 
Navy  Command  Support  Division 

(Op-943)  — . . . . 

Director,  Signals  Exploitation  and  Se¬ 
curity  Division  (Op-944)  /Command¬ 
er,  Naval  Security  Group  Command- 
Director,  Meteorology  Division  (Op- 
946)  /Commander  Naval  Weather 

Service  Command _ 

Director,  Reconnaissance,  Ocean  Sur¬ 
veillance,  Command  &  Control  Sup¬ 
port  Division  (Op-947) _ 

Director,  Research,  Development,  Test 

&  Evaluation  (Op-098) _ 

Director,  Atomic  Energy  Division  (Op- 
986)  . . 


Deputy  Chief  of  Naval  Operations 

(7)  (Manpower)  (Op-01 )  /Chief  of  Naval 

(1)  Personnel _ _ _ 

(1)  Deputy  Chief  of  Naval  Operations 

(1)  (Submarine  Warfare)  (Op-02) _ 

Director,  Deep  Submergence  Systems 
( 1 )  Division  and  Deep  Submergence  Pro¬ 
gram  Coordinator  (Op-23) _ 

(1)  Deputy  Chief  of  Naval  Operations 

(1)  (Surface  Warfare)  (Op-03) _ 

(1)  Director,  Ship  Acquisition  and  Im- 

(1)  provement  Division  (Op-097) _ 

(1)  Deputy  Chief  of  Naval  Operations 

(1)  (Logistics)  (Op-04) - 

(1)  Director,  Logistics  Plans  Division  (Op- 

40)  . - . 

(1)  Deputy  Chief  of  Naval  Operations 

•(Air  Warfare)  (Op-05) _ __ 

(1)  Deputy  Chief  of  Naval  Operations 

(Plans  &  Policy)  (Op-06) . . 

(1)  Director,  Strategic  Plans,  Policy  and 
(1)  Nuclear  Systems  Division  (Op-60) 

(1)  Director,  Politico-Military  Policy  Divi- 

(1)  sion  (Op-61) _ 

Director,  Security  Assistance  Division 

(1)  (Op-63)  . - . - . . . 

Commander  Military  Sealift  Command 
(1)  Chief  and  Vice  Chief  of  Naval  Material 

Director  of  Navy  Laboratories _ 

Commander,  Naval  Air  Systems  Com¬ 
mand  _ 

( 1 )  Commander,  Naval  Electronics  Systems 

(1)  Command _ 

Commander,  Naval  Facilities  Engineer- 

( 1 )  ing  Command _ _ _ 

Commander,  Naval  Ordnance  Systems 

(1)  Command _ ' - 

Commander,  Naval  Ship  Systems  Com- 

(1)  mand _ ; - 

Commander,  Naval  Supply  Systems 

(1)  Command _ _ _ 

(1)  Commander,  Naval  Weapons  Center, 
(1)  China  Lake,  California - 

(1)  Commanders  in  Chief:  U.S.  Pacific 

Fleet,  U.S.  Atlantic  Fleet,  U.S.  Naval 

(2)  Forces  Europe _ 

Fleet  Commanders:  Second,  Third, 

Sixth  and  Seventh - 

(1)  Commanders,  U.S.  Naval  Forces: 
(1)  Azores,  Iceland,  Japan,  Korea.  Mar- 

(1)  ianas,  Philippines - 

Senior  U.S.  Naval  Officer  Mediterra- 

(1)  nean _ 

Commander,  Middle  East  Force - 

(1)  Commander,  U.S.  Naval  Forces,  South¬ 
ern  Command - 

(1)  Commander,  South  Atlantic  Force, 

U.S.  Atlantic  Fleet - 

(1)  Commander,  Key  West  Force - 

U.S.  Commander,  Eastern  Atlantic — 

(1)  Oceanographer  of  the  Navy - 

Commander.  U.S.  Taiwan  Defense 

Command _ 

Commander,.  U.S.  Antisubmarine  War- 

(1)  fare  Force,  U.S.  Sixth  Fleet-- - 

Commander,  Naval  Air  Force:  U.S.  At¬ 
lantic  Fleet,  U.S.  Pacific  Fleet - 

(1)  Commander,  Amphibious  Force:  U.S. 

Atlantic  Fleet,  U.S.  Pacific  Fleet — 
(1)  Commander,  Cruiser -Destroyer  Force: 
U.S.  Atlantic  Fleet,  U.S.  Pacific 

(1)  Fleet — _ _ 

Commander,  Submarine  Force:  U.S. 

Atlantic  Fleet,  U.S.  Pacific  Fleet - 

f1)  Commander,  Service  Force:  U.S.  Atlan¬ 
tic  Fleet,  U.S.  Pacific  Fleet - 

(1)  Commander,  Mine  Warfare  Force,  U.S. 

Navy - 

Commander,  Operational  Test  and 

Evaluation  Force _ 

^  j  Commandant  and  Assistant  Comman¬ 
dant  of  the  Marine  Corp _ 

(1)  Chief  of  Staff  Marine  Corps - 


Deputy  Chiefs  of  Staff  Marine  Corps: 
Manpower;  Plans  and  Operations; 

(1)  Research  Development  and  Studies; 

Aviation;  Requirements  and  Pro- 
(1)  grams;  Installations  and  Logistics.-  (6) 

Director  of  Plans,  Programs  and  Man¬ 
agement  for  Installations  and  Logis- 

(1)  tics - (l) 

Director  of  Intelligence _  (1) 

(1)  Commanding  Generals:  Fleet  Marine 

Force,  Atlantic;  Fleet  Marine  Force, 

(1)  Pacific _  (2) 

,  j  ,  DEPARTMENT  OF  THE  AIR  FORCE 

'  '  (114) 

(1)  Secretary _ ,. _  (1) 

♦Undersecretary _  (1) 

(1)  ’Assistant  Secretaries _  (4) 

General  Counsel _  (1) 

(1)  Director  of  Space  Systems _  (1) 

♦Chief  of  Staff— . (1) 

(1)  Vice  Chief  of  Staff _ _ (1) 

Assistant  Vice  Chief  of  Staff _  ( 1 ) 

(1)  Deputy  Chiefs  of  Staff: 

Personnel _  (1) 

(1)  *  Programs  and  Resources _  (1) 

(1)  Plans  and  Operations _  (1) 

(2)  Assistant,  Plans  &  Operations.  (1) 

(1)  Research  and  Development _  (1) 

Assistant,  Research  &  Develop- 

(1)  ment  ( 1 ) 

Systems  and  Logistics _  (1) 

(I)  Assistant,  Systems  &  Logis¬ 
tics  . (1) 

( 1 )  *  The  Inspector  General _  (1) 

Assistant  Chiefs  of  Staff: 

(1)  Intelligence _  (1) 

Studies  and  Analysis _  ( 1 ) 

(1)  Aerospace  Defense  Command: 

Commander  and  Vice  Com- 

(1)  mander  (2) 

Chief  of  Staff. . .  (1) 

(1)  Commanders,  Air  Divisions _  (6) 

Commander,  14  Aerospace  Force.  (l) 

Commander,  Air  Defense  Weapons 

(3)  Center .  (1) 

U.S.  Air  Forces  in  Europe: 

(4)  Commander-in-Chief,  Vice  Com- 

mander-in-Chief  _  (2) 

Chief  of  Staff— . (1) 

(6)  Commanders,  Air  Forces  (3,  16, 


(1)  U.S.  Air  Force  Southern  Command: 

(1)  Commander  and  Vice  Com¬ 
mander  _  (2) 

(1)  Chief  of  Staff. . (1) 

Commander,  24th  Special  Opera- 

(1)  tions  Group _  (1) 

( 1 )  Pacific  Air  Force : 

(1)  Commander-in-Chief _  (1) 

(1)  Vice  Commander-in-Chief _  (1) 

Chief  of  Staff. .  (1) 

(1)  Commanders,  Air  Forces  (6,  7, 

13)  . - .  (3) 

(1)  Commander,  326  Air  Division (1) 

Commander,  15th  Air  Base  Wing-  (1) 

(2)  Alaskan  Air  Command: 

Commander  and  Vice  Com- 

(2)  mander _  (2) 

Chief  of  Staff _ _ _ ^  (1) 

Military  Airlift  Command: 

Commander  and  Vice  Com- 

'2'  mander _ - _ (2) 

Tactical  Air  Command : 

(2)  Commander  and  Vice  Com¬ 
mander  -  (2) 

(2)  Chief  of  Staff. . (1) 

Commanders,  Air  Forces  (9,  12) _  (2) 

(1)  Commander,  USAF  Special  Opera¬ 
tions  Force _ _ _ _ _ (1) 

(1)  Commander,  Taotieal  Air  Warfare 

Center _ (1) 

(2)  Commander,  Tactical  Fighter 

(1)  Weapons  Center _ (1) 
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Air  Force  Systems  Command: 

Commander  and  Vice  Com¬ 
mander  _ 

Chief  of  Staff . . . 

Commanders: 

Air  Force  Special  Weapons 

Center  _ 

Vice  Commander - 

Foreign  Technology  Division- 

Vice  Commander _ 

Rome  Air  Development  Cen¬ 
ter  _ 

Armament  Test  Center - 

Space  and  Missile  Systems  Or¬ 
ganization  _ 

Vice  Commander _ 

Deputy  for  Satellite  Pro¬ 
grams  _ 

Electronic  Systems  Division — 

Vice  Commander - 

Aeronautical  Systems  Divi¬ 
sion  _ 

Vice  Commander _ 


(2) 

(1) 


(1) 

(1) 

(1) 

(1) 


(1) 

(1) 


(1) 

(1) 


(1) 

(1) 

(1) 


(1) 

(1) 


Air  Forces  Ssystems  Command — Con. 
Commanders 

Air  Force  Avionics  Laboratory  (1) 

Aero  Propulsion  laboratory _  (1) 

Flight  Dynamics  Laboratory _  (1) 

Materiel  Laboratory _  (1) 

Aerospace  Research  Labora¬ 
tory  . . (1) 

Weapons  Laboratory _  (1) 

Arnold  Engineering  Develop¬ 
ment  Center _  (1) 

Cambridge  Research  Labora¬ 
tory  . (1) 

Commander,  Air  Force  Reserve _  (1) 

Air  Force  Communications  Service: 
Commander  and  Vice  Com¬ 
mander  _  (2) 

Commanders,  Communications 
Areas: 

European  _  (1) 

Pacific _ ». _  (1) 

Tactical _  (1) 

Southern _  (1) 

Northern _  (1) 


Air  Force  Communications  Service — 


Con. 

Commander,  1931  Communica¬ 
tions  Group _  (1) 

Commander,  1978  Communica¬ 
tions  Group _  (1) 

Commander,  3  Mobile  Communi¬ 
cations  Group _  (1) 

Air  Force  Logistics  Command : 

Commander  and  Vice  Com¬ 
mander  _  (2) 

Chief  of  Staff _  (1) 

Commanders,  Air  Materiel  Areas 
(Oklahoma,  Ogden,  San  Antonio, 

Sacramento,  Warner  Robins) _  (5) 

U.S.  Air  Force  Security  Service : 

Commander  and  Vice  Com¬ 
mander  _  (2) 

Strategic  Air  Command  (SAC) : 

Commanders,  Air  Forces  (2,  8, 15)  _  (3) 

Commander,  1st  Strategic  Aero¬ 
space  Division _  (1) 

Commander,  544  Aerospace  Recon¬ 
naissance  Technical  Wing _  (1) 
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Country 

TOP  SECRET 

SECRET 

COEFIDRNTIAL 

El  Salvador 

SECPEITSIHO 

SECRETO 

CONFIEENCIAT, 

RESERVADO 

Ethiopia 

TEMWZ  BIRTOU  MISTIR 

MISTIR 

KIIKIL 

Finland 

BRITTAIN  PAIAIFEN 

SALAINEM 

HERK3  L^KOlfTAINEN 

VAINVIRKAPAL- 

VELUKSISSAKX- 

tettkvKKsi 

France 

TEES  SECRET* 

SECRET  DEFENSE 

CONFIDSHTJEL  DEFENSE 

DIFFUSION 

RESTREINTE 

Germany 

STRENG  GEHEIM 

GEHEIM 

VERTRA'JLICH 

VS -NUB  FtJp  DEW 
.  DIENSTOEBRAUCK 

Greece 

ETNA  AKPRE 

AKPSE 

AnOPPHTOR 

REPIflTIEMENHS 

ATiOPPKTON 

AJiOPPHTON 

EMniflfftYTIKON 

XPHEEOS 

Guatemala 

ALTO  SECRETO 

SECRETO 

CONFIRENCIAL 

RESERVADO 

Haiti 

SECRET 

CONFIDENTIAL 

Honduras 

SUPER  SCERETO 

SECRETO 

CORFIDENCIAL 

RESERVADO 

Ecng  Kong 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Hungary 

szigcr(Jan  titkos 

TITKOS 

BIZA1MAS 

India 

TOP  SECRET 

SECRET  CONFIDENTIAL 

CONFIDENTIAL 

RESTRICTED 

Indonesia 

SANGAT  RAHASIA 

RAHASIA 

KHPEPT  JATAAK 

TERRATA3 

Iren 

BEXOLI  S.ERRI 

SERRI 

KHEILI  MAHRAMANEH 

MAHRAMANEH 

\S j-** 

Iraq 

*>U«  V/» 

ys- 

(Absolutely  secret) 

(Secret) 

(Limited) 

Country 

.  TOP  SECRET 

SECRET 

CONFI DENTIAL 

Ireland 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Gaelic 

AN-SICREIDEACH 

SICREI BEACH 

PUN  DA 

SRIANTA 

Israel 

SODI  BEYOTER 

SODI 

SHAMUR 

MJGBAL 

nnri  'no 

'110 

11 D# 

>3110 

Italy 

SEGRETISSIMO 

SECRETO 

RISERVATISSIMO 

RISERVATO 

Japan 

KIMLTSU 

GOKUHI 

HI 

TORI ATSUKAIC  HUI 

ih  %" 

4$' 

BUG  Aim  ^3 

Jordan 

•j*  f  >4« 

vr* 

r* 

Korea 

it 

i-M'i 

ILKUP  PIMIL 

IK  UP  PIMIL 

SAM  KUP  PIMIL 

Laos 

TRES  SECRET 

SECRET 

SEC  ret/c  ONFI dentiel 

DIFFUSION 

RESTREINTS 

Lebanon 

TRES  SECRET 

SECRET 

CONFIDENTIEL 

9 

Mexico 

SECRETO 

SECRETO 

CONFI DEHCIAL 

Netherlands 

ZEER  GEHEIM 

GEHEIM 

CONFI DENTIEEL  or 

DIENSTGEHEIM 

VERTROUWELUK 

New  Zealand 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Nicaragua 

ALTO  SECRETO 

SECRETO 

CONFI DENCIAL 
j?e/V  /r/J?£rs/£Y£‘*.7' 

RESERVADO 

Norway 

STRENGT  HEmELIG 

HEKMELIG 

-RORTROI/Ifr 

Pakistan 

TOP  SECRET 

SBC RET 

CONFIDENTIAL 

RESTRICTED 

Paraguay 

ALTO  SECRETO 

SECRETO 

CONFIDENCIAL 

RESERVADO 
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Country 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

Peru 

ESTRICTAMENTE  SBCRETO 

SECRETO 

RESERVAIX) 

CONFITENCIAL 

Philippines 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Portugal 

MCI  TO  SBCRETO 

SBCRETO 

CONFIDENCIAL 

PESERVADO 

Spain 

MAXIMO  SBCRETO 

SECRETO 

CONFIDENCIAL 

DIFFUSION 

limjtada 

Sweden 

(Red  Border*) 

\mm 

HHMLIG 

Switzerland 

Trench 

German 

(Three  languages.  TOP  SECRET  has  a  regietration  number  to  distinguish 
from  SECRET  and  CONFIDENTIAL. ) 

SECRET  SECRET  SECRET 

STRENG  GEHEIM  GEHEIM  VERTRAULICH 

PESERIT.  A  L’ USAGE 
EXCLUSIVE  KJ 
SERVICE 

NUR  FUR  DIENST- 
LICKEN  GERRAUCH 

Italian 

SEGRETO 

SEGRETO 

SEGRETO 

AD  EXCLUSIVO  USO 
PI  SERVJZIO 

Taiwan 

i 

t' 

Thailand 

LUB  TT  SOOD 

lub  maak  «nnn 

LUB  tiu 

pok  pid  llnflh 

Turkey 

pox  GlZLl 

gIzl! 

tlZEL 

HIEMETE  tfZEL 

Union  of  South 
Africa 

English 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Afrikaans 

UITERS  GEHEIM 

GEHEIM 

VERTROULIK 

BEPERK 

United  Arab  Republic 
(Egypt) 

!  J  >U« 

TOP  SECRET 

•V  ur* 

-  VERY  SECRET 

SECRET 

OFFICIAL 

Country 

TOP  SECRET 

SECRET 

\ 

CONFIDENTIAL 

* 

United  Kingdom 

T01>  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Uruguay 

SECRETO 

SECRETO 

CONFIDENCIAL 

RESERVAIX) 

USSR 

COBEPlilEHHO 

CEKPETHO 

CEKPETHO 

HE  nOAAEXAUlHti 
OrJIAEEHHD 

JUiA  CJWXEEHOrO 
n0Ab30BAHHa 

Viet  Nam 

French 

TRES  SECRET 

SECRET 

CONFIDENTIEL 

CONFIDENTIEL 

Vietnamese 

Ifll-MAT 

mSt 

KIN 

TU  MAT 

NOTE:  In  all  instances  foreign  security  classification  systems  are  not  eJcaetiy  parallel  to  the  United  States 

system  and  exact  equivalent  classifications  cannot  be  stated.  The  classifications  given  above  represent 
the  nearest  comparable  designations  which  are  used  to  signify  degrees  of  protection  end  control  similar 
to  those  prescribed  for  the  equivalent  United  States  classifications. 
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§  159.1500—2  Appendix  C — General  Ac¬ 
counting  Office  officials  authorized  to 
certify  security  clearances  (see 
§  159.700-6(c)). 

The  Comptroller  General,  his  Deputy,  and 
Assistants 

The  General  Counsel  and  Deputy  General 
Counsel 

The  Director  and  Deputy  Director,  Office  of 
Personnel  Management 
The  Director  and  Deputy  Director,  Office  of 
Policy 

The  Directors,  Deputy  Directors,  Associate 
Directors,  and  Assistant  Directors  of  the 
following  Divisions: 

General  Government  Resources  and  Eco¬ 
nomic  Development 
Resources  and  Economic  Development 
Manpower  and  Welfare 
International 

International  Division  Overseas  Offices 
Director  European  Branch 
Frankfurt,  Germany 
Director  Far  East  Branch 
Honolulu,  Hawaii 
Manager,  Sub  Office 
Bangkok,  Thailand 
Transportation  and  Claims 
Procurement  and  Systems  Acquisi¬ 
tion 

Federal  Personnel  and  Compensa¬ 
tion 

Logistics  and  Communications 
Financial  and  General  Management 
Studies 

Regional  Managers: 

Atlanta,  Georgia 
Boston,  Massachusetts 
Chicago,  Illinois 
Cincinnati,  Ohio  * 

Dallas.  Texas 
Denver,  Colorado 
Detroit,  Michigan 
Kansas  City,  Missouri 
Los  Angeles,  California 
New  York.  New  York 
Norfolk,  Virginia 
Philadelphia,  Pennsylvania 
San  Francisco.  California 
Seattle,  Washington 
Washington,  D.C. 

(Falls  Church.  Virginia! 

§  159.1500—3  Appendix  1)  —  Instruc¬ 
tions  governing  use  of  code  words, 
nicknames  and  exercise  terms  (see 
§  159.701-10. 

1.  Definitions — a.  Using  Component. — 
The  DoD  component  to  which  a  code  word  is 
allocated  for  use.  and  which  assigns  to  the 
word  a  classified  meaning,  or  which  origi¬ 
nates  nicknames  and  exercise  terms  using 
the  procedure  established  by  the  Joint  Chiefs 
ol  Staff. 

b.  Code  word. — Word  selected  from  those 
listed  in  Joint  Army,  Navy,  Air  Force  Pub¬ 
lication  (JANAP)  299  and  subsequent 
volumes,  and  assigned  a  classified  meaning 
by  appropriate  authority  to  insure  proper 
security  concerning  intentions,  and  to  safe¬ 
guard  information  pertaining  to  actual,  real 
v  orld  military  plans  or  operations  classified 
as  Confidential  or  higher.  A  code  word  shall 
not  be  assigned  to  test,  drill  or  exercise  activi¬ 
ties.  A  code  word  is  placed  in  one  of  three 
categories: 

(1)  Available.  Allocated  to  the  using  com¬ 
ponent.  Available  code  words  individually 
will  be  unclassified  until  placed  in  the  active 
c  tegory. 

(2)  Active.  Assigned  a  classified  meaning 
and  current. 

( 3 )  Cancelled.  Formerly  active,  but  discon¬ 
tinued  due  to  compromise,  suspected  com¬ 
promise,  cessation  or  completion  of  the 
operation  to  which  the  code  word  pertained. 
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Cancelled  code  words  individually  will  be  un¬ 
classified  and  remain  so  until  returned  to 
the  active  category. 

c.  Nickname.  A  combination  of  two  sepa¬ 
rate  unclassified  words  which  is  assigned  an 
unclassified  meaning  and  is  employed  only 
for  unclassified  administrative,  morale,  or 
public  information  purposes. 

d.  Exercise  term.  A  combination  of  two 
words  normally  unclassified  used  exclusively 
to  designate  a  test,  drill  or  exercise.  An  exer¬ 
cise  term  is  employed  to  preclude  the  possi¬ 
bility  of  confusing  exercise  directions  with 
actual  operations  directives. 

2.  Policy  and  procedure — a.  Code  words. 
The  Joint  Chiefs  of  Staff  are  responsible  for 
allocating  words  or  blocks  of  code  words 
from  JANAP  299  to  DoD  components.  DoD 
components  may  request  allocation  of  such 
code  words  as  required  and  may  reallocate 
available  code  words  within  their  organiza¬ 
tions,  in  accordance  with  individual  policies 
and  procedure,  subject  to  applicable  rules 
set  forth  herein. 

(1)  A  permanent  record  of  all  code  words 
shall  be  maintained  by  the  Joint  Chiefs  Staff. 

(2)  The  using  component  shall  account 
for  available  code  words  and  maintain  a  rec¬ 
ord  of  each  active  code  word.  Upon  being 
cancelled,  the  using  component  shall  main¬ 
tain  the  record  for  two  years;  thence  the 
record  of  each  code  word  may  be  disposed  of 
in  accordance  with  current  practices,  and 
the  code  word  returned  to  the  available 
inventory. 

b.  Nicknames.  (1)  Nicknames  may  be  as¬ 
signed  to  actual,  real  world  events,  projects, 
movement  of  forces,  or  other  nonexercise  ac¬ 
tivities  involving  elements  of  information  of 
any  classification  category,  but  the  nickname, 
the  description  or  meaning  it  represents,  and 
the  relationship  of  the  nickname  and  its 
meaning  must  be  unclassified.  A  nickname  is 
not  designed  to  achieve  a  security  objective. 

(2)  Nicknames,  improperly  selected,  can 
be  counterproductive.  A  nickname  must  be 
chosen  with  sufficient  care  to  insure  that  it 
does  not : 

(a)  Express  a  degree  of  bellicosity  incon¬ 
sistent  with  traditional  American  ideals  or 
current  foreign  policy; 

(b)  Convey  connotations  offensive  to  good 
taste  or  derogatory  to  a  particular  group,  sect, 
or  creed;  or, 

(c)  Convey  connotations  offensive  to  our 
allies  or  other  Free  World  Nations.  r 

(3)  The  following  shall  not  be  used  as 
nicknames; 

(a)  Any  two-word  combination  voice  call 
sign  found  in  JANAP  119  or  Allied  Communi¬ 
cations  Publication  (ACP)  119.  (However, 
single  words  in  JANAP  119  or  ACP  119  may 
be  used  as  part  of  a  nickname  if  the  first 
word  of  the  nickname  does  not  appear  in 
JANAP  299  and  subsequent  volumes.) 

(b)  Combination  of  words  including  word 
‘  project,”  "exercise,”  or  “operation.” 

(c)  Words  which  may  be  used  correctly 
either  as  a  single  word  or  as  two  words,  such 
as  “moonlight.” 

(d)  Exotic  words,  trite  expressions,  or  well 
known  commercial  trademarks. 

(4)  The  Joint  Chiefs  of  Staff  shall : 

(a)  Establish  a  procedure  by  which  nick¬ 
names  may  be  authorized  for  use  by  DoD 
components. 

(b)  Prescribe  a  method  for  the  using  com¬ 
ponents  to  report  nicknames  used. 

(5)  The  Heads  of  DoD  components  shall: 

(a)  Establish  controls  within  their  organi¬ 
zations  for  the  assignment  of  nicknames  au¬ 
thorized  under  subparagraph  (4)  (a)  above. 

(b)  Under  the  procedures  established,  ad¬ 
vise  the  Joint  Chiefs  of  nicknames  as  they 
are  assigned. 

c.  Exercise  term.  (1)  Exercise  term*  may 
be  assigned  only  to  tests,  drills  or  exercises 
for  the  purpose  of  emphasizing  that  the 


event  is  a  test,  drill  or  exercise  and  not  an 
actual  real  world  operation.  The  exercise 
term,  the  description  or  meaning  it  repre¬ 
sents,  and  the  relationship  of  the  exercise 
term  and  Its  meaning  can  be  classified  or 
unclassified:  A  classified  exercise  term  is 
designed  to  simulate  actual  use  of  DoD  code 
words  and  must  be  employed  using  identical 
security  procedures  throughout  the  planning, 
preparation  and  execution  of  the  test,  drill 
or  exercise  to  insure  realism. 

(2)  Selection  of  exercise  terms  will  follow 
the  same  guidance  as  contained  in  para¬ 
graphs  2.b. (2)  and  (3)  above. 

(3)  The  Joint  Chiefs  of  Staffs  shall: 

(a)  Establish  a  procedure  by  which  exer¬ 
cise  terms  may  be  authorized  for  use  by  DoD 
components. 

(b)  Prescribe  a  method  for  using  compo¬ 
nents  to  report  exercise  terms  used. 

(4)  The  heads  of  DoD  components  shall : 

(a)  Establish  controls  within  their  organi¬ 
zations  for  the  assignment  of  exercise  terms 
authorized  under  subparagraph  (3)  above. 

(b)  Under  the  procedures  established,  ad¬ 
vise  the  Joint  Chiefs  of  Staff  of  exercise  terms 
as  they  are  assigned. 

3.  Assignment  of  classified  meanings  to 
code  words,  a.  The  DoD  component  responsi¬ 
ble  for  the  development  of  a  plan  or  the 
execution  of  an  operation  shall  be  responsible 
for  determining  whether  to  assign  a  code 
word. 

b.  Code  words  shall  be  activated  for  the  fol¬ 
lowing  purposes  only: 

(l-)  To  designate  a  classified  military  plan 
or  operation: 

(2)  To  designate  classified  geographic  loca¬ 
tions  in  conjunction  with  plans  or  operations 
referred  to  in  (1)  above;  or, 

(31  To  conceal  intentions  in  discussions 
and  messages  or  other  documents  pertaining 
to  plans,  operations,  or  geographic  locations 
referred  to  in  (1)  and  (2)  above. 

c  The  vising  component  shall  assign  to  a 
code  word  a  specific  meaning  classified  Top 
Secret,  Secret,  or  Confidential,  commensurate 
with  military  security  requirements.  Code 
words  shall  not  be  used  to  cover  unclassified 
meanings.  The  assigned  meaning  need  not  in 
all  cases  be  classified  as  high  as  the  classi¬ 
fication  assigned  to  the  plan  or  operation  as 
a  whole. 

d.  Code  words  shall  be  selected  by  each 
using  component  in  such  manner  that  the 
word  used  does  not  suggest  the  nature  of  its 
meaning. 

e.  A  code  word  shall  not  be  used  repeatedly 
for  similar  purposes;  i.e.,  if  the  initial  phase 
of  an  operation  is  designated  "Meaning.” 
succeeding  phases  should  not  be  designated 
“Meaning  II”  and  "Meaning  III,”  but  should 
have  different  code  words. 

/.  Each  DoD  component  shall  establish 
policies  and  procedures  for  the  control  and 
assignment  of  classified  meanings  to  code 
words,  subject  to  applicable  rules  set  forth 
herein. 

4.  Notice  of  assignment,  dissemination,  and 
cancellation  of  code  words  and  meanings,  a. 
The  using  component  shall  promptly  notify 
the  Joint  Chiefs  of  Staff  when  a  code  word 
is  made  active,  indicating  the  word,  and  its 
classification.  Similar  notice  shall  be  made 
when  any  changes  occur,  such  as  the  substi¬ 
tution  of  a  new  word  for  one  previously 
placed  in  use. 

b.  The  using  component  Is  responsible  for 
further  dissemination  of  active  code  words 
and  meanings  to  all  concerned  activities,  to 
include  classification  of  each. 

c.  The  using  component  is  responsible  for 
notifying  the  Joint  Chiefs  of  Staff  of  can¬ 
celled  code  words.  This  cancellation  report  Is 
considered  final  action,  and  no  further  re¬ 
porting  or  accounting  of  the  status  of  the 
cancelled  code  word  will  be  required. 
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5.  Classification  and  downgrading  instruc¬ 
tions.  a.  During  the  development  of  a  plan, 
or  the  planning  of  an  operation  by  the  head¬ 
quarters  of  the  using  component,  the  code 
word  and  Its  meaning  shall  have  the  same 
classification.  When  dissemination,  of  the 
plan  to  other  DoD  components  or  to  sub¬ 
ordinate  echelons  of  the  using  component  is 
required,  the  using  component  may  down¬ 
grade  the  code  words  assigned  below  the 
classification  assigned  to  their  meanings  In 
order  to  facilitate  additional  planning  im¬ 
plementation,  and  execution  by  such  other 
components  or  echelons.  To  facilitate  this 
planning  code  words  shall  not  be  down¬ 
graded  below  Confidential. 

b.  A  code  word  which  Is  replaced  by  another 
code  word  due  to  a  compromise  or  suspected 
compromise,  or  for  any  other  reason,  shall  be 
cancelled,  and  classified  Confidential  for  a 
period  of  two  years,  after  which  the  code 
word  will  become  Unclassified. 

c.  When  a  plan  or  operation  Is  discontinued 
or  completed,  and  is  not  replaced  by  a  similar 
plan  or  operation  but  the  meaning  cannot 
be  declassified,  the  code  word  assigned  there¬ 
to  shall  be  cancelled  and  classified  Confiden¬ 
tial  for  a  period  of  two  years,  or  until  the 
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meaning  Is  declassified,  whichever  is  sooner, 
after  which  the  code  word  will  become  Un¬ 
classified. 

d.  In  every  case,  whenever  a  code  word  la 
referred  to  in  documents,  the  security  classi¬ 
fication  of  the  code  word  shall  be  placed  in 
parentheses  Immediately  following  the  code 
word,  i.e.,  “Label  (0) .” 

e.  When  the  meaning  of  a  code  word  no 
longer  requires  a  classification,  the  using 
component  shall  declassify  the  meaning  and 
the  code  word  and  return  the  code  word  to 
the  available  inventory. 

6.  Security  practices,  a.  The  meaning  of  a 
code  word  may  be  used  in  a  message  or,  other 
document,  together  with  the  code  word,  only 
when  It  Is  essential  to  do  so.  Active  code 
words  may  be  used  in  correspondence  or 
other  documents  forwarded  to  addressees 
who  may  or  may  not  have  knowledge  of  the 
meaning.  If  the  context  of  a  document  con¬ 
tains  detailed  Instructions  or  similar  in¬ 
formation  which  indicates  the  purpose  or 
nature  of  the  related  meaning,  the  active 
code  word  shall  not  be  used. 

b.  In  handling  correspondence  pertaining 
to  active  code  words,  care  shall  be  used  to 
avoid  bringing  the  code  words  and  their 
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meanings  together.  They  should  be  handled 
in  separate  card  files,  catalogs.  Indexes,  or 
lists,  enveloped  separately  and  dispatched  at 
different  times  so  they  do  not  travel  through 
mall  or  courier  channels  together. 

c.  Code  words  shall  not  be  used  for  ad¬ 
dresses,  return  addresses,  shipping  desig¬ 
nators,  file  Indicators,  call  signs.  Identifica¬ 
tion  signals,  or  for  other  similar  purposes. 

7.  All  code  words  formerly  categorized  as 
“inactive”  or  “obsolete”  shall  be  placed  in  the 
current  cancelled  category  and  classified 
Confidential.  Unless  otherwise  restricted,  all 
code  words  formerly  categorized  as  “can¬ 
celled”  or  “available”  shall  be  individually 
declassified.  All  records  associated  with  such 
code  words  may  be  disposed  of  In  accordance 
with  current  practices,  provided  such  records 
have  been  retained  at  least  two  years  after 
the  code  words  were  placed  in  the  former 
categories  of  “inactive”,  "obsolete”,  or  “can¬ 
celled”. 

§  159.1500—4  Appendix  E — Component 
implementations  of  DoD  issuanees. 

Note:  This  section  was  filed  as  part  of  the 
original  document. 

(FR  Doc.74-10965  Filed  5-22-74; 8: 45  am] 
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